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a.k.a Open Source Intelligence (OSINT)

Two aspects:

(a) Open source =

openly accessible (also by payment)

(b) Intelligence =

(“Information that has been analysed”) 

“Actionable information”

What is it?

Legal Rules & Requirements

Admissibility of evidence
Lawfully obtained!!!

Agency policy & ‘rules of engagement’
• Can you impersonate someone?
• Can you tell lies?
• Can you use an alias?

Recording actions
• Save links
• Screenshots
• Repeatable

Chain of custody

Important
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Opportunities

• General indiscriminate use of 
technology

• Persistence & longevity

• Chronicling of mundane experience

• Mass ‘surveillance capitalism’

• Complacency and convenience

What’s it 
good for?
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Any data can be a ‘pivot point’ …

Names
(Personal & Company)

Usernames 
(often reused)

Email 
(accounts/headers)

Phone numbers 
(adverts)

Domain namesPhotos – metadata/Geo-
Tags/Reverse 

search/Visual clues

Social media –
followers/posts/personal 

information

Quality and type of 
language used 

(spelling mistakes)

Other history exposed
(e.g. references to location 

or personal history)

Dates of Birth

Hyperlinks

Alleged American ‘assassin’

2019 Attempted murder of clothing store 
owner in Birmingham (Central UK)

• 2024 2 convicted ‘conspiracy to murder’ 
• 3rd Suspect, Aimee Betro (from Wisconsin 

USA), went on the run
• Review of her ‘Instagram selfies and 

sunset photos taken from the living room 
window’ 

• Traced to Yerevan, Armenia's capital
• Arrested July 2024 and extradited to UK 

January 2025
https://www.dailymail.co.uk/news/article-14293873/American-assassin-charged-conspiracy-murder-Birmingham-

man.html
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OpSec
Operational Security

Virtual Private Networks (VPNs)

• Change apparent location

• Provide access to geographically 
restricted websites

• Hide your true IP address

• Encrypt data from your device to the 
VPN Server 

‘Clean browsers’ 
(beware browser fingerprinting)

Clear Browser cache
Delete search history/cookies

No saved passwords

UserAgent Manager/switcher (more later)

Dedicated non-networked computer or
Virtual Machines (VirtualBox, VMware)

OpSec
Operational Security
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https://www.virtualbox.org/wiki/Downloads

https://www.vmware.com/products/desktop-hypervisor/workstation-and-fusion

“Virtualization”
Creates a fully functioning 
(virtual) computer inside 

your device 

Sock Puppets

OpSec
Operational Security

(If allowed under your laws)
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https://www.dictionary.com/browse/sock-puppet

sock puppet
[ sok-puhp-it ]

noun
1.a hand puppet made out of a sock.
2.a person or group whose actions are controlled by 

another; a puppet.
3.a) Also called sock. a false name or identity 

assumed by an internet user, often to 
communicate favorable or self-serving comments 
or used to create a mythical rival with whom that 
user can successfully argue online.

b) Also called sock, sock account. an online user 
account created for such purposes.

Why?Who?
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How?

First, find a face …
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thispersondoesnotexist.com
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Email/Facebook/X/Instagram/TikTok
help to validate a sock puppet

Many require mobile phone number

May require backup email for validation

May require SMS validation

Creating Online Presence
(online accounts):

Should ‘hide’ IP Address when creating 
BUT:

Most well known email providers block 
VPNs (and VPN providers may have logs)

Solution:

Use a public wifi (library, café, bar, 
train, airport)

Creating Online Presence
(online accounts):
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Public wifi access points risks:

Fake access point 
(Man-In-The-Middle)

Your MAC/IMEI address is logged by 
network

Depending on threat assessment: 
… Use MAC Changer app.

Browser fingerprinting

• Use ‘clean’ browser
• Remove add-ons/extensions
• Delete cookies/history
• Use a User-Agent Manager/Switcher

User-Agent Manager/Switcher
(Browser add-on)
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MAC Changer App.
https://technitium.com/tmac/

Many companies require mobile phone 
number for validation

Solution:

Get a ‘burner’ phone
(not as easy as it used to be)

Creating Online Presence
(online accounts):
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https://www.comparitech.com/blog/vpn-privacy/sim-card-registration-laws/

Some providers require backup email 
for validation

Solution:

Use an alternative email account 
(such as protonmail or tutanota)

Or an email alias service like 
simplelogin.io

Creating Online Presence
(online accounts):
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Some require SMS validation

Solution:

Try online SMS service

https://receive-smss.com/

.. but

Creating Online Presence
(online accounts):

Build character profile

Use your imagination or …
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fakenamegenerator.com
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https://www.behindthename.com/random/
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This Photo by Unknown Author is licensed under CC BY-SA

Documenting Research

Fireshot

https://addons.mozilla.org/en-US/firefox/addon/fireshot/

Also available for Chrome
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This configuration will 
save your screenshot 

with filename including 
number, day/date/time 

and URL
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https://getgreenshot.org/

Lots of OSINT tools 
available if you 

know where to look

https://osintframework.com/
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Lots of OSINT tools 
available if you 

know where to look

https://osintframework.com/

NB: tools 
often have 

short 
lifespan

Michael Bazzell

https://inteltechniques.com/
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https://www.inteltechniques.com/tools/index.html

NB Links don’t always work 
all the time
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https://start.me/p/DPYPMz/the-ultimate-osint-collection

The Ultimate OSINT Collection
Hatless1der (Griffin Glynn)

https://www.advisor-bm.com/osint-tools

https://github.com/topics/osint-tools
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group terms

exclude term(s)

Google Search Operators 
(dorks)

“ “

-

Warning: Google may get suspicious and ask 
you to confirm you are human

site:(DomainName)
Returns pages on the given domain

e.g. site:www.iaca.int
site:.gov

filetype:
pdf/ppt/pptx/doc/docx etc
Returns pages of specified file type

e.g. filetype:jpg

* 
Can replace a missing letter, word or 
phrase   e.g. * Doe

49

50



02/02/2025

26

OR
Returns pages containing either A OR
B (good for alternative spellings)

Steven OR Stephen AND Brown OR
Braun OR Browne

Steven Brown
Stephen Brown
Steven Browne
Stephen Browne
Steven Braun
Stephen Braun

This AND That
Returns pages with both keywords

Can combine operators…

site:iaca.int “Steven” filetype:pdf
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… and lots more
https://www.exploit-db.com/google-hacking-database

https://ahrefs.com/blog/google-advanced-search-operators/ 

Image Meta data

EXIF
(Exchangeable Image File Format)
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REDACTED

https://www.stolencamerafinder.com/howitworks.jsp
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Back from the Dead

 Vorotinov family, Moldovan migrants to 
USA.

 In 2011 Igor Vorontinov, the father, 
returns to visit Moldova.

 A body is found by side of road in 
Moldova with Igor’s documents and 
clothes.

 Wife, Irina, returns to Moldova and 
identifies corpse (No photos taken).

 Returns to USA and claims $2m life 
insurance.

https://www.washingtonpost.com/nation/2019/05/07/man-faked-his-death-his-ex-wife-faked-his-funeral-
then-their-son-found-him-alive/

 2013 Irina and son pay a visit to 
Moldova.

 On return to USA, their laptops seized 
at the airport (someone told the FBI!).

 Photographs of father found. 

 EXIF data shows recently taken.

 Camera used was Canon IOS Rebel T4i 
released in June 2012 (9 months after 
the ‘death’ of Igor).
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Reverse Image Search

Reverse Image Search
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https://in.linkedin.com/in/monicawin54

View in privacy browser

https://translate.yandex.com/translate?
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Mary John
#Blogger #SEO #Digital Marketing Expert

https://www.quora.com/profile/Mary-John-266

Nancy Hellen
@NancyHellen13

https://mobile.twitter.com/nancyhellen13

Maria Lena
Houston, United States

https://soundcloud.com/marialena6

Monica Baldwin
Electric Motor, Power Tool, and Related Repairer at Listenin

Listenin
Mumbai, Maharashtra, India

https://in.linkedin.com/in/monicawin54

Maria Burnham
TORANTO, CA

https://issuu.com/nortontechca

tineye.com
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https://www.thefamouspeople.com/profiles/sarah-ellen-42315.php
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Whose twit are you?

Other tools: Geofeedia; GramFeed; Banjo
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Social media posts mapped

Other tools exist: Echosec; GramFeed; Banjo

67

68










	01 PPT Steven David Brown

