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(What is it? )

a.k.a Open Source Intelligence (OSINT)

Two aspects:
(a) Open source =
openly accessible (also by payment)

(b) Intelligence =
(“Infermaticn that-has-been-analysed’)

“Actionable information”

Legal Rules & Requirements

Admissibility of evidence
Lawfully obtained!!!

Agency policy & ‘rules of engagement’
« Can you impersonate someone?
« Can you tell lies?

« Can you use an alias?

Recording actions
« Save links
« Screenshots

Repeatable

02/02/2025



02/02/2025

A
Opportunities

 General indiscriminate use of
technology

- Persistence & longevity
« Chronicling of mundane experience
« Mass ‘surveillance capitalism’

« Complacency and convenience

What's it
good for?




Any data can be a ‘pivot point’ ...

Names
(Personal & Company) Phone numbers

(adverts)

Photos — metadata/Geo- Domain names

Tags/Reverse
search/Visual clues Quality and type of

Usernames language used
(often reused) (spelling mistakes)

. Other history exposed \
Hyperlinks (e.g. references to location

or personal history) /

Social media -
followers/posts/personal
information

Dates of Birth

(Alleged American ‘assassin’)

2019 Attempted murder of clothing store
owner in Birmingham (Central UK)

+ 2024 2 convicted ‘conspiracy to murder’

- 3rvd Suspect, Aimee Betro (from Wisconsin
USA), went on the run

* Review of her ‘Instagram selfies and
sunset photos taken from the living room
window’

* Traced to Yerevan, Armenia's capital

+ Arrested July 2024 and extradited to UK
January 2025

https://www.dailymail.co.uk/news/article-14293873/American-assassin-charged-conspiracy-murder-Birmingham-
man.html
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OpSec
Operational Security

Virtual Private Networks (VPNs)
« Change apparent location

 Provide access to geographically
restricted websites

 Hide your true IP address

 Encrypt data from your device to the
VPN Server

OpSec
Operational Security

‘Clean browsers’
(beware browser fingerprinting)
Clear Browser cache
Delete search history/cookies
No saved passwords

Dedicated non-networked computer or
Virtual Machines (VirtualBox, VMware)

UserAgent Manager/switcher (more later)

10
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https://www.virtualbox.org/wiki/Downloads

e
@ VirtualBox . ..

Download VirtualRav

Here you will find links

About

VirtualBox binar vm
Screenshots Wa re Products Solutions How To Buy Resources Q
Dy By ing, you agre by Broadcom
Documentation If you're looking for the
P — Please also use version 6,
hasibeertdiscontihiodin Products 3 Desktop Hypervisor > Desktop Hypervisor
Technical docs ; :
If you're looking for the |
Contribute Please also use version 5

discontinued in 6.0. Versi
Community

VirtualBox 6.1.38 plq

« = Windows oss Desktop Hypervisor

* =08 X hosts
« Linux distributions

« = Solaris hosts r n
« & Solaris 11 IPS h Run Windows, Linux and other virtual machines with

4 “Virtualization” o
Creates a fully functioning
(virtual) computer inside
\_ your device

https://www.vmware.com/products/desktop-hypervisor/workstation-and-fusion
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OpSec

Operational Security
—

Sock Puppets

(If allowed under your laws)

12



sock puppet
[ sok-puhp-it ]

noun

1.a hand puppet made out of a sock.

2.a person or group whose actions are controlled by
another; a puppet.

3.a) Also called sock. a false name or identity
assumed by an internet user, often to
communicate favorable or self-serving comments
or used to create a mythical rival with whom that
user can successfully argue online.

b) Also called sock, sock account. an online user
account created for such purposes.

https://www.dictionary.com/browse/sock-puppet
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Who? Why?
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First, find a face ...

16
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Creating Online Presence
(online accounts):

Email/Facebook/X/Instagram/TikTok
help to validate a sock puppet

Many require mobile phone number
May require backup email for validation

May require SMS validation

19

Creating Online Presence
(online accounts):

Should *hide’ IP Address when creating
BUT:
Most well known email providers block
VPNs (and VPN providers may have logs)

Solution:

Use a public wifi (library, café, bar,
train, airport)

20
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Public wifi access points risks:

Fake access point
(Man-In-The-Middle)

Your MAC/IMEI address is logged by
network
Depending on threat assessment:
... Use MAC Changer app.

Browser fingerprinting

 Use ‘clean’ browser

« Remove add-ons/extensions

* Delete cookies/history

+ Use a User-Agent Manager/Switcher

-
User-Agent Manager/Switcher
(Browser add-on)

&  User-Agent Switcher and Manager @ o -
Spoof websites trying to gather information about your web navigation to deliver distinct
content you may not want

Details Permissio C D f d

Usage example: You ca
you prefer seeing mob)
Canvas Fingerprinting -Bic X +
€a B LR -
b5 o) ¢ True @ canvas Defender
This extension allows y| _J: TextAPiforCarvas  + True Curtent camvas noise hash
making it impossible fq S = cmestoseuRl /e Cact ot U
é Generate new noise | | Stop Adding Noise
176704
2 s Changi nvas fin int anly is not enough
Overviews: € Unoueringeprnts 6213 e e S i
https.//vvwv\‘l youtube Cl E y an allin one solution check out Multiloginapp It's
E - = Your Fingerprint free
https://www.youtube.c }\-‘ Signature 7 FOBSE8AS s o
== Unigueness 100% (0 of 17679
ves File Size 2552 bytes
. Number of Colors 101
/" PNG Hash E66ES88 50BFADC1CDOB01FACDOC182E06
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(&

Network Connections | Changed | MAC Addiess | Link Status | Speed | A
Local Area Connection No 00-00-00-00-00-00 Up. Non Operational Obps
Ethemet 4 No DOFF- M &2 F4 Up. Non Operational 1gbps
VitualBox Host-Only Network No 04-00- ¥ 106 Up. Operational 1 gbps
Local Area Connection 2 No 00-FF-3 3734296 Up, Non Operational Tgbps

Information | \PAﬂdlassl Preszls|
Connection Details

Connection Local Asea Connection
Device ExpressVPN TUN Driver
Hardware 1D expressvpntun
Config ID {13880B56-4CCA-40A0- ALk ki o &z )
TCP/IPv4: Enabled TCP/IPy6: Disabled

Change MAC Address

| & = = = & Random MAC Address

Original MAC Address

00-00-00-00-00-00

XEROX CORPORATION (Address: M/S 105-50C,
Active MAC Address

00-00-00-00-00-00 (Original)

KEROX CORPORATION (Address: M/S 105-50C,

¥ Automaticaly restart network connection to apply changes
¥ Make new MAC address persistent
™ Use '0Z as first octet of MAC address Why?

=

Received 0 byte (0 bytes)
~Speed 0B/s (0 bytes)
Sent Obyte (0 s)
Speed 0B/s (0 bytes)

MAC Changer App.

https:/ /technitium.com/tmac/

23

Creating Online Presence
(online accounts):

Many companies require mobile phone

number for validation

Solution:

Get a '‘burner’ phone
(not as easy as it used to be)

24
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Map of Countries with Mandatory SIM-Card Registration

W Yes
Bno

i

*Datawrapper automatically includes French Guiana as part of France's statistics. However, French Guiana also has mandatory SIM-card registration
laws.
Map: Comparitech - Get the data - Created with Datawrapper

https://www.comparitech.com/blog/vpn-privacy/sim-card-registration-laws/

25

Creating Online Presence
(online accounts):

Some providers require backup email
for validation

Solution:

Use an alternative email account
(such as protonmail or tutanota)
Or an email alias service like
simplelogin.io

26
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Creating Online Presence

(online accounts):
Some require SMS validation

L G ) https://receive-smss.com
|
Cyber 2
Protection = —
fUr MSP +16466787403 +164666-23058 | +16465106465 +34681999929
o \Sqlut:lon- o |
Cyber Protection —
entwickelt fir Service
Provider: Acronis® Cyl
Cloud. Gratis testen! H H
e Try online SMS service.. but
— ] 2 S
+34681993330 +380999134159 +48727801893 +447983238372

Herunterladen >

https://receive-smss.com/

27

Build character profile

Use your imagination or ...

28
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FAKE NAME GENERATOR™

Name Generator Free Tools Order in Bulk Smiley Generator

Gender Random v

Name set  American v

Hispanic =
Hobbit

Hungarian

Icelandic

Igbo

Italian

Japanese

Japanese (Anglicized)

Country

Ninja

Norwegian
Persian

Polish

Russian

Russian (Cyrillic)
Scottish bs
Slovenian

Swedish

Thai

Vietnamese v

Logged in
view full s
security n
can save t]
names to

Your Randomly Generated Identity

These name sets apply to this country:
American, Hispanic

Klingon 66207

rl means? Click here to find out!

Bnname  Lucas

515-68-XXXX
You should click here to find out if your SSN is online.

39.123341, -94.735479

913-642-3419

29

FAKE NAME GENERATO

Name Generator Free Tools Order in Bulk Smiley Generator FAQ

Your Randomly Generated Identity

These name sets apply to this country:
Australian

Gender | Male v
Name set  Klingon v
Country  Australia v

Advanced Options

fakenamegenerator.com

i Molar Karum
72 Springhill Bottom Road

WESTWOOD TAS 7292

Mother's maiden name

Geo coordinates

D'cig
-41.544139, 146.957687

N

Logged in users cary
view full social

security numbers ar
can save their fake
names to use later.

PHONE
Phone
Country code

BIRTHDAY
Birthday
Age

Tropical zodiac

(03) 6210 6058
61

November 3, 1967

57 years old
Scorpio

30
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BIRTHDAY
Birthday November 3, 1967
Age 57 years old
Tropical zodiac Scorpio
ONLINE
Email Address MolarKarum@dayrep.com
This is a real email address. Click here to activate it!
Username Wourn1967
Password iequBUshei
FINANCE
MasterCard 5566 4809 3950 4253
Expires 12/2029
cvecz 487
EMPLOYMENT
Company Wholesale Club, Inc.
Occupation Creative writer
PHYSICAL CHARACTERISTICS
Height 5' 9" (176 centimeters)
Weight 139.7 pounds (63.5 kilograms)
Blood type A+
31
BIRTHDAY
Birthday November 3, 1967
Age 57 years old
Tropical zodiac Scorpio
ONLINE

Email Address

Username

Password

MolarKarum@dayrep.com
Thi il adc . Click here to activate it!

o

5 d

Wourn1967
iequBUshei

[ comanrc

YOUR FAKE E-MAIL ADDRESS IS READY

molarkarum @dayrep.com «

COPY

32
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SUBJECT TIME
Enjoy your ERA Seminar 9:57 AMUTC
To: molarkarum@dayrep.com
From: ewJaJ) wbu 20 @hotmail.com>
Subject:  Enjoy your ERA Seminar
Received: Wed, Dec 11, 2024 at 9:57 AM UTC (0 minutes ago)
Expires: Thu, Dec 12, 2024 at 9:57 AM UTC

Dear Molar,

Have a great time on Earth at the ERA seminar!

Don't worry about the Earthlings,

Live long and prosper!

Spock

33
https://www.behindthename.com/random/
[Mchind the Name I Names  Ineract Tols Sonin fegar
Random Name Generator
Your random name is... Regnerate) Sctiings

- Peggy-Lynn Cowherder
=
\.;Au; Gender: Feminine
- Type: Adutt
] Nationality: American
- u Location: Viega Baja, Puerto Rico, United %
] States
-
| Bl Age: 25
= Birth date: August 19, 1989 (5:18 AM)
=
et Height: 163 cm /5 ftd in
" Weight: 63 kg / 138 Ibs
‘_c" Handedness: Right
i: Blood type: A-
e | fwweowok |
e Death date: December 7, 2076 {3:35 PM)
w Lifespan: 87
O Cause of death: Cancer
=
| Frisian
. Galiczn

34
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Documenting Research

This Photo by Unknown Author is licensed under CC BY-SA

35

Fireshot

9 ADD-ONs

S

Full Web Page Screenshots (vvvyy)
by susbox

@ Remove

https://addons.mozilla.org/en-US/firefox/addon/fireshot/
Also available for Chrome

36
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TN TDETFRTIT My £RA DooRImaIR> SNOPPING DasneL

Search | Sitemap | Contact | Mailing List 0 pages | 0 Item

1 RIS/ l/ll,/./

~
[ Events | e-Learning | Resources and Projects | About ERA

Our Annual Programme 2025 is online

29 Annual Conferences

16 Summer Courses

many more training seminars

organised in Trier, Brussels and in eight European capitals

Find all our open training events here.

Programme 2025

Open Training Events.

ERA is recruiting:

== Lawyer/Course Director (f/m/d)
in EU Financial Markets & European Banking Law
== Lawyer/Course Administrator (f/m/d)
in EU Financial Markets & European Banking Law
== Lawyer/Course Administrator (f/m/d)
in Data Protection Law, Data Governance, Al and Privacy Law

ERA

37

B FireShot options

File settings Save Image As:

ofat b

Limit filename lengthto| 100 | characters

9%t - Page Title %d - Day %S - Seconds

%n-|0l [“] Pad number with| 3 |zeroes

Limit filename lengthto| 100 | characters I

OPNG
B0e Default filename template: | %n-%u-%t-%y-%m-%d-%H-%M-%S
Customize saving process| %u - Page URL %y - Year %H - Hour
[7] Do not show 'Save as'
o ® %e - Domain Name  %m - Month %M - Minutes
[ Show downloaded file
[ Close tab after saving %t - Page Title %d - Day %S - Seconds
Default output folder: Fin %n - |0) Pad number with| 3 zeroes

Default filename template: | %n-%u-%ot-%y-%m-%d-%H-%M Th is co nfi g u ratio n Wi I I
oo URL v %o save your screenshot
seoemsnne e v wyith filename including

number, day/date/time

and URL

38
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GREENSHOT

Greenshot is the most awesome tool for making screenshots you can get on your Windows PC. Get it now!

[YT XTI FOR FREE!  LIKE IT?

Greenshot is completely Greenshot is completely
free and open source! free and open source!
What is Greenshot?

Greenshot is a light-weight screenshot software tool for Windows with the following key features:

» Quickly create screenshots of a selected region, window or fullscreen; you can even capture complete (scrolling) web
pages from Internet Explorer.

= Easily annotate, highlight or obfuscate parts of the screenshot.

= Export the screenshot in various ways: save to file, send to printer, copy to clipboard, attach to e-mail, send Office
programs or upload to photo sites like Flickr or Picasa, and others.

...and a lot more options simplyfying creation of and work with screenshots every day.

Being easy to understand and configurable, Greenshot is an efficient tool for project managers, software developers, technical
writers, testers and anyone else creating screenshots.

Want to see more?

Of course there is more that Greenshot can do for you. Have a look at some screenshots of Greenshot in action or try the
latest release.

https://getgreenshot.org/

OSINT Framework T ——

(D) - Google Dork, for more information: e Hacking
(R) - Requires registration

OEINT Framemon O

URL itself must be edited manually

Usemame O

Email Address @

Domsin Name @

1P Address @

Images /Vidaos / Docs @
Socisl Networks @
Instant Massaging O
Paople Saarcn Enginas O

Dating @

s Lots of OSINT tools

W available if you

Sesron Enginas O

Archives O

Langusgs Translstion @
Metadats ©

Mobile Emulation @
Tenorism @
Deen O

Digitsl Curency &
Clasitiess O

Encoding / Decoding @
Teols @

Mislicious File Ansiysis @
Exploits & Advisories O
Trrest Inteligancs
Opsec@®

Sommantation ©

T @ https://osintframework.com/

know where to look

otes

40
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res— Geclocation Tools
Dating (3 Coordinates
Map Reporting Tools
b N B: tOOIS Maobile Coverage
f h Telephone Numbers () ( g’m:: Maps
ing Maps
o ten ave (JHERE Maps
. () Dual Maps
S h ort Public Recards @ ) Instant Google Street View
gWikimapia

I Historic Aerials

|} Google Maps Update Alars
(_} Google Earth Crwerlays
() Yandax Maps
TamaSarver
){Gm}gl& Earth

H TrpenStresthlsp
I IfeS pa n Business Records () E Flash Earth

Transportstion (&)

OSINT Framework () Beolocstion Tools / Maps O Q g:}gﬁaMsps
- Search Engines () ()} Daum {Korean)
{_¥Naver {Korean)
Forums/ Blogs / IRC (D ) CpenStreetMap
2 EarthExplorer
Archives @ QOpenStrestCam
Langusge Translstion O ‘Cj 'IE'}?:::IH-II:Y Dr:!ldne
Metadsts @) () Hivemappar
I} Landsatl ook Viewar
Makile Emulation () } Sentinel2Look Viewar
() NEXRAD Dsts Inventory Search
Tamorism &) % MapQuest
¥ __<OpenRainayMap
Dark Wab () (_}OpenStreethap Routing Service
}Hiking & Biking Msp

Digital Currency (O US Nav Guide Zip Code Data

J
b Wayback Imagerny

otes

41
n OSINT TRAINING
INTELTECHNIQUES
DIGITAL SECURITY
Live Events Online Resources Blog Podcast Books Contact
IntelTechniques Resources New OSINT Guide
L I m < s (ORAITy 6 o i
/ -— | Click HERE for details.
=|z
[ Ut =
- OPEN SOURCE
INTELLIGENCE
Live Events Resources Blog Podcast Books TECHN]LLU E‘\
Michael Bazzell
https://inteltechniques.com/
42
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INTELTECHNIQUES

By Michacl Bazzall

Tools

25

p
o

2Hrze

PPPOPPPPPOOS
0<330

I

o
v 4

Q Telephone Numbers
Q Maps

Q Documents

Q Pastes

Q Images

Q Videos

Q Domains

Q IP Addresses

Q Business/Government
Q Vehicles

Q Virtual Currencies
Q Breaches

Q Live Audio Streams
Q Live Video Streams
QAPIs

inteltechniques.com/tools/index b

Training S R Tools Blog Podcast Magazine Books Contact

IntelTechniques Search Tools

Updatad: Septamber 14, 2022

INTELLIGENCE
TECHNIQUES

Usage Notes:

OSIP Certification

Several tools require browser popup for this domain

m), especially the *Submit All"

Thesa tools were created as a supplement to the book Open Source Intelligence Techniques, 9th Edition and the
IntelTechniques online OSINT training. Plaase dlick the links o the loft 1o begin your queries. Click tha image bolow
to purchase the book. Your purchase directly supports updates to this free ool

https://www.inteltechniques.com/tools/index.html

43

INTELTECHNIQUES

By Michael Bazzell

Training  Services

//www.inteltechniques.com/tool:

&

Resources Tools Blog Podcast Magazine Books

Tools Twitter Search Tool

Q Search Engines Mic Populate All

Q, Facebook

Q Twitter M:E Twitter Profile

Q, Instagram -

Q, Linkedin M Outgoing Tweets

Q, Communities M Incoming Tweets

Q, Email Addresses M Media Tweets

g: :ngnmég M Liked Tweets
ames T

Q Addresses Mz Lists Created

Q Telephone Numbers M Lists Included

Q Maps M Moments

Q, Documents M Topics

Q Pastes 7

Q Images M: Followers

Q Videos Mi Following

Q Domains na Vo Oustanine b Yaar

Q, IP Addresses

NB Links don’t always work

all the time

%

B

Contact

G = @

44
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c ‘twitter.com/Mé-bes A S 1] = @ @
W ¢ M= a
H# New to Twitter?
Sign up now to get your own personalized timeline!
& Sign up with Google
\ & Sign up with Apple
m Sign up with a phone number or em...
@ Joined November Trends for you
0 Foliowing O Followers Trending in Austria
#0plran
Tweets Tweets & replies Media Likes 2 it
Topics to follow nachbar
Sign up to get Tweets about the Topics you fallow In your Home timefine
4 Apple B Business & finance 4 Entertainment Kopftuch
n X m v
(= () https//www.uk-osint.net/domainsandips.html A Y8 4] o= z

info@uk-osint.com|

www.uk-osint.net

The OSINT & i3 Training And Resource Website
For Internet Intelligence & Investigations And Social Media Research
| L3

HOMEPAGE ~ OSINT PAGES & LINKS ~ SOCIAL MEDIA SITES v TRANSPORT RELATED SITES ~ OTHER PAGES

: ~ TRAINING & UPDATES LOCATE INTERNATIONAL

Domain Names & IP Addresses (&
MAC Addresses) @

(This page was last updated on the 17/09/2022)
Search Just Within UK-OSINT
Although you may be able to work out who | am, | don't really care, as | can
work out who you are. So beware of leaving footprints, as these are the types of footprint your
General OSINT Pages computer could be leaving behind on every website you visit.

Google Search

Homepage

Favorites

INFO
SNIPER

)Wk || [) Surshark’| | @ ipdota

Translation Sites

46
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The Ultimate OSINT Collection
Hatless1lder (Griffin Glynn)

[ TTNIES LI 1i.c Uitimate OSINT Collection € Hatless1der

WELCOME! Tool & Resource Collections

This page is for anyone trying to find their i - - "
way in the overwhelming world of open- . y
source intelligence. Its a collection of my

favorite OSINT resources, and | hope it *CQeore - % qyb.detec K hatlessid Nixintel Sector035 * My  kapb.detec s Intellechn AaronCTl's

Ginger.T  tiveThread erBlog & Week In ive tools  iques OSINT Online
helps you find new ways to leam from Reader App OSINT collection Online Resources

some amazing people. Search Tool
.

* Anywhere you see a star, that indicates it's one of my favorites! C < B > - - @

NEWS

If you're new to the amazing world of OSINT, you might start by Belingcat  Benjamin  BushidoToke Dutch OSINT
watching this free video by Micah Hoffman and | at My OSINT Strick Blog n Guy Nico e AML Toolbox  AsINT_Collec Aware Online  BBC Africa
Training: https://www.myosint.training/courses/introduction-to- SURISEED  uED @

fye- Online

% - Forensics  Investigation

osint “ Dashboard Toolkit
AgyN  nenee E
I love networking with the OSINT community, learning with the ey e '3
many amazing people out there, and in recent years have focused :;«mx; Hakin9 Blog  IntelTechniqu K:Iy mes Krebs on W AR \ 5
4 e Blog - Secu -
heavily on sing my experience to make a difference in the world e kg S 7
and help others find new ways to learn and grow. Tutorials CSEUtopia-  CTI Startme  CyberSecStu: ~ Dating apps  DFIRDetectiv
Google  Paranoidch1 Setiton & andhookup €5 SANS
& child -OSINT

o . . Custom sites- OSINT
> OSINT Training: https://myosint training Searches forFinding  frenchPl  Summit 2022
> Blog: https://hatless1der.com ) 'd Peopl

ta linkedin.com/in/griffin-g

ple Links
&7 @hatlessider Maltego-  Offensive  OH SHINT OSINT TEAM —
OSINT Bi OSINT o Bl
Q neptforg 5 o log osint|
] ksa i

https://start.me/p/DPYPMz/the-ultimate-osint-collection

47

https://www.advisor-bm.com/osint-tools

HOME ~ BLOCKCHAIN AND MARKETING ~ OSINT =~ STRESSTEST = NEWS = MARKETPLACE

R

OSINT TOOLS 2024
(Part 1)

More th: ;
- O ) httpsi//github.com/topics/osint-tools B A %

Open source. inte

O Product Solutions ~ Resources ¥ Open Source Enterprise

Explore  Topics Trending  Collections Events  GitHub Sponsors

# osint-tools

Here are 209 public repositories matching this topic...

Language: All ~ Sort: Most stars ~

https://github.com/topics/osint-tools

48
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Google

Google Search Operators
(dorks)

W W

group terms

- exclude term(s)

Warning: Google may get suspicious and ask
you to confirm you are human

49

site:(DomainName)
Returns pages on the given domain

e.g. site:www.iaca.int
site:.gov

filetype:

pdf/ppt/pptx/doc/docx etc

Returns pages of specified file type
e.g. filetype:jpg

%k

Can replace a missing letter, word or

phrase e.g. * Doe

50
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OR

Returns pages containing either A OR
B (good for alternative spellings)

This AND That
Returns pages with both keywords

Steven OR Stephen AND Brown OR
Braun OR Browne

Steven Brown
Stephen Brown
Steven Browne
Stephen Browne
Steven Braun
Stephen Braun

51

Can combine operators...

site:iaca.int “"Steven” filetype:pdf

GO gle site:iaca.int "Steven” filetype:pdf X !,u Q,

Q Al

] Images [»] Videos Q Maps = News i More Tools

About 13 results (0.36 seconds)

https:/A

attachments » 2022.'06-2 H
PROGRAMMNE SUMMER ACADENPY 2022

Jun 23, 2022 — 15:30 - 17:00. Taking the Byte out of Briberyj

avd BROWN. 17:00 -
19:00. 19:00 - 21:30. Farewell Dinner. (hosted by the AustrianNJEA

1 page

https://iwww.iaca.int » attachments » 2022/04/28 | pDF

iacsa-2022-timetable-v2.pdf
Apr 28, 2022 — Steven David BROWN. 17:00 - 18:00. 19:00 - 21:30. Farewell Dinner. (hosted
by the Austrian. MFA). Roundtable Discussion: Addressing the.

1 page

52
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... and lots more

https://www.exploit-db.com/google-hacking-database

https://ahrefs.com/blog/google-advanced-search-operators/

U~ Marketing ~
eting Data & Studies  Product Subscribe

Google Hacking Database

ERAL SE0

Google Search
C

re perators: The
Omplete List (42 Advanced
Operators)

53
Image Meta data
EXIF
(Exchangeable Image File Format)
54
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Ef Exifeader-IMGOISSJPG - o= -

File Informaticn Help

1 Open CAUzershU ser\Pictur%1 203-295 inaia\@.ﬁ_m 99.FG

: Ite&me / | Information
Thumbnail Image

JFIF_AFPF1 Exif
JFIF_AFP1 hitp
Hain Infarmation
b ake Canan
Madel Canon EOS BOD
Orientation mithand side
#Resolution 724
rResolution 721
ResolutionUrit Itnch
DateTime 2000:03:11 11:25:36
At
. YChCiPositioning co-zited

= Copyright

Exiflnfolffzet 348

Sub |rfarmatian

Hse(Cainent ExposuraTime 1/2005ec
FMumber Fa.0
ExposureProgram Program Mormal
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Back from the Dead

% Vorotinov family, Moldovan migrants to
USA.

< In 2011 Igor Vorontinov, the father,
returns to visit Moldova.

% A body is found by side of road in
Moldova with Igor’s documents and
clothes.

% Wife, Irina, returns to Moldova and
identifies corpse (No photos taken).

% Returns to USA and claims $2m life
insurance.

https://www.washingtonpost.com/nation/2019/05/07/man-faked-his-death-his-ex-wife-faked-his-funeral-

then-their-son-found-him-alive/

57

% 2013 Irina and son pay a visit to
Moldova.

% On return to USA, their laptops seized
at the airport (someone told the FBI!).

+ Photographs of father found.
< EXIF data shows recently taken.

+ Camera used was Canon IOS Rebel T4i
released in June 2012 (9 months after
the ‘death’ of Igor).
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Search any image with Google Lens X

‘ Drag an image here or upload a file
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Reverse Image Search
(] @ quora.com/profile/Mary-John-266
C [m] @ mobile.twitter.com/nancyhellen13
Qu( ogle Translate
C (] @ soundcloud.com/marialena6 |
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2 Google Tr: C [ & issuu.com/nortontechca
¢ # B Google Translate
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’ http://norton.antivirussupport.cd
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https://in.linkedin.com/in/monicawin54
Pages that include matching images
https://in.linkedin.com » monicawin54 3 =
-
Monica Baldwin - Electric Motor, Power Tool, and ... - LinkedIn
200 x 200 — View Monica Baldwin's profile on LinkedIn, the world's largest professional
community. Monica has 1 job listed on their profile. See the complete profile on ...
. = H = *
Llnkedm Articles Peo;\e Leaming Jobs Games
Monica Baldwin m Listenin
Electric Motor, Power Tool, and Related Repairer at Listenin
Mumbai, Maharashtra, India - Contact Info
%&ﬁ See your mutual connections view in privacy browser
61
https://translate.yandex.com/translate?
&< O (3 https;//translate.yandex.com/translate? LN 4 = 8§ @ @ &
@ ENGLISH 3 RUSSIAN
<« G (8 https//translated.turbopages.org/proxy_u/en-ru.en.968c ® A 7 ® &2 8O @ ©o Q= B - M
Yandex Translate in.linkedin.com 2 Translation X
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Explore more posts

w Sumedh Battewar

Our Dhoni ad taught us that VIRALITY A
IS NOT A FLUKE! It's a bit of art, and ...

O®Q 103 - 3 Comments

-
* Prateek shiva Singh

MG Motor's Role in Growing the
Indian EV Industry MG Motor’s rece.

OO 119- 7 Comments

Monica Baldwin & Listenin

|| Electric Motor, Power Tool, and Related Repairer at Listenin . Prashant Vashisktha

Mumbai, Maharashtra, India
Leading the Charge: Sokudo India's

m See your mutual connections Commitment to Quality and...

o® 17

Join to view profile
‘ News LAB
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Maria Burnham
TORANTO, CA

- /liccin ecom/nartantachea

https

Mary John
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https://www.quora.com/pro

Nancy Hellen
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https://mobile.twitter.com/
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Houston, Unite|
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R & mywhatsappimages.com/2015/04/dp-for-usa-girls-for-whatsapp-or.html?m=0
SAbout [3Sitemap [AContact @ Disclaimer

Whatsapp Images

My Whatsapp Images Blog, HD Pictures, Photos,
Wallpaper, Wishes, Blogging Tips, Tech Gaming,
Whatsapp DP, Facebook Profile Pics, Instagram, Tinder,
Pinterest, Beautiful Images.

= BLOGGING v WHATSAPP ADMIN JOKES AWESOME IMAGES AWESOME QUOTES DP IMAGES

WhatsappImages ~ DpForGirls  GirlsDP  girlsdp  USAGirls  whatsapp_images

DP For USA Girls For Whatsapp or Facebook

&Ranjitsingh 4 April.30,.2015

DP For USA Girls For

CISTETTITT

Mumbai, Maharashtra, India
https://in.linkedin.com/in/monicawin54
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Reverse Image Search

Find where images appear online. How to use TinEye.

® Add TinEye to Edge

@ S

% Add TinEye to Edge

tineye.com ™
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@ upload
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By Google Translate
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{2 Current city: Saint Petersburg

N 11 followers

0 Show full information

5 POSTS

s Sasha Svetlova
“ 6 Feb 2016
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Gift
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Born Today

Sarah Ellen

(Social Media Personality)

i 7

Image Credit

Birthday: January 10, 1998 (Capricorn)

Quotes

Sarah Ellen is an Australian social-media personality, actor, and model. She rose to prominence through a 'Vine' clip that

earned her an impressive fan base. Her most significant acting project was the portrayal of ‘Madison Robinson’ in the long-
running Australian TV series 'Neighbours.' Sarah has also starred in a short film based on the side-effects of social media.

She once performed in 'Australia’s Got Talent.' Sarah is the founder of the fashion and entertainment website '

perksofher.com.' The website is a blogging space and covers everything related to fashion, beauty, travel, and lifestyle.

Filmography

https://www.thefamouspeople.com/profiles/sarah-ellen-42315.php
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Q Victoria, VBW 3X4, British Columbia, Canada

Whose twit are you?

371 results found

PACIFIC PILOT T...
5277215

PACIFIC PILOT TWO,
Destination:

Other tools: Geofeedia; GramFeed; Banjo

RESETMAP  LOGOUT
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Social media posts mapped

Other tools exist: Echosec; GramFeed; Banjo
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