Outline

Understanding the Internet and associated technologies.

Effective use of the Internet as an investigation tool.

Search engines, meta browsers, deep web and people search
techniques.

Using open-source intelligence to gather evidence online.




Cybercrime landscape — [OCTA 2024*

Child Sexual Abuse Material (CSAM)

Al-assisted, Al-altered and Al-generated.

End-to-end encrypted (E2EE) communication platforms.

Romance Fraud
Phishing and social engineering (Phishing as a Service)
Phishing kits are widely available, lowering the level of organisation and technical expertise

Crime as a Service (CaaS) — increasing due to Al tools and services.
Ransomware as a Service (RaaS) — small to medium sized businesses.

The dark web an enabler of cybercrime

Cryptocurrency favoured — altcoins

* |OCTA 025 out very soon.

Source: https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-threat-assessment-iocta-2024




Example

Law enforcement partners across the world had been trying to identify the man in the
abuse material ever since it was posted in 2010.

The images were referred to the NCA by Australian Federal Police in 2013, after they
established they had been posted on dark web site, The Love Zone.

In 2017 Italian investigators linked the name “Martyn” to the person who took the images, but they were
unable to progress the case further.

In the same year a French investigator adopted the case and worked on identifying a beach which had

been seen in some images linked to the offender.

After conducting significant research on the geology of the landscape, he established that rocks on the
beach in the photo must either be in Ireland or Wales. He compared them to images of over 60 beaches
before striking an exact match on the Pembrokeshire coast in Wales.



Example

The case remained unsolved until 2022, when NCA investigators created a new programme which finally

disabled the image distortion technique. This revealed the face of the offender but his identity, and that of
his victim, was still unknown.

It was discovered that at the time of the abuse, Armstrong lived in Derbyshire but he had sold his house in
January 2022 and moved close to the same Welsh beach identified by investigators.

Following his arrest, NCA investigators found a number of devices in Armstrong’s home, including one of
the two cameras he used in 2010. This was forensically matched to the camera which took the images.

The original indecent images of children (I10C) he'd posted were also recovered from a laptop.

Investigators also discovered material showing Armstrong abusing two previously unknown child victims
saved on his devices. All three victims were spoken to and safeguarded.

Source: https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt




#1 Understanding the
Internet and
associated
technologies



How does it work.

Every device connected to the Internet is
assigned an IP (Internet Protocol) address.

Every device speaks the same language.
Every device has a unique IP address.

To communicate, devices need to
exchange addresses.

This address could be used to trace an
online activity back to a device.




How does it work... Infrastructure

Internet Service Provider (ISP)



Example

How a Nintendo Switch helped locate a
missing girl 2,000 miles from home

With help from Nintendo, the FBI obtained the Switch's IP address

which led them to the abductor's apartment complex.

Her destination was an apartment complex in Tolleson, Arizona.
According to court records, a then-28-year-old man, Ethan Roberts, had

befriended her on the internet, traveled to Virginia to get her, and later

forced her into child pornography.

Source: https://www.abc15.com/news/local-news/investigations/how-a-nintendo-switch-helped-locate-a-missing-girl-2-000-miles-from-home




How does it work... Public and Private IP
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Private IP Private IP

Device #1 Device #2 Internet Service Provider (ISP)



How does it work...Public
and Private IP.

Public IP — assigned to the router by the
ISP

Outward-facing - identifies you to the rest of
the Internet

Private IP — assigned to the device by
the router

Private network — communicate with other
devices on that network




Attached Devices
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IPv4 Address
192168.04
19216805
192168.06
192168.011
192168.0.16
192168.018
192168.019
192168025
192168.034
192168.0.37
192168.0.38
192168.095
192168.0.97
192168.098
192168.0102
192168.0.103
192168.0.104
192168.0.105
192168.0.107

152.168.0.141

Device Name
Nest-Audio
Google-Home-Mini
SKY+HD
SkyBooster2
SKY+HD
UNKNOWN

TY_WR

UNKNOWN
Chromecast
SKY+HD
LGwebOSTV
Google-Nest-Mini
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
Mest-Doorbell-Battery
SkyBoosterd

LAPTOP-MOFSTE42

DESKTOP-GRL4RVS

@ help

MAC Address
d8:8c:79:6c:91:3d
ed:f0:42:0b:01:87
20:47.ed.72:3FF2
24:a7:de:21:63:91
20:47.ed:.c4:d3:ba
d4-:a36:51:09:f1:54
d4:a6:51:ba:b5:01
58:b0:3e:51:.ceb8
f4:-f3eB:1e7e:02
d4:52:ee:97:a3:20
0c:Be:29:a5:72:62
14:cl4e:d4be9:8a
82:c0:76:2d:9%:aa
ea:db:68:be:ad:68
08:c2:24:86:1d:30
f0:2fSea4:26:17
24:e5:0f.dc:2d:97
Sc:3lc3:6edad]
10:63:c8:65:53:39

AGf1:7fb4:93:21

it work...




How does it work... Privacy | Anonymity

. VPN Server

VPN Tunnel

Internet Service Provider (ISP) VPN IP



How does it work... Onion Routing
Network (TOR)
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Exit node The internet

44— Unencrypted link 4—¢ Encrypted link <+ Tor node

Source: https://protonvpn.com/blog/best-onion-sites?srsltid=AfmB0Ooq4xMqgkfTONFOkzJggPmXndDCSWGmaoaSFDCC43FtQg61WHA gB




Spotlight... Apps -
Telegram

Private 1-2-1 chats
(encrypted)

Private groups (invite-only)
Public groups (searchable)

Channels (broadcast
platforms)

Source: https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details




Spotlight... Telegram

Anonymous accounts — no Used by
phone number required. Extremist groups — recruitment and
ropaganda.

Supports up to 20,000 Propag

members in groups. Criminals selling malicious software,
stolen data and other ‘services’.

Public channels — accessible by Drug dealers — encrypted chats and

everyone. private ﬁroups to negotiate deals and
public channels advertising drugs.

2GB per file sharing limit.

Scammers — promotion.
Su pports bots. Child exploitation — sharing CSAM

. material, private ‘discussion’ channels.
Self-destruct messaging, - o
anonymous forwar Ing. Million of non-criminals.

Source: https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details




Spotlight... Telegram

Telegram usernames — search in the app (@username).

Browse the public groups — past messages and user profiles maybe
available.

Cross-reference usernames with other platforms.
Public profiles — personal information.

} Link to other social
Phone numbers & email lookup. media accounts.

Source: https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details




H2 Effective use of the
Internet as an
investigation tool




Investigations...

The planning, collection, analysis, interpretation and
presentation of materials from sources available to the
public, to use as intelligence or evidence within
Investigations.




Investigations... Social media

As of February 2025, 5.24 billion
social media users from 5.56
billion Internet users!

4th Q of 2024 — 61.85% of website  ..nm
traffic is from mobile devices? oo

Reddit.com

Coogle.com

Pornhub.com

Bing.com

ChatCFT.com

Most popular websites worldwide as of November
2024, by total visits(in billions)

1. Statista - https://www.statista.com/statistics/617136/digital-population-worldwide/

2. Statista - https://www.statista.com/statistics/277125/share-of-website-traffic-coming-from-mobile-devices/ Source - https://www.statista.com/statistics/1201880/most-visited-websites-worldwide/




India 99,008

United States
Brazil

Cermany

#1 Most popular social networks worldwide as
of February 2025, ranked by number of monthly
active users. Source:
https://www.statista.com/statistics/272014/glo
bal-social-networks-ranked-by-number-of-
users/

#2 Number of user data requests issued to
Facebook by federal agencies and governments
during 1st half 2024, by country). Source:
https://www.statista.com/statistics/287845/glo
bal-data-requests-from-facebook-by-federal-
agencies-and-governments/

France

United Kingdom

Poland

Taiwan

Mexico

Fi Argentina

Turkey

Colombia

Spain

Canada

Australia

Italy

Pakistan

Ecuador

Austria

South Korea

Mumber of data requests



Investigations... Social Media Posts

Washington DC shooting suspect
accused Israel of 'atrocities' in social
media post, Sky News finds

Sky News has uncovered what is believed to be a statement by the
shooting suspect posted at 10pm local time, around an hour after

the shooting - suggesting it was scheduled.
The letter, sighed with Rodriguez's name, was dated 20 May 2025.

In the lengthy essay, Rodriguez criticises Israel's actions in Gaza and

attacks the US government's position.

Source: https://news.sky.com/story/washington-shooting-suspect-accused-israel-of-atrocities-in-social-media-post-sky-news-finds-13372548




Investigations... Google Reviews

Some reviews are short and mundane, such as a comment left for a restaurant in Istanbul
in October 2021: “The restaurant is chic and plush, the service was good but not
outstanding.” Others, however, reveal interesting clues about his apparent activities in
recent years. Some comments detail attending “business networking” conferences in
Zimbabwe and of watching a sunset with colleagues in South Africa as they “discussed
some business”. Another states Kinahan Sr is a “Platinum Ambassador” on an

international hotel group’s reward program.

No reviews for locations outside of the UAE have been posted since the US wanted notice

was announced in April, 2022.

— CEre— mmm = = me e o =
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Christopher Junior). All three are reported to be based in Dubai, which has so far refrained

from extraditing the wanted trio.

Source: https://www.bellingcat.com/news/2024/03/30/kinahan-cartel-wanted-narco-boss-exposes-whereabouts-by-
posting-google-reviews/




Other Investigations...

Detection and prevention

Investigating suspicious claims for injury or workers’ compensation
IP theft
Online defamation

Due diligence




Investigations... considerations
Still need to...

Maintaining evidential integrity — no evidence bags
required here.

Ensuring chain of custody — robust audit trail(s).

Dates and times are still key when capturing OSINT
evidence.

So is hashing — uniquely identify the evidential items



Investigations... Legislation (UK)
Human Rights Act 1998 (HRA) Online Safety Act 2023 (OSA)

Regulation of Investigatory
Powers Act 2000 (RIPA)

Investigatory Powers
Regulations 2018 (IPA)

Police and Criminal Evidence
Act 1984 (PACE)

Criminal Procedure and
Investigations Act 1996 (CPIA)




Investigations... Ethics

Open source intelligence is the use of publicly produced
and publicly (and legally) available data that can be
collected and shared.

Be aware of the terms and conditions policies on the
public data you are trying to collect.

The collection of open source data and nothing more,
shouldn’t be associated with hacking, intrusion testing, or
anything similar.



H3 Search engines, meta
browsers, deep web
and people search
techniques



The Internet...

Surface web
The section of the Internet that is being indexed by search engines
2.25 billion pages indexed*
175 zettabytes of data?
Accessed via ‘standard’ browsers - Chrome, Mozilla Firefox, Opera, etc.
Deep web
Not indexed

Accessed via username and passwords

gomehdata out of the Deep web may be picked up by search engines in the case of a data
reach.

Accessed via ‘standard’ browsers - Chrome, Mozilla Firefox, Opera, etc.

1: Source - https://www.ipxo.com/blog/how-big-is-the-internet/
2: Source: https://www.seagate.com/files/www-content/our-story/trends/files/idc-seagate-dataage-whitepaper.pdf




The Internet...
Dark web

Challenging environment

Anonymous browsing network consists of thousands of relays.

Indexing is now happening (proxied TOR sites — TOR2WEB)

Accessed via ‘specialist’ browsers — TOR Browser.




Example

Like Bake, Yates played a key role in ensuring the site continued to run smoothly. He was responsible for
enforcing the rules by promoting or dropping other users, provided access to private and exclusive
sections of the site and advised on security measures. He also passed on training to others about the role
that he himself had received.

However, Yates was less careful around his own personal security. His username on the site was ‘yates704’
and in chat logs recovered by the NCA, he also told other users first name, his age and that he lived in
Eastbourne.

‘'vates704" was also found on ‘'HACKFORUMS.NET, a clear website forum dedicated to discussion relating
to hacker culture and cyber security.

impres

Investigators found 6,000 private messages between ‘yates704" and other users of The Annex. The fore be N—
conversations varied from fantasy roleplay involving the sexual abuse of children, as well as more official

conversations around the moderation of the site, advice on how to post indecent images of children and

technigues to evade law enforcement. orcement detection,

NCA officers identified Yates using these details and the email addresses associated to him and he was
arrested at his home in Eastbourne in July 2022.

Source: https://www.nationalcrimeagency.gov.uk/news/mechanic-who-had-secret-life-running-child-abuse-sites-on-the-dark-web-is-jailed




Open Source... Methods

Defined as “... is the discipline that pertains to intelligence produced
from publicly available information that is collected, exploited, and
disseminated in a timely manner to an appropriate audience for the
purpose of addressing a specific intelligence requirement.”

U.S. Director of National Intelligence and the U.S. Department of
Defense. Source: US Army FM 2-0 Intelligence March 2010




Methods... Information Sources

Many websites and tools available that can be used to find publicly
available information about an organisation or individual.

Enable gathering of information about a person that is available on
various social networking sites.

Used to find previous versions of webpages

Provide access to company information that might otherwise be
difficult to obtain.

Find phone numbers, IP addresses, whois data, geo location, tracing,
and more.



Methods... Information Gathering

OSINT Framework - http://osintframework.com/

OSINT Tools - https://www.osinttechnigues.com/osint-
tools.html

OSINT.Link - https://osint.link/




Methods... Information sources

General search engines Social Media networks Transportation
National search Facebook, Twitter, YouTube, b
engines Instagram, Snapchat oman names
Meta search engines Weibo (China), VK (Russia) Internet archives

Results from multiple search

engines Blog search People search engines
Image, video and N

ewspaper searches :

document Search p p Name, Address, Phone, Email
Reverse image search Public records IP Address
Geolocation Business records

Government websites



Methods... Tools

Remember Capturing the (online) evidence
Evidential integrity Web capture tools
Evidential chain of custody Searching
No digital devices have been Collecting and documenting

seized or examined. Timestamps and hashing

Audit trail
Secure cloud storage

Reporting



H4 Jsing open source
intelligence to gather
evidence online




Open Source... Case Studies - Bellingcat

Two Europol StopChildAbuse Images Skripal Poisoning Suspect Dr.

Geolocated - Alexander Mishkin, Hero of Russia -
https://www.bellingcat.com/news/20 https://www.bellingcat.com/news/uk

g’g)/plczh/i(l)gggvt\:ge_—eilr{r:gggslzgeoIocated- -and-europe/2018/10/09/full-report-
skripal-poisoning-suspect-dr-

part-i-madagascar/ L - :
alexander-mishkin-hero-russia/

Google maps photos

_ Passport photos
Google Earth imagery

Online biographical data
Geographic and demographic data &rap

examined Locations searches

Timeline analysis — tropical storms Telephone numbers



Open Source... OpenGuessr

OpenGuessr

https://openguessr.com/




Open Source...

Planning
ldentify potential sources from which information may be gathered from

Capturing and consolidation

Information collected from the chosen sources that may assist in the
Investigation

Analysis
Data analysis of the processed information
Presentation

Findings are presented/reported




Thaﬂkyou

Philip Anderson

Qu est | ons ? Assistant Professor

Dept. Computer & Information Sciences,
Northumbria University, UK
Email: philip.anderson@northumbria.ac.uk




About Me

* Senior Digital Forensic Investigator at Northumbria Police
O Manage a team of Digital Forensic Investigators & technicians
O Support Investigators with Digital Forensic Strategies
o Based in Newcastle Upon Tyne, England
O Worked in the field of Digital Forensics for 11 years
* Deliver training inputs to both new and existing police officers on a regular basis:
o Seizure of digital evidence and best practice

o Analysis of digital evidence & digital forensic opportunities




Q What will we discuss?

& Overview of open source Investigations

@ Protecting your privacy during open source investigations

Tracing domain name owners, the origin of an email and email blacklists
. Geo-location tools for open source Investigations

A Investigating Web 2.0 — social networking, blogs and online gaming




* All of the techniques shown in this presentation are to

demonstrate the ability to locate information during
OSINT investigation

* Be aware of local legislation when considering the use
of any of these techniques

°* I’'m not an expert in law

* As part of my role | work with specialists in
legislation (RIPA, DSA, TElI) when considering
investigative techniques






WHAT IS OPEN
SOURCE?

“The collection, evaluation and analysis of materials
from sources available to the public whether on
payment or otherwise to use as intelligence or evidence
within investigations”

National Police Chiefs Council (NPCC)



DIGITAL FORENSICS

* Digital Forensics has developed rapidly
over the past few years

* Traditionally, digital forensics has been
referred to as “dead box forensics”

* A Digital Forensic Investigator will
encounter an array of different devices

on a case-by-case basis

* Dynamic field, adapting to new
technologies

To understand the importance of opensource investigations, it is beneficial to
understand the Digital Forensic Lifecycle



DIGITAL FORENSIC

LIFECYCLE

* Device seized
* Advice is to isolate device from the network

e Device Pre-Acquired

* Device information recorded, photographs taken of the device
* Checks conducted to ensure device is isolated from the network

== Data Extraction

* Data is acquired with the device “isolated from the network” to preserve data integrity. This will also
prevent new data being downloaded

memes  Data Analysis

* Analysis conducted using an array forensic tools
* In accordance with the supplied Digital Investigative Strategy

e Production of Reports

* Reports produced and submitted into the criminal justice system
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Protecting your privacy during open
source investigations
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PROTECTING YOUR

PRIVACY ONLINE

* The use of technology records a vast amount of information as part of its

functionality
 This is primarily to improve the user's experience
* Can be used for other purposes

* The end user is often unaware that such information is recorded, often via cookies:

Device name Usernames/passwords Download history IP Address

Device details Location Data
(Device make, model, (longitude and Internet History
serial number, IMEI) latitude)

Social media
information




PROTECTING YOUR

PRIVACY ONLINE

* Cookies during OSINT investigations may reveal our identity
* Cookies are small text files created and stored on your device after visiting a website
* Used to store information about your use on that website, such as the items in your
basket
* |t is important that we protect our identity when conducting open source

investigations

Cookies Settings X

We use cookies and similar technologies to help personalize
content, tailor and measure ads, and provide a better expe-
rience. By clicking accept, you agree to this, as outlined in our
Cookie Policy.



* What information can be obtain from my IP address:

Postal | Approximate Latitude / Longitude®, | ISP / Connection

Location Network Code and Accuracy Radius Organization Type

Gateshead,
England,

United

'.53.75 e B6.22.52.8/22 | NE9 54.9313, -1.5855 (5 km) Virgin Media | virginm.net | Cable/DSL
ingdom

(GB),
Europe

* This reveals some key information about my identity online which could be used to
assist to identify me as an investigator

* What can we do as investigators to protect our identity online?



VIRTUAL PRIVATE

NETWORKS

e VPN stands for Virtual Private
Network

« VPN is an encrypted connection
between a device (Computer) and
a network (The Internet)

&

E 110101101

YOUR DEVICES ~

011010101
R~

INTERNET

« VPN providers often don’t keep
logs,

 preventing requests for r 1 T r 1 r 1
information from the police and Al Al Al Al
Other Organlzatlons CORPORATIONS HACKERS GOVERNMENTS ISPs

« Using a VPN is an easy way of
hiding your IP address (Return
address on a letter) from people.
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