
Outline
1. Understanding the Internet and associated technologies.

2. Effective use of the Internet as an investigation tool.

3. Search engines, meta browsers, deep web and people search 
techniques.

4. Using open-source intelligence to gather evidence online.



Cybercrime landscape – IOCTA 2024*
o Child Sexual Abuse Material (CSAM)
o AI-assisted,  AI-altered and AI-generated.

o End-to-end encrypted (E2EE) communication platforms.

o Romance Fraud
o Phishing and social engineering (Phishing as a Service)
o Phishing kits are widely available, lowering the level of organisation and technical expertise

o Crime as a Service (CaaS) – increasing due to AI tools and services.
o Ransomware as a Service (RaaS) – small to medium sized businesses.
o The dark web an enabler of cybercrime
o Cryptocurrency favoured – altcoins

* IOCTA 025 out very soon.

Source: https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-threat-assessment-iocta-2024



EXAMPLEExample



Source: https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt

Example



Understanding the 
Internet and 
associated 

technologies

#1



How does it work.
o Every device connected to the Internet is 

assigned an IP (Internet Protocol) address.
o Every device speaks the same language.
o Every device has a unique IP address.
o To communicate, devices need to 

exchange addresses.
o This address could be used to trace an 

online activity back to a device.



How does it work… Infrastructure

Internet Service Provider (ISP)



Example

Source: https://www.abc15.com/news/local-news/investigations/how-a-nintendo-switch-helped-locate-a-missing-girl-2-000-miles-from-home 



How does it work… Public and Private IP

Internet

Internet Service Provider (ISP)Device #1 Device #2

Private IP Private IP



How does it work…Public 
and Private IP. 
o Public IP – assigned to the router by the 

ISP
o Outward-facing - identifies you to the rest of 

the Internet

o Private IP – assigned to the device by 
the router

o Private network – communicate with other 
devices on that network



How does 
it work… 
Public and 
Private IP



How does it work… Privacy | Anonymity

Internet

Internet Service Provider (ISP)

VPN Tunnel

VPN Server

VPN IP



How does it work… Onion Routing 
Network (TOR)

Source: https://protonvpn.com/blog/best-onion-sites?srsltid=AfmBOoq4xMqkfT9NF0kzJqqPmXndDCSWGmaoaSFDCC43FtQg61WHA_gB



Spotlight… Apps - 
Telegram
o Private 1-2-1 chats 

(encrypted)
o Private groups (invite-only)
o Public groups (searchable)
o Channels (broadcast 

platforms)

Source: https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details



Spotlight… Telegram
o Anonymous accounts – no 

phone number required.
o Supports up to 20,000 

members in groups.
o Public channels – accessible by 

everyone.
o 2GB per file sharing limit.
o Supports bots.
o Self-destruct messaging, 

anonymous forwarding.

o Used by
o Extremist groups – recruitment and 

propaganda.
o Criminals selling malicious software, 

stolen data and other ‘services’.
o Drug dealers – encrypted chats and 

private groups to negotiate deals and 
public channels advertising drugs.

o Scammers – promotion.
o Child exploitation – sharing CSAM 

material, private ‘discussion’ channels.
o Million of non-criminals.

Source: https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details



Spotlight… Telegram
o Telegram usernames – search in the app (@username).
o Browse the public groups – past messages and user profiles maybe 

available.
o Cross-reference usernames with other platforms.
o Public profiles – personal information.
o Phone numbers & email lookup.

Source: https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details

Link to other social
media accounts.



Effective use of the 
Internet as an 

investigation tool

#2



Investigations…
o The planning, collection, analysis, interpretation and 

presentation of materials from sources available to the 
public, to use as intelligence or evidence within 
investigations.



Investigations… Social media
o As of February 2025, 5.24 billion 

social media users from 5.56 
billion Internet users1

o 4th Q of 2024 – 61.85% of website 
traffic is from mobile devices2

________________________________________________

1. Statista - https://www.statista.com/statistics/617136/digital-population-worldwide/

2. Statista - https://www.statista.com/statistics/277125/share-of-website-traffic-coming-from-mobile-devices/

Most popular websites worldwide as of November 
2024, by total visits(in billions)
________________________________________________

Source - https://www.statista.com/statistics/1201880/most-visited-websites-worldwide/



#1 Most popular social networks worldwide as 
of February 2025, ranked by number of monthly 
active users. Source: 
https://www.statista.com/statistics/272014/glo
bal-social-networks-ranked-by-number-of-
users/
#2 Number of user data requests issued to 
Facebook by federal agencies and governments 
during 1st half 2024, by country). Source: 
https://www.statista.com/statistics/287845/glo
bal-data-requests-from-facebook-by-federal-
agencies-and-governments/



Investigations… Social Media Posts

Source: https://news.sky.com/story/washington-shooting-suspect-accused-israel-of-atrocities-in-social-media-post-sky-news-finds-13372548



Investigations… Google Reviews

Source: https://www.bellingcat.com/news/2024/03/30/kinahan-cartel-wanted-narco-boss-exposes-whereabouts-by-
posting-google-reviews/



Other Investigations…
o Detection and prevention
o Investigating suspicious claims for injury or workers’ compensation
o IP theft
o Online defamation
o Due diligence 



Investigations… considerations
o Still need to…
o Maintaining evidential integrity – no evidence bags 

required here.
o Ensuring chain of custody – robust audit trail(s).
o Dates and times are still key when capturing OSINT 

evidence.
o So is hashing – uniquely identify the evidential items



Investigations… Legislation (UK)
o Human Rights Act 1998 (HRA)
o Regulation of Investigatory 

Powers Act 2000 (RIPA)
o Investigatory Powers 

Regulations 2018 (IPA)
o Police and Criminal Evidence 

Act 1984 (PACE)
o Criminal Procedure and 

Investigations Act 1996 (CPIA)

o Online Safety Act 2023 (OSA)



Investigations… Ethics
o Open source intelligence is the use of publicly produced 

and publicly (and legally) available data that can be 
collected and shared.

o Be aware of the terms and conditions policies on the 
public data you are trying to collect.

o The collection of open source data and nothing more, 
shouldn’t be associated with hacking, intrusion testing, or 
anything similar.



Search engines, meta 
browsers, deep web 
and people search 

techniques

#3



The Internet…
o Surface web
o The section of the Internet that is being indexed by search engines
o 2.25 billion pages indexed1

o 175 zettabytes of data2 
o Accessed via ‘standard’ browsers - Chrome, Mozilla Firefox, Opera, etc.

o Deep web
o Not indexed
o Accessed via username and passwords
o Some data out of the Deep web may be picked up by search engines in the case of a data 

breach.
o Accessed via ‘standard’ browsers - Chrome, Mozilla Firefox, Opera, etc.

1: Source - https://www.ipxo.com/blog/how-big-is-the-internet/ 
2: Source: https://www.seagate.com/files/www-content/our-story/trends/files/idc-seagate-dataage-whitepaper.pdf



The Internet…
o Dark web
o Challenging environment
o Anonymous browsing network consists of thousands of relays.
o Indexing is now happening (proxied TOR sites – TOR2WEB)
o Accessed via ‘specialist’ browsers – TOR Browser.



Example

Source: https://www.nationalcrimeagency.gov.uk/news/mechanic-who-had-secret-life-running-child-abuse-sites-on-the-dark-web-is-jailed



Open Source… Methods
o Defined as “… is the discipline that pertains to intelligence produced 

from publicly available information that is collected, exploited, and 
disseminated in a timely manner to an appropriate audience for the 
purpose of addressing a specific intelligence requirement.” 
U.S. Director of National Intelligence and the U.S. Department of 
Defense. Source: US Army FM 2-0 Intelligence March 2010



Methods… Information Sources
o Many websites and tools available that can be used to find publicly 

available information about an organisation or individual. 
o Enable gathering of information about a person that is available on 

various social networking sites.
o Used to find previous versions of webpages
o Provide access to company information that might otherwise be 

difficult to obtain.
o Find phone numbers, IP addresses, whois data, geo location, tracing, 

and more.



Methods… Information Gathering
1. OSINT Framework - http://osintframework.com/
2. OSINT Tools - https://www.osinttechniques.com/osint-

tools.html
3. OSINT.Link - https://osint.link/



Methods… Information sources
o General search engines
o National search 

engines
o Meta search engines
o Results from multiple search 

engines

o Image, video and 
document search

o Reverse image search
o Geolocation

o Transportation

o Doman names

o Internet archives

o People search engines

o Name, Address, Phone, Email

o IP Address

o Social Media networks

o Facebook, Twitter, YouTube, 
Instagram, Snapchat

o Weibo (China), VK (Russia)

o Blog search

o Newspaper searches

o Public records

o Business records

o Government websites



Methods… Tools
o Remember
o Evidential integrity
o Evidential chain of custody
o No digital devices have been 

seized or examined. 

o Capturing the (online) evidence
o Web capture tools
o Searching
o Collecting and documenting
o Timestamps and hashing

o Audit trail
o Secure cloud storage
o Reporting



Using open source 
intelligence to gather 
evidence online

#4



Open Source… Case Studies - Bellingcat
 Two Europol StopChildAbuse Images 

Geolocated -
https://www.bellingcat.com/news/20
19/12/05/two-europol-
stopchildabuse-images-geolocated-
part-i-madagascar/

 Google maps photos

 Google Earth imagery

 Geographic and demographic data 
examined

 Timeline analysis – tropical storms

 Skripal Poisoning Suspect Dr. 
Alexander Mishkin, Hero of Russia -
https://www.bellingcat.com/news/uk
-and-europe/2018/10/09/full-report-
skripal-poisoning-suspect-dr-
alexander-mishkin-hero-russia/

 Passport photos

 Online biographical data

 Locations searches

 Telephone numbers



Open Source… OpenGuessr

https://openguessr.com/



Open Source… 
o Planning
o Identify potential sources from which information may be gathered from
o Capturing and consolidation
o Information collected from the chosen sources that may assist in the 

investigation
o Analysis
o Data analysis of the processed information
o Presentation
o Findings are presented/reported



Thank you

Questions?
Philip Anderson
Assistant Professor

Dept. Computer & Information Sciences,
Northumbria University, UK
Email:  philip.anderson@northumbria.ac.uk



About Me

• Senior Digital Forensic Investigator at Northumbria Police 

o Manage a team of Digital Forensic Investigators & technicians

o Support Investigators with Digital Forensic Strategies

o Based in Newcastle Upon Tyne, England

o Worked in the field of Digital Forensics for 11 years

• Deliver training inputs to both new and existing police officers on a regular basis: 

o Seizure of digital evidence and best practice 

o Analysis of digital evidence & digital forensic opportunities



What will we discuss? 

 Overview of open source Investigations

 Protecting your privacy during open source investigations

 Tracing domain name owners, the origin of an email and email blacklists

 Geo-location tools for open source Investigations

 Investigating Web 2.0 – social networking, blogs and online gaming



REMINDER

• All of the techniques shown in this presentation are to 

demonstrate the ability to locate information during 

OSINT investigation

• Be aware of local legislation when considering the use 

of any of these techniques 

• I’m not an expert in law 

•  As part of my role I work with specialists in 
legislation (RIPA, DSA, TEI) when considering 
investigative techniques 

PRESENTATION TITLE 4



Overview of  Open Source 
Invest igat ions



WHAT IS OPEN 
SOURCE? 

“The collection, evaluation and analysis of materials 

from sources available to the public whether on 
payment or otherwise to use as intelligence or evidence 

within investigations” 

National Police Chiefs Council (NPCC)

PRESENTATION TITLE 6



DIGITAL FORENSICS

• Digital Forensics has developed rapidly 

over the past few years

• Traditionally, digital forensics has been 

referred to as “dead box forensics”

• A Digital Forensic Investigator wil l 

encounter an array of  different devices 

on a case-by-case basis 

• Dynamic field, adapting to new 

technologies

PRESENTATION TITLE 7

To understand the importance of opensource investigations, it is beneficial to 

understand the Digital Forensic Lifecycle 



DIGITAL FORENSIC 
LIFECYCLE 

PRESENTATION TITLE 8

• Device seized

• Advice is to isolate device from the network

Seizure

• Device information recorded, photographs taken of the device 

• Checks conducted to ensure device is isolated from the network

Device Pre-Acquired

• Data is acquired with the device  “isolated from the network” to preserve data integrity. This will also 
prevent new data being downloaded 

Data Extraction

• Analysis conducted using an array forensic tools

• In accordance with the supplied Digital Investigative Strategy 

Data Analysis 

• Reports produced and submitted into the criminal justice system 

Production of Reports



DIGITAL FORENSIC 
CASE STUDY

PRESENTATION TITLE 9

Internal phone storage 

“The Cloud”

What are we missing?



Protect ing your privacy dur ing open 
source invest igat ions



PROTECTING YOUR 
PRIVACY ONLINE

• The use of  technology records a vast amount of  information as part of  its 

functionality
• This is primarily to improve the user's experience
• Can be used for other purposes

• The end user is often unaware that such information is recorded, often via cookies: 

PRESENTATION TITLE 11

Device details 
(Device make, model, 
serial number, IMEI) 

Device name

Location Data 
(longitude and 

latitude)

Usernames/passwords

Internet History

Download history

Social media 
information

IP Address



PROTECTING YOUR 
PRIVACY ONLINE

• Cookies during OSINT investigations may reveal our identity 
• Cookies are small text files created and stored on your device after visiting a website
• Used to store information about your use on that website, such as the items in your 

basket

• It is important that we protect our identity when conducting open source 

investigations
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• What information can be obtain from my IP address:

• This reveals some key information about my identity online which could be used to 
assist to identify me as an investigator 

• What can we do as investigators to protect our identity online? 

IP ADDRESS – 
EXERCISE

PRESENTATION TITLE 14



VIRTUAL PRIVATE 
NETWORKS

• VPN stands for V irtual Private 

Network

• VPN is an encrypted connection 

between a device (Computer) and 

a network  (The Internet)

• VPN providers often don’t keep 

logs, 

• preventing requests for 
information from the police and 
other organizations 

• Using a VPN is an easy way of 

hiding your IP address (Return 

address on a letter) from people. 

PRESENTATION TITLE
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