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computer-generated or stored
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• Presenting internet searches in
court
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#Digitalisation and #AI in Criminal Justice 
 

Thursday, 12 February 2026 

09:00 Arrival and registration of participants 

09:30 Welcome and introduction to the programme 
Natalia Martí & Laviero Buono 

PART I: TECHNICAL ISSUES AND BASIC UNDERSTANDING OF INTERNET 
ACHITECTURE AND CONCEPTS 

Chair: Laviero Buono 

09:35  Learning the Machine 
• Binary basics
• Internet Architecture
• Logs as leads
• The Tech constant of change
• AI Implications
• The Good, the Bad and the AI
Steven David Brown

10:45 Discussion 

11:00 Break 

Chair: Andrea Cruciani 

11:30 Conducting forensic analysis with AI 
• Overview of recent GenAI Developments and tests
• Is it safe to use AI?
• AI use cases
• AI in mobile investigations
• Handling chat infromation
Damir Kahvedžić

12:15 Discussion 

12:30 Lunch 

PART II: LEGAL ISSUES RELATED TO THE COLLECTION AND
PRESENTATION OF E-EVIDENCE IN COURT 

Chair: Steven David Brown 

13:30 Handling electronic evidence on mobile devices in courts: perspectives of 
the defence 
• The importance of the chain of custody in handling the evidence
• Trial considerations: methods of presentation and admissibility tests
María Barbancho

14:00 Discussion 

14:15 Digitalisation of justice: what impact on the defence? 
Andreu Van den Eynde  

14:45 Discussion 

15:00 Break 

15:30 Dealing with e-evidence in cross-border cases: best practices and 
possible new scenarios in light of the new EU legislation 
Joachim Meese 

16:00 Discussion 

Objective 

This seminar addresses various challenges 
linked to digitalisation that judges, 
prosecutors and lawyers in private practice 
working in the field of EU criminal justice will 
have to face in the years ahead. Some of 
these challenges such as the exchange of 
electronic evidence, videoconferencing, use 
of open source intelligence, artificial 
intelligence, digital technology, etc. will 
become the “new normal”.  
This event is part of a large-scale project 
sponsored by the European Commission 
entitled “Judicial training to prepare criminal 
justice professionals for #digitalisation and 
#artificialintelligence”. It consists of 12 
seminars to take place in various EU cities 
over the period 2024-2027. 

Who should attend? 

Judges, prosecutors, court staff and 
lawyers in private practice, who are citizens 
of eligible EU Member States participating 
in the EU Justice Programme (Denmark 
does not participate), Albania, Bosnia and 
Herzegovina, Kosovo*, Moldova and 
Ukraine. 

* This designation is without prejudice to positions on 
status and is in line with UNSCR 1244/1999 and the 
ICJ opinion on the Kosovo declaration of 
independence.

Venue 

ICAB Training Centre 
C/Mallorca 283 
08037 Barcelona 
Spain 

CPD 

ERA’s programmes meet the standard 
requirements for recognition as Continuing 
Professional Development (CPD). 
Participation in the full programme of this 
event corresponds to 9 CPD hours.  
A certificate of participation for CPD 
purposes with indication of the number of 
training hours completed will be issued on 
request. CPD certificates must be 
requested at the latest 14 days after the 
event. 



16:15 Bogus opinions and fabricated case-law: pitfalls and risks faced by legal 
professionals relying on Generative AI 
• Large Language Models (LLMs)
• ChatGPT
• OpenAI
• Google Gemini
• Concrete cases spanning the globe
• Implications for the administration of justice and public confidence in the

justice system
• Lessons learned and regulatory bodies
Patricia Ayodeji

16:45 Discussion and end of the first day 

19:30 Dinner offered by the organisers 

Friday, 13 February 2026 
PART III: VIDEOCONFERENCING AND ARTIFICIAL INTELLIGENCE IN 
CRIMINAL JUSTICE  

Chair: Joachim Meese 

09:30  Remote trials, e-evidence and witness videoconferencing. Present 
challenges and future prospects 
• Remote trials during and after the pandemic
• Presenting e-evidence in court
• The impact of the CJEU jurisprudence
• Witness videoconferencing
• AI tools to evaluate witness evidence
Andrea Cruciani

10:15 Discussion 

10:30 Artificial Intelligence agents in cyberattacks: normative implications and 
the framework for public-private collaboration 
Cristos Velasco  

11:15  Discussion 

11:30 Break 

Chair: Andrea Cruciani 

12:00 Artificial intelligence in the courtroom: a comparative analysis of machine 
evidence in criminal trials 
Gizem Gültekin-Várkonyi 

12:45 Discussion 

13:00 End of the seminar and light lunch 

For programme updates: www.era.int.  
Programme may be subject to amendment. 

Your contacts 

Laviero Buono 
Head of Section Criminal Law 

Julia Reitz 
Assistant 
Tel.: +49(0)651 9 37 37 323 
E-Mail: jreitz@era.int

Apply online for  
“#Digitalisation and #AI in 
Criminal Justice”: 
www.era.int/?133868&en

This programme has been financed by the 
European Union  

The content of this programme reflects 
only ERA’s view and the Commission is 
not responsible for any use that may be 
made of the information it contains.  



ERA  Postfach 1640  54206 Trier  Customer number: 

Application 
#DIGITALISATION AND #AI IN CRIMINAL JUSTICE 
Barcelona, 12-13 February 2026 / Event number: 326DT001 

Apply online for  
“#Digitalisation and #AI in 
Criminal Justice”: 
www.era.int/?133868&en 

Venue 
ICAB Training Centre 
C/Mallorca 283 
08037 Barcelona 
Spain 

Language 
English 

Contact 
Julia Reitz 
Assistant 
Tel.: +49(0)651 9 37 37 323 
E-Mail: jreitz@era.int

Terms and conditions of participation 
Selection 
1. Participation is only open to judges, prosecutors, court staff and lawyers in private practice from

eligible EU Member States participating in the EU Justice Programme (Denmark does not
participate) including Albania, Bosnia and Herzegovina, Kosovo*, Moldova and Ukraine.(this
designation is without prejudice to positions on status, and is in line with UNSCR 1244/1999 and
the ICJ opinion on the Kosovo declaration of independence). The number of places available is
limited (30 places). Participation will be subject to a selection procedure. Selection will be first
come first served and according to nationality.

2. Applications should be submitted before 2 November 2025.
3. A response will be sent to every applicant after this deadline. We advise you not to book any

travel before you receive our confirmation.

Registration Fee 
4. €135 including documentation, coffee breaks, lunches and dinner.

Travel and Accommodation Expenses
5. Participants will receive a fixed contribution towards their travel expenses and are asked to book

their own travel. The condition for payment of this contribution is to sign all attendance sheets at
the event. No supporting documents are needed. The amount of the contribution will be
determined by the EU unit cost calculation guidelines, which are based on the distance from the
participant’s place of work to the seminar location and will not take account of the participant’s
actual travel costs.

6. Travel costs from outside Spain: participants can calculate the contribution to which they will be
entitled on the European Commission website (https://era-comm.eu/go/calculator). The distance
should be calculated from their place of work to the seminar location.

7. For inter-Member States return journeys between 50 and 400 km there are fixed rates: Portugal
€53, France €82.  Please note that no contribution will be paid for travel under 50km.  For more
information, please consult https://era-comm.eu/go/unit-cost-decision-travel (COM Decision
C(2021)35).

8. For those travelling within Spain the contribution for travel for a distance between 50km and
400km at is fixed at €52. Please note that no contribution will be paid for travel under 50km. For
more information, please consult https://era-comm.eu/go/unit-cost-decision-travel (COM
Decision C(2021)35).

9. Accommodation costs: International participants travelling more than 50km one-way will receive
a fixed contribution of €234. National participants  travelling between 50km and 400km one-way
will receive a fixed contribution of €117. For more information, please consult https://era-
comm.eu/go/unit-cost-decision-travel (COM Decision C(2021)35).

10. Successful applicants will be sent the relevant claim form and information on how to obtain
payment of the contribution to their expenses. Please note that no payment is possible if the
registered participant cancels their participation for any reason.

Participation 
11. Participation at the whole seminar is required and participants’ presence will be recorded.

12. A list of participants including each participant’s address will be made available to all participants 
unless ERA receives written objection from the participant no later than one week prior to the
beginning of the event.

13. The participant will be asked to give permission for their address and other relevant information
to be stored in ERA’s database in order to provide information about future ERA events.

Accommodation 
ERA neither provides nor endorses any accommodation options for this event. Kindly consult 
your preferred accommodation provider for options. 
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© Steven David Brown

bit = binary digit

1 bit like 1 brain cell

8 bits = 1 byte

Computer chips consist of 
thousands of tiny electronic 

transitors (switches)

No words just zeros & ones

1
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1 + 1 = 10

off or on

0 or 1

yes or no

base2

The digital alphabet ..

0-910s100s1000s 0248

0-910s100s1000s 0248

https://www.rapidtables.com/convert/number/decimal-to-binary.html

2 01

1 0 01 01
3 1 1

1 3 1 1 0 1

BinaryDecimal

3
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Source: cs.gsu.edu

American Standard Code for 
Information Interchange 

(ASCII)

Remember:

8 bits  = 1 byte

1 byte = 1 letter/digit

0100001101001111010011010101000001010101

010101000100010101010010

(Each byte represents a character)

C O M P U

T E R

https://www.binaryhexconverter.com/ascii-text-to-binary-converter

5
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电脑
Համակարգիչ

ኮምፒውተር

컴퓨터
संगणक
الحاسوب

Unicode
2/4/8 Bytes (16/32/64 bits) = ‘Word’

7
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Moore’s Law
https://ourworldindata.org/moores-law

Gordon Moore 
(1965)

Number of 
transistors on a 

Microchip double in 
density about every 

2 years

1970s
1 transistor 10 µm

Now
3 nms

(3 billionths of a metre)

Qubit can be On/Off or both at 
same time (until observed)

(‘superposition’ like a dimmer switch)

Quantum Bits - Qubits

Acts like both particle and a wave

Entanglement – pairs of qubits
Measure one, the other is opposite

https://quantumexplainer.com/qubit-vs-bit-the-key-differences-explained/

9

10



24/02/2026

6

Qubit can be On/Off or both at 
same time (until observed)

(‘superposition’ like a dimmer switch)

Quantum Bits - Qubits

Acts like both particle and a wave

Entanglement – pairs of qubits
Measure one, the other is opposite

“I think I can safely say
that nobody understands 
quantum mechanics”

Richard Feynman

https://quantumexplainer.com/qubit-vs-bit-the-key-differences-explained/

BUT:

Prone to error due to 
environmental sensitivity

Quantum Bits - Qubits

Google’s Willow chip
“It performed a computation in under five 

minutes that would take one of today’s fastest 
supercomputers 10 septillion years” 

(10,000,000,000,000,000,000,000,000).

https://blog.google/technology/research/google-willow-quantum-chip/

11
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Proposed 1971 Prof Leon Chua UC Berkeley

First built 2005

Stable data storage

Faster than Solid State Drives

Lower energy requirement & less heat

2022 quantum memristors demonstrated

Memristors

www.memristor.org
https://instrumentationtools.com/memristor/

https://ui.adsabs.harvard.edu/abs/2022NaPho..16..318S/abstract

The Internet =?

NOT the World Wide Web

WWW created by Tim Berners Lee 1989

A way of connecting points on the Internet

…. Created by DARPA (ARPANET*) 

First message “lo” [not “login”] 29 Oct 1969  
Stanford  UCLA

Cold war technology

Security not included!

*ARPA = Advanced Research Projects Agency   NET = NETwork

13
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The Internet =?

Hierarchical Infrastructure of:

Interconnected Networks

A quasi-public space (cfr shopping mall)

Gateway: Internet Service Providers (ISPs)

Assign Internet Protocol (IP) Addresses

Details in this presentation have been simplified

Network Service Providers
NSP

ISP ISP ISP ISP

NSP

Internet Service Providers

Users

IP Address:
Unique number assigned to ISP 

customer
Like postal address 

Static/Dynamic

15
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The Deep Web
90%

Protected, intranets, 
databases

Not Indexed

The World Wide Web
(The Surface Web)

4%
Public & Indexed

HTTP, HTTPS

The Dark Web
6%

Encrypted, 
Anonymous, Special 
software required Estimates vary

Data transmitted as:

Radiowaves or Microwaves to Access 
Points, Satellites

 Electrons along Copper Wires (Cables)

Pulses of light along Fibreoptic cables

17

18



24/02/2026

10

https://www.submarinecablemap.com/

https://www.submarinecablemap.com/

19
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https://satellitemap.space/
https://www.space.com/spacex-starlink-satellites.html

Elon Musk’s Starlink – 9,357 satellites in orbit 
(19/12/2025)

Jeff Bezos (Amazon)
Kuiper

180 Satellites as of 
16/12/2025

(of planned 3,236)
https://www.aboutamazon.com/news/innovation-
at-amazon/project-kuiper-satellite-rocket-launch-

progress-updates

Your computer sends request to connect with 
another computer/server on the Internet

If accepted, a ‘session’ is established
(i.e. digital dialogue opened)

Data/File split into small units and wrapped in a  
‘packets’

Interconnecting …

21
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Data/File split into small units 
and wrapped in ‘packets’

Each packet (like an envelope) is 
labelled with the ‘to’ and ‘from’ 

addresses and dispatched one at 
a time by the best/fastest route 
chosen by a series of ‘routers’

If a router doesn’t recognise the 
address, it is sent up the pipe to 

the next server

Domain names (i.e. era.int) are 
converted to IP Addresses  by the 

DNS (Domain Name System)

SOME 
TEXT OR 

AN 
IMAGE 

010100110100111
101001101010001
010010000001010
100010001010101
100001010100001
000000100111101
010010001000000
100000101001110
001000000100100
101001101010000
010100011101000
101001000000000
1010

To 
https://era.int

From
104.22.25.76

No, I’ll 
pass it 

on

Anyone 
know 
where 
era.int 
lives?

era.int lives at 
82.165.115.125

This way ….

SOME 
TEXT OR 

AN 
IMAGE 

010100110100111
101001101010001
010010000001010
100010001010101
100001010100001
000000100111101
010010001000000
100000101001110
001000000100100
101001101010000
010100011101000
101001000000000
1010

82.165.115.125

Whoops! 
Packet 58392 

is missing. 
Send a 

replacement!

To 
https://era.int

From
104.22.25.76

Packets are re-assembled on the 
receiving device

Missing or corrupted packets? A 
replacement is requested 

(depending on the ‘protocol’)

23
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Protocols

An agreed way of doing things

• TCP (Transmission Control Protocol)
• IP (Internet Protocol)
• HTTP (Hyper Text Transfer Protocol)
• HTTPS (Hyper Text Transfer Protocol Secure)
• UDP (User Datagram Protocol)
• ARP (Address Resolution Protocol) 

Whois
Website registration/ownership

25
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Whois registration

27

28



24/02/2026

15

“The service will be used by participating 
ICANN-accredited registrars and 

requestors seeking nonpublic gTLD 
registration data. It is intended for 

use by individuals and entities with a 
legitimate interest for access to 

nonpublic gTLD registration data like 
law enforcement, government 
agencies, intellectual property 

attorneys, cybersecurity 
professionals, and others. 

Participation in the service by ICANN-
accredited registrars will be voluntary

https://www.icann.org/rdrs-en

29
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IPv4
4,294,967,296 Total

588,514,304 Private
3,706,452,992 Public

IPv4

Internet Users Globally
5.5 Billion (2024)

https://www.statista.com/statistics/273018/number-of-
internet-users-worldwide/

IPv6
42 undecillion in Total

1 decillion = 1036

https://rednectar.net/2012/05/24/just-how-many-ipv6-
addresses-are-there-really/

IPv6

In 2024, more than:

 361 billion emails per day;

 3.5 billion Google searches per day;

 510,000 Facebook comments per minute;

 16 M text messages per minute;

 456,000 X messages per minute;

 46,740 Instagram photos/minute

https://joingenius.com/statistics/data-generated-per-day/ 
https://spacelift.io/blog/how-much-data-is-generated-every-day   

The Data Deluge

31
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E-evidence …

No physical nexus to crime scene required

Devices 
belonging to 
or accessible 
by suspect(s)

ISP 
Servers Commercial 

Service 
Providers

Phones

Laptops/Tablets
/Desktops

Work

3rd Party
Multi-user 

Devices

Games 
Consoles

Anything with a 
digital memory

Routers

Printers

E-Doorbells

CCTV

Card or Crypto 
Payment Systems

USBs

Peripherals 

Victim(s) 
Devices

Motor 
vehicles

Family

‘Cyber’cafes

Data 
centres

33
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Evidence on the Device

Tying the device to the suspect:

 Traditional forensics

 Activity & behaviour of user

 User log-ins and identifiers

Electronic evidence is 
VOLATILE!

Susceptible to heat & electromagnetic 
fields

Every key pressed changes the data

Automatic processes may delete data 
(esp. Solid State Drives)

35
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‘Live’ Computer Forensics
(Device switched on)

‘Dead’ Computer Forensics
(device switched off)

Devices Dead or Alive

Data captured in lab

Data captured at scene

‘Live’ Computer Forensics
(Device switched on)

37

38



24/02/2026

20

Faraday Bags 
(kitchen foil or old paint tins)

Anti-static bags/bracelets

Write-blockers

Access point scanners

Cameras

Forensic workstation

Cables & connectors

Basic Kit

RAM = Random Access Memory

 ‘Short term’ processing memory

 Standard 4/8 GB; Quality laptops 
16 GB; Gaming laptops 32 or 64 GB

 Bigger RAM, more can do at same 
time

Memory fades when power cut 
(lose unsaved files)

 Live forensics captures that data

39
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‘Dead’ Computer Forensics

(Device is switched off and 
transported to lab)

Three main forms of data storage:

 Magnetic  
(Hard Disk Drives (HDDs))

 Optical  (CD, DVD) (Old Tech)

 Digital switches/microchips 
(Solid State Drives(SSD))

Remember all based on binary (on/off)

41
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Deleted data can (often) be 
recovered:

Delete button just tells computer the 
relevant space available to be 

overwritten

Data remains until the memory space is 
needed for new data

BUT: Devices with SSD storage 
(phones, USB sticks, modern 

notebooks) may automatically 
delete data when powered on

Absolute first thing in lab:

 All seized drives copied

 Exact copy (every zero and one) 
a.k.a ‘bit-by-bit’, ‘bit-stream’ copy, 
image or clone (not same as 
‘backup’)

 Any analysis is done on the copy in 
case of dispute

43
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How do we prove the copy is 100% 
exact?

From the 

‘hash’ value

(Digital fingerprint, a long 
alphanumeric string)

IDNA mage source: By David H. Lee, MD, FRCPC; Penny A. Henderson, ART; Morris A. Blajchman, MD, FRCPC 
[CC-BY-SA-2.5 (www.creativecommons.org/licenses/by-sa/2.5)

Fingerprint Photo by Unknown Author is licensed under CC BY-NC-ND

Hash Value :
72a40ac74b7a2472826f306f02e508fc

A complex algorithm is applied to the data 
resulting in a ‘hash value’.

One way cryptographic function (equation)

Used for:

• Checking integrity of files copies

• Protecting stored passwords

• Identifying files (malware, CSAM)

Hexadecimal(base16)

45

46



24/02/2026

24

 In forensic examination the 
algorithm is applied to both original 
drive and its copy.

 If the ‘hash value’ for both drives is 
the same, the copy is a clone.

Can ‘hash’ any data from file to 
computer drive

https://www.md5hashgenerator.com/

MD5 Hash
b21292e875a21357aa49c5abd93ee673

47
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MD5 Hash
b21292e875a21357aa49c5abd93ee673
15d6f6c7202f00e9c574604181966370

Comma added

One zero or one different in the binary data 
will produce a very different hash value

Matching files

Searching for known hash values

Checking digital fingerprints against a 
known list

• Child Sexual Abuse Material (CSAM)
• Malware
• Hashed Passwords (more later)

More on ‘Client Side Scanning’ later

49
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Software Tools

(NO evidence button!)

Popular forensic software suites:

OpenText
(Encase)

FTK
Belkasoft

Sleuthkit (Autopsy)*
Volatility*

Magnet
Oxygen Forensic Suite

Cellebrite
MSAB’s XRY* Free software

51
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Everything that happens on a 
digital device is ‘logged’

Logs tell you who did what 
and when

(Unless wiped or spoofed)

Server Logs

(Reminder: Server is a computer that 
provides services to other computers)

53
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The AI Dimension

“AI convicts fraudster and 
brings Austria hundreds of 

millions of Euros”

Austrian Ministry of Finance has 
a “Predictive Analytics 

Competence Centre (PACC)”
Detects tax fraud & cheats
2024 reviewed  6.6 M cases

Generated additional €354 M 

https://www.5min.at/5202508131142/ki-ueberfuehrt-betrueger-und-bringt-oesterreich-hunderte-millionen-euro/

13 August 2025

AI & Tax

55
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AI promises

Commercial competitive advantage?
Predictive Analysis for policymaking?

Social Control?
Identify dissidents?

Replace workers? 
Cure cancer?

Fantasy or Fact?

https://www.bbc.co.uk/aboutthebbc/documents/bbc-research-into-ai-assistants.pdf

BBC Research Dec 2024 into 4 AI assistants:
• OpenAI’s ChatGPT; 
• Microsoft’s Copilot;
• Google’s Gemini; and 
• Perplexity

AI assistants asked 100 questions about the 
news (using BBC News sources)

AI Reliability …

57
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https://www.bbc.co.uk/aboutthebbc/documents/bbc-research-into-ai-assistants.pdf

• 51% of all AI answers had significant issues 

• 19% AI answers citing BBC content had factual 
errors

• 13% of quotes sourced from BBC articles were
 changed from the original or 
 not present in the article cited

https://www.bbc.co.uk/aboutthebbc/documents/bbc-research-into-ai-assistants.pdf

59
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https://www.bbc.co.uk/aboutthebbc/documents/bbc-research-into-ai-assistants.pdf

Crime has evolved

NegativePositive

Spotting suspicious/malicious 
patterns in data

Big data mining

Identifying cybersecurity 
weaknesses

Weaponized

Criminal research

Phishing perfection

Scripting malware

Realistic DeepFakes 
(sextortion, fake evidence)

Model collapse

Who has control?

61
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https://twitter.com/EliotHiggins/status/1637927681734987777

https://www.politico.eu/article/deepfake-video-of-irish-presidential-candidate-rocks-campaign/

Irish Presidential Election 24 
October 2025

22 October 2025 Deepfake of 
candidate Catherine Connelly :
“It is with great regret that I 

announce the withdrawal of my 
candidacy and the ending of my 

campaign.”

Designed to look like office RTE 
News bulletin

Cut to deepfake of RTE political 
correspondent

Viewed almost 30,000 times on 
Facebook

Live for 12 Hours
Shared 200 times

(Connelly Elected with 63%)

63
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Google’s Gemma AI Studio Model falsely 
accused US Senator 

3 Nov 2025

https://www.blackburn.senate.gov/services/files/5651166C-7B30-4BA0-9E86-F3DD9521CA00

www.blackburn.senate.gov/2025/10/technology/blackburn-demands-answers-from-google-after-gemma-manufactured-fake-criminal-allegations-against-
her

https://nypost.com/2025/11/03/business/google-curbs-access-to-gemma-ai-tech-that-falsely-accused-sen-marsha-blackburn-of-sexual-misconduct/
https://www.blackburn.senate.gov/services/files/5651166C-7B30-4BA0-9E86-F3DD9521CA00

Prompt: ‘Has Marsha Blackburn been accused of rape?’ 

Response:: During her 1987 campaign for the Tennessee 
State Senate, Marsha Blackburn was accused of having a 
sexual relationship with a state trooper, and the trooper 
alleged that she pressured him to obtain prescription drugs 
for her and that the relationship involved non-consensual 
acts.”
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• Fake links to fabricated news articles
• Campaign year 1998 not 1987

“This is not a harmless ‘hallucination.’ It is an act of 
defamation produced and distributed by a Google-
owned AI model. A publicly accessible tool that 
invents false criminal allegations about a sitting U.S. 
Senator represents a catastrophic failure of oversight 
and ethical responsibility.”

Google took Gemma down

www.blackburn.senate.gov/2025/10/technology/blackburn-demands-answers-from-google-after-gemma-manufactured-fake-criminal-allegations-against-
her

https://nypost.com/2025/11/03/business/google-curbs-access-to-gemma-ai-tech-that-falsely-accused-sen-marsha-blackburn-of-sexual-misconduct/
https://www.blackburn.senate.gov/services/files/5651166C-7B30-4BA0-9E86-F3DD9521CA00

https://www.reuters.com/technology/artificial-intelligence/ai-hallucinations-court-papers-spell-trouble-lawyers-2025-02-18/

https://londontribune.co.uk/lawyers-face-judges-wrath-after-ai-cites-made-up-cases-in-fiery-hoverboard-lawsuit/
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https://www.abajournal.com/news/article/federal-judge-withdraws-opinion-after-lawyer-points-out-fake-quotes-and-misstated-
case-outcomes

https://www.reuters.com/legal/government/two-us-judges-withdraw-rulings-after-attorneys-question-accuracy-2025-07-
29/

https://mississippitoday.org/2025/07/28/attorneys-baffled-by-
federal-court-order-with-factual-errors/

Researchers at Yale and Stanford Universities found 
popular large language models do not:

 accurately retrieve or generate relevant legal 
information

 understand or reason about various laws.

https://www.theregister.com/2024/01/10/top_large_language_models_struggle/

Large Legal Fictions: Profiling Legal Hallucinations in Large Language Models
https://arxiv.org/abs/2401.01301
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Researchers at Yale and Stanford Universities found 
popular large language models do not:

 accurately retrieve or generate relevant legal 
information

 understand or reason about various laws.

https://www.theregister.com/2024/01/10/top_large_language_models_struggle/

Large Legal Fictions: Profiling Legal Hallucinations in Large Language Models
https://arxiv.org/abs/2401.01301

In force: 2 August 2024
Phased in over 36 months

144 Pages (in English)
113 Articles
13 Annexes

“AI should be a human-centric technology. 
It should serve as a tool for people, with 

the ultimate aim of increasing human well-
being”

(recital paragraph 6)

REGULATION (EU) 2024/1689 OF THE EUROPEAN PARLIAMENT AND OF 
THE COUNCIL

of 13 June 2024

EU AI Act 2024
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AI systems classified according to 
risk

Unacceptable Risk (e.g. manipulate humans) -
Banned
High Risk – Strict Rules

E.g. Chat bots - Systems that affect health, 
safety, fundamental rights
Must be tested and monitored
Transparency

Limited Risk – Less strict rules 
(E.g. Spam filters- No danger - must notify 
they are using AI)

Minimal Risk – No rules

https://www.reuters.com/technology/italy-enacts-ai-law-covering-privacy-oversight-child-access-2025-09-17/

17 Sept 2025
Traceability & Human Oversight

Parental Consent for u-14s
Copyright for AI works  where “genuine intellectual 

effort”
Prison sentences for harmful use

Data mining only for non-copyrighted content or 
scientific research by authorised institutions
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Resources required
AI (machine learning) requires 

Graphics Processing Units (GPUs) 
More complex 

More expensive
Run hotter 

Higher energy requirement

Estimated 9,000 - 11,000  data centres globally 

Water required by global AI systems “may reach 
[between] 4.2 [and] 6.6bn cubic meters in 2027” 

(more than 50% of UK’s annual water withdrawal)

https://www.theguardian.com/commentisfree/2024/mar/02/ais-craving-for-data-is-matched-only-by-a-runaway-thirst-for-water-and-energy

https://www.theguardian.com/commentisfree/2024/mar/02/ais-craving-for-data-is-matched-only-by-a-runaway-thirst-for-water-and-energy

Ireland, 2022 Data Centres consumed 18%  electricity 
output - more than all the rural dwellings in the country, 

and equal to electricity consumption of all Ireland’s urban 
dwellings (pop. 5,281,600). 

One medium-sized datacentre used as much water as three 
average-sized hospitals. 

Energy Footprint
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GPT-4 based in Iowa. 
July 2022, the month before OpenAI finished training the 
model, the cluster used about 6% of the district’s water. 

“Operational water withdrawal” – water taken from 
surface or groundwater sources – of global AI “may reach 
[between] 4.2 [and] 6.6bn cubic meters in 2027” which is 

more than 50% of annual water withdrawal of United 
Kingdom.

https://www.theguardian.com/commentisfree/2024/mar/02/ais-craving-for-data-is-matched-only-by-a-runaway-thirst-for-water-and-energy

Emmanuelle Saliba
https://www.youtube.com/shorts/PyG_QDjvjTw

https://www.getrealsecurity.com/
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https://www.thefuturefoundation.eu/en/10-rules
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Who am I?

Damir Kahvedžić 

Senior Global Data Services Manager | 
ProSearch
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Scope
What are we talking about here?

Case Study

What is the ‘traditional’ way of doing forensics

What are the common issues in the practice

Can AI be used to help?

How are LLM’s used in forensics

What are the NEW problems with LLMs.

What we won’t talk about

Legal stuff. I am not a lawyer

Anything too technical

We don’t have all the answers

Analysis…
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Case Study

Jeffrey Epstein Case

Include:

• Unknow total number of collected files

• 6 million potentially responsive files*

• 3.5 million released documents^

2000 videos, 180,000 images

• 400 attorneys and 100 document analysts

Redaction process of

• Victims name and likenesses

• Sensitive Personal Identifiable Information (PII)

• Privileged or irrelevant information

*https://www.washingtonpost.com/national-security/2026/01/06/epstein-
documents-2-million-unreleased/

^https://www.justice.gov/opa/pr/department-justice-publishes-35-million-
responsive-pages-compliance-epstein-files 
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Case Study -  Challenges

Jeffrey Epstein Case

Challenges Include:

• Huge number of documents

• Large number of involved individuals

• Extremely sensitive material 

• Lots of PII

Are these problems common and what are the solutions?
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256Gb – 2Tb unlimited 1 – 2Tb 5 – 10K

Mobile Storage Cloud size PC Size # Files per Gb

>10m 338 Gb 1.3 million 116

Largest Live Case Avg. Delivery Size Avg. # Documents # Collection Types

What is in an 
average case?

Trends 

• Storage is cheap
• Cloud is increasingly used
• Social media and off device locations
• Chat has entered the prime time
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The main challenges in 
Digital Forensics
Challenges are well documented

• The amount of data seen in investigations continues to grow

• 69% of a investigators say their team does not have enough time to review all 
the data

• The regulatory requirements are also mounting: Remove PII, Identify 
relationships between different devices

• Data abstraction is difficult: explaining the meaning of evidence
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GenAI and LLMs
Definitions

•GenAI is a broad category of AI that creates new content. It can be image, 
text, or video 

• Large Language Models are trained knowledge models that provide the core 
capabilities of chat bots and are primarily used for text. 

•Domain specific LLMs are trained on specific domain knowledge
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Impact of AI
Adoption of GenAI

• Legal Field: huge interest with some domain specific LLMs being integrated into Legal Workflows

Use cases: Document Drafting, Document Summarisation, Review and others

• Digital Forensics: slower uptake than legal due to the complexity and hands on nature of the work. Recent surveys  
have revealed a huge appetite to use LLMs and GenAI in the future 

Two major questions:

1. Can AI help in the investigative process

2. Can we detect if AI has been used by those we investigate?



How is a Digital Forensic investigation carried out?

Digital 
Forensic 
Process
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Traditional Digital 
Forensic Principles

ACPO Rule 1

That no action take is taken that 
should change data held on a digital 
device including a computer or mobile 
phone that may subsequently be relied 
upon as evidence in court.

ACPO Rule 2

Where a person finds it necessary to 
access original data held on a digital 
device that the person must be 
competent to do so and able to explain 
their actions and the implications of 
those actions on the digital evidence to 
a Court. 

ACPO Rule 3

That a trail or record of all actions 
taken that have been applied to the 
digital evidence should be created 
and preserved. An independent 
third-party forensic expert should 
be able to examine those processes 
and reach the same conclusion.

ACPO Rule 4

That the individual in charge of the 
investigation has overall 
responsibility to ensure that these 
principles are followed

ACPO Guidelines
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General Forensic Process

Identification Preservation / 
Collection Examination Analysis Presentation

Use AI to target 
specific collections

Use AI to help 
investigations
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Microsoft365 Purview

• Used for M365 corporate 
collections

• Encompasses email, 
SharePoint, teams and 
other M365 data

AI At Source?
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AI At Source?

Slack exports

• Do not have ANY AI in the 
export process

• Outsources all of the 
review and analysis to the 
downstream processes
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AI At Analysis
1. Automating Evidence Triage

2. Natural Language Processing for Chat and Social Media

3. Intelligent Assistant to guide human users

4. AI as teacher and Software Developer

5. Multimedia Forensics

6. Pattern Recognition & Anomaly Detection

7. Auto - redaction and Testing



CONFIDENTIAL

1. Automating Evidence Triage
Use case

• Use LMMs to target and prioritise the review of documents. 

• The process automates the traditional methods of extracting 
the evidence and creating review sets. 

• Create a prompt to abstract the categories of evidence. Pre-
trained classifiers can then trawl the documents and 

Methods 

1. Keyword Search

2. Technology Assisted Review (TAR)

3. Continuous Active Learning (TAR 2.0)

4. LLM Powered Investigations
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1. Automating Evidence Triage
Results 

• Tests are showing remarkable accuracy of LLMs compared to 
Human Reviewers. 

Challenges

• LLMs are not facing the same challenges as those previously 
encountered in adopting TAR or CAL

• Numerous legal technologies are incorporating LLMs into their 
systems:

Harvey AI

Relativity Air

eDisovery AI

Merlin Alchemy
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2. NLP for Chat and Social Media
Use case

• Traditionally, chats are reviewed manually due to the 
colloquial, informal language, unusual organisation and complex 
relationships.

• Use LMMs to categorise and understand the context of chats. 

Results & Challenges

• Even more so than normal documents; chats are ideally 
suited to be understood by LLMs trained on informal language

• They understand tone, content, acronyms etc.

• Challenges remain on understanding metadata such as emoji, 
statuses and reactions
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3. AI as an Intelligent Assistant
Use case

• Digital Forensics is a highly specialised area. Its difficult to 
remember all the locations artefacts can be found in.

• Advanced personal assistants can be asked for help in 
unknown environments, for early case assessment, document 
drafting etc. 

Results & Challenges

• Early tests on ChatGPT3.5 proved promising but inconclusive. 
Accuracy is getting better but is no substitute for investigative 
experience.

• Digital forensic specific LLMs have been proposed, and 
existing forensic providers have embraced the technology.

• Privacy considerations and hallucinations are worrisome 
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4. AI as Teacher and Developer
Use case:

• Digital forensics often requires the development of software or 
understanding what software or scripts do

• LLMs are excellent at creating small scripts and directing the user 
on how to approach a problem in developing software

• It is also a good decoder and troubleshooter. You can even load in 
images of code and it will understand it and direct an answer

Results & Challenges

• It greatly decreases the time for writing code

• However, knowledge of coding is a must to understand what the 
code is doing, how to apply and when to change direction 



CONFIDENTIAL

5. AI Pattern Recognition
Use case

• Person Identifiable Information is traditionally difficult to 
identify and remove for privilege. Traditionally we use sets of 
hard coded patterns the results of which are then reviewed and 
processed.

• Use LLMs and NLP to understand the context of text and 
identify PII automatically.

Results & Challenges

• Forensics and document review software have a specialised 
use case for identify PII. 

• They identify entities and link them together to form 
relationships

Hi,

I met Scott. We were talking about his PTO 

and medical conditions.

Matt
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6. AI Redactions and Scrubbing
Use Case

• Redaction is the process of removing sensitive material. It goes 
hand in hand with PII identification

• Traditional methods are bulk search and redact workflows. 
They have mixed results.

Results & Challenges

• LLMs can be trained to classify, redact and then to annotate 
the redaction automatically. They can also run post production 
checks to check if anything was missed

• Due to sensitivities they are still QC’d by human reviewers

Hi,

I met Scott. We were talking about his PTO 

and medical conditions.

Matt
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7. AI Infused Multimedia Forensics
Use case

• Video and Audio forensics are big challenges in the 
investigation. Audio transcription allows users to search on the 
text of what was spoken. It is often incorrect and a best effort.

• Images and video are often reviewed individually or rely on 
non content metadata for filtering

Results & Challenges

• LLMS have been tested on images to good results. 

• LLMs and predictive analytics have been used to clear up 
garbled Audio, fuzzy video and other lossy images

• VERINT Intelligent Voice, Amped 5
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AI Reservations
Corporate Governance Issues

Data Privacy

• Most be clear where the prompts and inputs are going. What data is used to train the LLMs 

Humans are still accountable

• Results of LLMs are not always accurate

Over reliance on LLMs
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