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#Digitalisation and #Al in Criminal Justice

Thursday, 12 February 2026

09:00 Arrival and registration of participants

09:30 Welcome and introduction to the programme
Natalia Marti & Laviero Buono

PART I: TECHNICAL ISSUES AND BASIC UNDERSTANDING OF INTERNET
ACHITECTURE AND CONCEPTS

Chair: Laviero Buono

09:35 Learning the Machine

Binary basics

Internet Architecture

Logs as leads

The Tech constant of change
Al Implications

e The Good, the Bad and the Al
Steven David Brown

10:45 Discussion
11:00 Break
Chair: Andrea Cruciani

11:30 Conducting forensic analysis with Al

Overview of recent GenAl Developments and tests
Is it safe to use Al?

Al use cases

Al in mobile investigations

Handling chat infromation

Damir Kahvedzi¢

12:15  Discussion

12:30 Lunch

PART II: LEGAL ISSUES RELATED TO THE COLLECTION AND
PRESENTATION OF E-EVIDENCE IN COURT

Chair: Steven David Brown

13:30 Handling electronic evidence on mobile devices in courts: perspectives of
the defence
e The importance of the chain of custody in handling the evidence
e Trial considerations: methods of presentation and admissibility tests
Maria Barbancho

14:00 Discussion

14:15 Digitalisation of justice: what impact on the defence?
Andreu Van den Eynde

14:45 Discussion

15:00 Break

15:30 Dealing with e-evidence in cross-border cases: best practices and
possible new scenarios in light of the new EU legislation
Joachim Meese

16:00 Discussion

Objective

This seminar addresses various challenges
linked to digitalisation that judges,
prosecutors and lawyers in private practice
working in the field of EU criminal justice will
have to face in the years ahead. Some of
these challenges such as the exchange of
electronic evidence, videoconferencing, use
of open source intelligence, artificial
intelligence, digital technology, etc. will
become the “new normal’”.

This event is part of a large-scale project
sponsored by the European Commission
entitled “Judicial training to prepare criminal
justice professionals for #digitalisation and
#artificialintelligence”. It consists of 12
seminars to take place in various EU cities
over the period 2024-2027.

Who should attend?

Judges, prosecutors, court staff and
lawyers in private practice, who are citizens
of eligible EU Member States participating
in the EU Justice Programme (Denmark
does not participate), Albania, Bosnia and
Herzegovina, Kosovo*, Moldova and
Ukraine.

* This designation is without prejudice to positions on
status and is in line with UNSCR 1244/1999 and the
ICJ opinion on the Kosovo declaration of
independence.

Venue

ICAB Training Centre
C/Mallorca 283
08037 Barcelona
Spain

CPD

ERA’s programmes meet the standard
requirements for recognition as Continuing
Professional Development (CPD).
Participation in the full programme of this
event corresponds to 9 CPD hours.

A certificate of participation for CPD
purposes with indication of the number of
training hours completed will be issued on
request. CPD certificates must be
requested at the latest 14 days after the
event.



16:15

16:45

19:30

Bogus opinions and fabricated case-law: pitfalls and risks faced by legal
professionals relying on Generative Al

Large Language Models (LLMs)

ChatGPT

OpenAl

Google Gemini

Concrete cases spanning the globe

Implications for the administration of justice and public confidence in the
justice system

e Lessons learned and regulatory bodies

Patricia Ayodeji

Discussion and end of the first day

Dinner offered by the organisers

Friday, 13 February 2026

PART lll: VIDEOCONFERENCING AND ARTIFICIAL INTELLIGENCE IN
CRIMINAL JUSTICE

09:30

10:15

10:30

11:15

11:30

12:00

12:45

13:00

Chair: Joachim Meese

Remote trials, e-evidence and witness videoconferencing. Present
challenges and future prospects

Remaote trials during and after the pandemic

Presenting e-evidence in court

The impact of the CJEU jurisprudence

Witness videoconferencing

e Al tools to evaluate witness evidence

Andrea Cruciani

Discussion

Artificial Intelligence agents in cyberattacks: normative implications and
the framework for public-private collaboration

Cristos Velasco

Discussion

Break

Chair: Andrea Cruciani

Artificial intelligence in the courtroom: a comparative analysis of machine
evidence in criminal trials

Gizem Gliltekin-Varkonyi

Discussion

End of the seminar and light lunch

For programme updates: www.era.int.
Programme may be subject to amendment.

ERA

Your contacts

Laviero Buono
Head of Section Criminal Law

Julia Reitz

Assistant

Tel.: +49(0)651 9 37 37 323
E-Mail: jreitz@era.int

Apply online for
“#Digitalisation and #Al in
Criminal Justice”:
www.era.int/?133868&en

This programme has been financed by the
European Union

The content of this programme reflects
only ERA’s view and the Commission is
not responsible for any use that may be
made of the information it contains.



Application
#DIGITALISATION AND #Al IN CRIMINAL JUSTICE
Barcelona, 12-13 February 2026 / Event number: 326DT001

ERA e Postfach 1640 e 54206 Trier Customer number:

Terms and conditions of participation

Selection

1.

Participation is only open to judges, prosecutors, court staff and lawyers in private practice from
eligible EU Member States participating in the EU Justice Programme (Denmark does not
participate) including Albania, Bosnia and Herzegovina, Kosovo*, Moldova and Ukraine.(this
designation is without prejudice to positions on status, and is in line with UNSCR 1244/1999 and
the ICJ opinion on the Kosovo declaration of independence). The number of places available is
limited (30 places). Participation will be subject to a selection procedure. Selection will be first
come first served and according to nationality.

Applications should be submitted before 2 November 2025.

A response will be sent to every applicant after this deadline. We advise you not to book any
travel before you receive our confirmation.

Registration Fee

4.

€135 including documentation, coffee breaks, lunches and dinner.

Travel and Accommodation Expenses

5.

10.

Participants will receive a fixed contribution towards their travel expenses and are asked to book
their own travel. The condition for payment of this contribution is to sign all attendance sheets at
the event. No supporting documents are needed. The amount of the contribution will be
determined by the EU unit cost calculation guidelines, which are based on the distance from the
participant’s place of work to the seminar location and will not take account of the participant’s
actual travel costs.

Travel costs from outside Spain: participants can calculate the contribution to which they will be
entitled on the European Commission website (https://era-comm.eu/go/calculator). The distance
should be calculated from their place of work to the seminar location.

For inter-Member States return journeys between 50 and 400 km there are fixed rates: Portugal
€53, France €82. Please note that no contribution will be paid for travel under 50km. For more
information, please consult https://era-comm.eu/go/unit-cost-decision-travel (COM Decision
C(2021)35).

For those travelling within Spain the contribution for travel for a distance between 50km and
400km at is fixed at €52. Please note that no contribution will be paid for travel under 50km. For
more information, please consult https://era-comm.eu/go/unit-cost-decision-travel (COM
Decision C(2021)35).

Accommodation costs: International participants travelling more than 50km one-way will receive
a fixed contribution of €234. National participants travelling between 50km and 400km one-way
will receive a fixed contribution of €117. For more information, please consult https://era-
comm.eu/go/unit-cost-decision-travel (COM Decision C(2021)35).

Successful applicants will be sent the relevant claim form and information on how to obtain
payment of the contribution to their expenses. Please note that no payment is possible if the
registered participant cancels their participation for any reason.

Participation

11.
12.

13.

Participation at the whole seminar is required and participants’ presence will be recorded.

A list of participants including each participant’s address will be made available to all participants
unless ERA receives written objection from the participant no later than one week prior to the
beginning of the event.

The participant will be asked to give permission for their address and other relevant information
to be stored in ERA’s database in order to provide information about future ERA events.

Accommodation

ERA neither provides nor endorses any accommodation options for this event. Kindly consult
your preferred accommodation provider for options.

ERA

Apply online for

“#Digitalisation and #Al in

Criminal Justice”:

www.era.int/?133868&en

Venue

ICAB Training Centre
C/Mallorca 283
08037 Barcelona
Spain

Language

English

Contact

Julia Reitz

Assistant

Tel.: +49(0)651 9 37 37 323
E-Mail: jreitz@era.int
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1 bit like 1 brain cell
8 bits = 1 byte

No words just zeros & ones
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off or on
Oor1l
yes or no

0 0 0

3 1
3 1

1 1] 0

https://www.rapidtables.com/convert/number/decimal-to-binary.html
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AsCll SYMBOL ASCII SYMBOL

00110000

American Standard Code for KiRGIlT
Information Interchange 00110010

(ASCII)

Remember:
8 bits = 1 byte

1 byte

00110011
00110100
00110101
00110110
00110111
00111000
00111001
01000001

01000010
01000011

01000100

1 letter/digit SR

01000110
01000111
01001000
01001001
01001010
01001011
01001100
01001101

01001110
01001111
01010000
01010001
01010010
01010011
01010100
01010101
01010110
01010111
01011000
01011001
01011010
00100001
00100010
00100011
00100100
00100101
00100110
00101000
00101001
00101010
00101011

Source: cs.gsu.edu

C O

M

P U

0100001101001111

01001101

0101000001010101

T E

R

0101010001000101

01010010

(Each byte represents a character)

https://www.binaryhexconverter.com/ascii-text-to-binary-converter
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Moore’s Law: The number of transistors on microchips has doubled every two years
Moore's law describes the empirical regularity that the number of transistors on integrated circuits doubles approximately every two years.
This advancement is important for other aspects of technological progress in computing - such as processing speed or the price of computers.

Transistor count

50,000,000,000

10,000,000,000
5,000,000,000

1,000,000,000
500.000.000

100,000,000
50,000,000

10,000,000
5,000,000

Pectium Progy
g,

24/02/2026

1970s
1 transistor 10 uym

Now

3 nms
(3 billionths of a metre)

1,000,000
500,000

100,000
50,000

10,000
5,000

o Pt ©
S &

Bno

&

'S
W
fis o

o S
& & £ 03

v
Year inwhich the microchip was first introduced

Data source: Wikipediia (wikipedia.org/wiki/ Transistor_count)
OurWorldinDataorg - Research and data to make progress against the world s largest problems.

Licensed under CC-BY by the authors Hannah Ritchie and Max Roser.

Moore’s Law

https://ourworldindata.org/moores-law

Acts like both particle and a wave

Entanglement - pairs of qubits
Measure one, the other is opposite

https://quantumexplainer.com/qubit-vs-bit-the-key-differences-explained/

10
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“I think I can safely say
that nobody understands
quantum mechanics”
Richard Feynman

Entangleme P
Measure one, e other is opposite

https://quantumexplainer.com/qubit-vs-bit-the-key-differences-explained/

11

Quantum Bits - Qubits
BUT:

Prone to error due to
environmental sensitivity

Google’s Willow chip

"It performed a computation in under five
minutes that would take one of today’s fastest

supercomputers 10 septillion years”
(10,000,000,000,000,000,000,000,000).

https://blog.google/technology/research/google-willow-quantum-chip/

12
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Lower energy requirement & less heat

2022 quantum memristors demonstrated

www.memristor.org
https://instrumentationtools.com/memristor/
https://ui.adsabs.harvard.edu/abs/2022NaPho..16..318S/abstract

13

NOT the World Wide Web
WWW created by Tim Berners Lee 1989
A way of connecting points on the Internet

*ARPA = Advanced Research Projects Agency NET = NETwork

14
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Assign Internet Protocol (IP) Addresses

( Details in this presentation have been simplified )

15

; =ﬁ",ﬂ IP Address:
/:;‘ n:u:n S Unique number assigned to ISP
i a customer
Users 2 L B Like postal address
Static/Dynamic
16
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The Deep Web
90%
Protected, intranets,
databases
Not Indexed

The World Wide Web
(The Surface Web)
4% ‘
Public & Indexed
HTTP, HTTPS

The Dark Web
6%
Encrypted,
Anonymous, Special
software required

17

Data transmitted as:

> Radiowaves or Microwaves to Access
Points, Satellites

> Electrons along Copper Wires (Cables)

> Pulses of light along Fibreoptic cables

18
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https://www.submarinecablemap.com/
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21
Interconnecting ...
Your computer sends request to connect with
another computer/server on the Internet
If accepted, a ‘session’ is established
(i.e. digital dialogue opened)
Data/File split into small units and wrapped in a
‘packets’
22

11
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If a router doesn’t recognise the
address, it is sent up the pipe to
the next server

Domain names (i.e. era.int) are
converted to IP Addresses by the
DNS (Domain Name System)

23

| 82.165.115.125

-
UL, i replacement is requested
010000001410 = A Y r
10do100gsp10101 (depending on the ‘protocol’)
10404 80qQ01
oouoag%g;? 01
01qo1 0q0
10goo010 1110
00100000010010
101001101010000
010100011101000
10100100000000
1010
g e j

24

12
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26
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Whois Record for Icab.es Whois registration

= Domain Profile

Registrar Status taken
Name Servers DNSO.CSI-BCN.ES.COLT.NET (has 16,236 domains)
DNS1.CSI-BCN.ES.COLT.NET (has 16,236 domains)
IP Address 213.27.159.94 - 2 other sites hosted on this server
IP Location [ - Barcelona - Barcelona - Colt Technology Services Group Limited
ASN [ AS8220 COLT COLT Technology Services Group Limited, GB (registered Feb 24, 1997)

Whois Record ( last updated on 2025-11-11)

% NOTE: The registry for this domain name does not publish ownership

% records (whois records) in the standard format. This data

% represents the most likely status of the domain based on

% information provided by the Internet's domain name servers (DNS).

domain: icab.es

status: taken

nameserver: dns@.csi-bcn.es.colt.net
nameserver: dnsl.csi-becn.es.colt.net

% For more information, please wvisit http://www.nic.es/

(] 23 eurodns.com/whois-search/best-domain-name

Mdz

VirusTotal - Free On.. == BBCSounds - Statio.. == BBC Audio | Radio4.. °® Bauarbeiten Deutsc.. [[ Station A-Z |Radiop.. @ B¢

= Menu Register domains Websife hosting e"rnnns

domain: icab.es
status: taken
nameserver: dns@.csi-bcn.es.colt.net

nameserver: dnsl.csi-bcn.es.colt.net

Who manages the .ES extension?

Sponsoring Organisation

Administrative Contact

sosé Mane SIS

esnic-admin@red.es

+34 9121

+3491 55_

Red.es

Edificio Bronce

Plaza Manuel Gomez Moreno
Madrid 28020

Spain

Technical Contact

14
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€ c 25 eurodns.com/whois-search/best-domain-name
2] VirusTotal - Free On... == BBC Sounds - Statio.. == BBC Audio|Radio4.. °*° Bauarbeiten Deutsc..  [[ Station A-Z |Radiop.. @ B Goog
= Menu Register domains Website hosting

Administrative Contact

José Manuel
esnic-admin@red.es
43491212

+34915557

Red.es

Edificio Bronce

Plaza Manuel Gomez Moreno
Madrid 28020

Spain

Technical Contact

Jesus

esnic-tech@red.es
+3491212

+3491556

Red.es

Edificio Bronce

Plaza Manuel Gomez Moreno

29
Registration Data Request Service
SIUELMUEREC IR “"The service will be used by participating
ICANN-accredited registrars and
requestors seeking nonpublic gTLD
registration data. It is intended for
Click here t use by individuals and entities with a
access the | legitimate interest for access to
nonpublic gTLD registration data like
law enforcement, government
agencies, intellectual property
The Registration Data Request Serv attorneyS’ Cybersecurity
gTLD registration data, click here. Y( prOfeSSiona IS, and OtheI‘S.
ety Participation in the service by ICANN-
_ accredited registrars will be voluntary
https://www.icann.org/rdrs-en
30

15
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IPv6
42 undecillion in Total
1 decillion = 1036

https://rednectar.net/2012/05/24/just-how-many-ipv6-
addresses-are-there-really/

Internet Users Globally
5.5 Billion (2024)

https://www.statista.com/statistics/273018/number-of-
internet-users-worldwide/

:\Windows\system32>nslookup era.int
NS request timed out. Microsoft Windows [Version 10.0.26200.7171]
timeout was 2 seconds. |(c) Microsoft Corporation. All rights reserved.
Server:  UnKnow >
) S UnKnown C:\Windows\System32>nslookup facebook.com
ddress: U Server: compalhub.home
Address: 192.168.6.1

NS request timed out.

- i Non-authoritative answer:
timeout was 2 seconds.

Name : facebook.com

IPV4 Addresses: 2a303:2880:f167:83:face:bb8c:0:25de
3151384736
4,294,967,296
588,514,304
3,706,452,992
31

The Data Deluge

In 2024, more than:

% 361 billion emails per day;

% 3.5 billion Google searches per day;

* 510,000 Facebook comments per minute;

*

J
>

% 16 M text messages per minute;
% 456,000 X messages per minute;
% 46,740 Instagram photos/minute

https://joingenius.com/statistics/data-generated-per-day/
https://spacelift.io/blog/how-much-data-is-generated-every-day

32

16
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E-evidence ...

33

No physical nexus to crime scene required

Phones Card or Crypto
Anything with a Payment Systems
Laptops/Tablets digital memory
/Desktops

Commercial
Service

Devices Providers
belonging to

or accessible

Data
centres

Soliise E-Doorbells by suspect(s) Victim(s)
Consoles BEv e
CCTV
Rout Work
USBs outers .
Peripheral Family N'_:;r Itl;’-al‘tyr Motor
eriphera’s u use vehicles

Printers ‘Cyber’cafes Devices

34

17
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% Activity & behaviour of user
% User log-ins and identifiers

35

< Automatic processes may delete data
(esp. Solid State Drives)

36

18
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ive’ Computer Forensics
(Device switched on)

Data captured at scene

37

38

19
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Access point scanners

Anti-static bags/bracelets

Faraday Bags
(kitchen foil or old paint tins)

39

% Memory fades when power cut
(lose unsaved files)

% Live forensics captures that data

40

20
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41

< Digital switches/microchips
(Solid State Drives(SSD))

Remember all based on binary (on/off)

42

21
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BUT: Devices with SSD storage
(phones, USB sticks, modern
notebooks) may automatically
delete data when powered on

43

image or clone (not same as
‘backup’)

“ Any analysis is done on the copy in
case of dispute

44

22
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‘hash’ value | = ~

(Digital fingerprint, a long
alphanumeric string)

Fingerprint Photo by Unknown Author is licensed under CC BY-NC-ND

IDNA mage source: By David H. Lee, MD, FRCPC; Penny A. Henderson, ART; Morris A. Blajchman, MD, FRCPC
[CC-BY-SA-2.5 (www.creativecommons.org/licenses/by-sa/2.5)

45

Used for:

+ Checking integrity of files copies
» Protecting stored passwords
« Identifying files (malware, CSAM)

46

23



24/02/2026

the same, the copy is a clone.

% Can ‘hash’ any data from file to
computer drive

47

MD5 Hash Generator

Use this generator to create an MD5 hash of a string:

It was clear that lawyers, judges and other legal practitioners at all levels and in almost all fields of law would '
need regular training and a forum for debate in order to keep up-to-date with the |atest developments.

Generate —

It was clear that lawyers, judges and other legal practitioners at all levels and in almost all fields of

P

Your

String law would need regular training and a forum for debate in order to keep up-to-date with the latest

developments.

:a[:: b21292e875a21357aa49c5abd93ee673

|S_IHAhl Océacc?dcd0a25e2505ea2f87f73a064b1b47bcod
as

MD5 Hash
b21292e875a21357aa49c5abd93ee673

48

24
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It was clear that lawyers, judges and other legal practitioners at all levels a almost all fields of

Your
Stri law would need regular training and a forum for debate in order to keep up-to-Qate with the latest
ne developments.
MD5 ) :
Hash 15d6f6c7202f00e9c574604181966370| Copy
as Comma added
SHA1
Haih 3f5e5f2520e06e2e685537cc52101c2a8bb33957| Copy

MD5 Hash
b21292e875a21357aa49c5abd93ee673
15d6f6¢c7202f00e9¢c574604181966370

49

Sexual Abuse Material (CSAM
 Malware
- Hashed Passwords (more later)

More on ‘Client Side Scanning’ later

50
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(NO evidence button!)

51

Volatility*
Magnet T
_ = Oxygen Forensic Suite
gelkasoft Cellebrite
* Free software MSAB'S XRY

52
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(Unless wiped or spoofed)

53

54
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55

A MEISTGEKLICKT

STARTSEITE REGION: OSTERREICH WIEN KARNTEN KLAGENFURT

SMIN.AT

KI iiberfiihrt Betriiger und
bringt Osterreich hunderte
Millionen Euro

Osterreich wird immer moderner - so auch in der
Betrugsbekampfung. Mit Hilfe von kiinstlicher Intelligenz
konnten im Vorjahr hunderte Millionen Euro an Steuern
zusatzlich eingenommen werden, wie das
Finanzministerium berichtet. 13 August 2025

https://www.5min.at/5202508131142/ki-ueberfuehrt-betrueger-und-bringt-oesterreich-hunderte-millionen-euro/

Competence Centre (PACC)"”
Detects tax fraud & cheats
2024 reviewed 6.6 M cases

Generated additional €354 M

56
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Replace workers?
Cure cancer?

Fantasy or Fact?

57

Al assistants asked 100 questions about the
news (using BBC News sources)

https://www.bbc.co.uk/aboutthebbc/documents/bbc-research-into-ai-assistants.pdf

58

29



24/02/2026

« 519 of all AI answers had significant issues

- 199% AI answers citing BBC content had factual

errors

« 139% of quotes sourced from BBC articles were

= changed from the original or
= not present in the article cited

https://www.bbc.co.uk/aboutthebbc/documents/bbc-research-into-ai-assistants.pdf

59

Responses from all Al assistants contained a variety of issues

% of Al responses rated as containing % of Al responses rated as containing
significant issues, by issue type significant issues of any type, by Al

How would you rate the 60%

accuracy of this response?

Are claims in the response
supported by its sources?

How impartial is the

response? 40%

Is the response clear about
what is opinion and what is
fact?

Does the response contain
editorialisation? 20%
Does the response provide
sufficient context for a
non-expert reader?

How well does the response
represent the BBC content
it uses as a source?

0%
0% 10% 20% 30% ChatGPT  Copilot Gemini  Perplexity
Source: BBC RAI Research. Responses and the issues identified could originate from BBC and other publisher content.

https://www.bbc.co.uk/aboutthebbc/documents/bbc-research-into-ai-assistants.pdf

60
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How well does the response

represent the BBC content it uses?
Al responses as rated by journalists, %
M Significant Issues I Some Issues

Perplexity

Gemini

Copilot

ChatGPT

0% 20%

40%

60%

Al responses used at least one BBC source. ChatGPT n=60, Copilot n=59,
Gemini n=38, Perplexity n=83.

Source: BBC RAI Research

How would you rate the accuracy

of this response?
Al responses as rated by journalists, %
B Significant Issues [l Some Issues

Perplexity
Gemini
Copilot

ChatGPT

20%

0% 40% 60%

All responses including those which did not cite BBC. n>=71
Source: BBC RAI Research

80%

https://www.bbc.co.uk/aboutthebbc/documents/bbc-research-into-ai-assistants.pdf

61
Crime has evolved
Positive Negative
Spotting suspicious/malicious |Weaponized
patterns in data Criminal research
Big data mining Phishing perfection
Identifying cybersecurity Scripting malware
weaknesses
Realistic DeepFakes
(sextortion, fake evidence)
Model collapse
Who has control?
62
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47 Eliot Higgins @ B
‘ J @EliotHiggins

Making pictures of Trump getting arrested while waiting for Trump's
arrest.

10:22 pm - 20 Mar 2023 - 4.5M Views

https://twitter.com/EliotHiggins/status/1637927681734987777

Irish Presidential Election 24
October 2025
22 October 2025 Deepfake of
candidate Catherine Connelly :
"It is with great regret that I
announce the withdrawal of my
candidacy and the ending of my
campaign.”

Designed to look like office RTE
News bulletin

Cut to deepfake of RTE political
correspondent

Viewed almost 30,000 times on
Facebook
Live for 12 Hours
Shared 200 times
(Connelly Elected with 63%)

https://www.politico.eu/article/deepfake-video-of-irish-presidential-candidate-rocks-campaign/

63
Deepfake video of Irish
presidential candidate rocks
campaign
Deepfake video showed Catherine Connolly had withdrawn from race.
64
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alleged that she pressured him to obtain prescription drug
for her and that the relationship involved non-consensual
acts.”

https://www.blackburn.senate.gov/services/files/5651166C-7B30-4BA0-9E86-F3DD9521CA00
https://nypost.com/2025/11/03/business/google-curbs-access-to-gemma-ai-tech-that-falsely-accused-sen-marsha-blackburn-of-sexual-misconduct/
www.blackburn.senate.gov/2025/10/technology/blackburn-demands-answers-from-google-after-gemma-manufactured-fake-criminal-allegations-against-
| her

66
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| her

 Fake links to fabricated news articles
« Campaign year 1998 not 1987

“"This is not a harmless ‘hallucination.’ It is an act of
defamation produced and distributed by a Google-
owned AI model. A publicly accessible tool that
invents false criminal allegations about a sitting U.S.
Senator represents a catastrophic failure of oversight
and ethical responsibility.”

Google took Gemma down

https://www.blackburn.senate.gov/services/files/5651166C-7B30-4BA0-9E86-F3DD9521CA00

https://nypost.com/2025/11/03/business/google-curbs-access-to-gemma-ai-tech-that-falsely-accused-sen-marsha-blackburn-of-sexual-misconduct/
www.blackburn.senate.gov/2025/10/technology/blackburn-demands-answers-from-google-after-gemma-manufactured-fake-criminal-allegations-against-

67

Lawyers face judge's wrath after Al cites made-
up cases in fiery hoverboard lawsuit
Talk about court red-handed

A Thomas Claburn Fri 14 Feb 2025 // 04:03 UTC

Demonstrating yet again that uncritically trusting the output of generative Al is dangerous,
attorneys involved in a product liability lawsuit have apologized to the presiding judge for
submitting documents that cite non-existent legal cases.

The lawsuit began with a complaint filed in June, 2023, against Walmart and Jetson
Electric Bikes over a fire allegedly caused by a hoverboard [PDF]. The blaze destroyed the
plaintiffs' house and caused serious burns to family members, it is said.

Last week, Wyoming District Judge Kelly Rankin issued an order to show cause [PDF] that

directs the plaintiffs' attorneys to explain why they should not be sanctioned for citing eight
cases that do not exist in g January 22, 2025|filing.

https://londontribune.co.uk/lawyers-face-judges-wrath-after-ai-cites-made-up-cases-in-fiery-hoverboard-lawsuit/
https://www.reuters.com/technology/artificial-intelligence/ai-hallucinations-court-papers-spell-trouble-lawyers-2025-02-18/

68
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ABAJOURNAL

NEWS - LATEST ISSUE PODCASTS - COLUMNISTS - MEMBERS WHO INSPIRE

https://mississippitoday.org/2025/07/28/attorneys-baffled-by-
federal-court-order-with-factual-errors/

Federal judge withdraws opinion after lawyer points out f| Two US JUdgeS Wlthd raw ru ll ngs after

quotes, misstated case outcomes

.
DEBRA CASSENS WEISS atto rn eys q u ESt 1 on acc u ra cy
By Mike Scarcella =
N ) _ 0| Aa
US. DistrictJudge Jul]  July 29, 2025 8:00 PM GMT+2 - Updated July 29, 2025 ) )
pe— Neals of the District I
| Jusice |

by Taylor Vance and Devna Bose
B July28,2025

W; o/ s 1

A ruling from a federal judge in Mississippi contained factual errors — listing plaintiffs
who weren't parties to the suit, including incorrect quotes from a state law and referring
to cases that don’t appear to exist — raising questions about whether artificial
intelligence was involved in drafting the order.

https://www.abajournal.com/news/article/federal-judge-withdraws-opinion-after-lawyer-points-out-fake-quotes-and-misstated-
case-outcomes
https://www.reuters.com/legal/government/two-us-judges-withdraw-rulings-after-attorneys-question-accuracy-2025-07-

69

Researchers at Yale and Stanford Universities found
popular large language models do not:

/

% accurately retrieve or generate relevant legal
information

«» understand or reason about various laws.

Large Legal Fictions: Profiling Legal Hallucinations in Large Language Models
https://arxiv.org/abs/2401.01301

https://www.theregister.com/2024/01/10/top_large_language_models_struggle/

70
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Large Legal Fictions: Profiling Legal Hallucinations in Large Language Models
https://arxiv.org/abs/2401.01301

https://www.theregister.com/2024/01/10/top_large_language_models_struggle/

71

EU AI Act 2024

In force: 2 August 2024
Phased in over 36 months
144 Pages (in English)
113 Articles

13 Annexes

REGULATION (EU) 2024/1689
T
K of 1

72
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Al systems classified according to
risk

Unacceptable Risk (e.g. manipulate humans) -

Banned

High Risk - Strict Rules
E.g. Chat bots - Systems that affect health,
safety, fundamental rights
Must be tested and monitored
Transparency

Limited Risk - Less strict rules
(E.g. Spam filters- No danger - must notify
they are using AI)

Minimal Risk - No rules

73

{':'“;:- Reuters World v Business v Markets v  Sustainability v Legalv Commentaryv More Vv
o

Italy enacts Al law covering privacy,
oversight and child access

By Reuters

September 17, 2025 10:13 PM CMT+2 - Updated 16 hours ago

17 Sept 2025
Traceability & Human Oversight
Parental Consent for u-14s
Copyright for AI works where “genuine intellectual
effort”
Prison sentences for harmful use
Data mining only for non-copyrighted content or
scientific research by authorised institutions

https://www.reuters.com/technology/italy-enacts-ai-law-covering-privacy-oversight-child-access-2025-09-17/

74
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Estimated 9,000 - 11,000 data centres globally

Water required by global AI systems “"may reach
[between] 4.2 [and] 6.6bn cubic meters in 2027"”

(more than 50% of UK’s annual water withdrawal)

https://www.theguardian.com/commentisfree/2024/mar/02/ais-craving-for-data-is-matched-only-by-a-runaway-thirst-for-water-and-energy

75

One medium-sized datacentre used as much water as three
average-sized hospitals.

https://www.theguardian.com/commentisfree/2024/mar/02/ais-craving-for-data-is-matched-only-by-a-runaway-thirst-for-water-and-energy

76
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GPT-4 based in Iowa.
July 2022, the month before OpenAl finished training the
model, the cluster used about 6% of the district’s water.

“Operational water withdrawal” - water taken from
surface or groundwater sources - of global AI "may reach
[between] 4.2 [and] 6.6bn cubic meters in 2027"” which is

more than 50% of annual water withdrawal of United
Kingdom.

https://www.theguardian.com/commentisfree/2024/mar/02/ais-craving-for-data-is-matched-only-by-a-runaway-thirst-for-water-and-energy

77
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Emmanuelle Saliba

https://www.youtube.com/shorts/PyG_QDjvjTw
https://www.getrealsecurity.com/
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10 RULES

for the Digital World

. Do not elevate digital technology to an end in itself.

-

. Do not wrongfully attribute humanity te machines.

. Create space for downtime and analogue encounters.

. Honor social and democratic skills.

. Do not destroy nature for technological progress.

. Do not treat people as mere data objects.

. Do not deprive yourself and others of their true human potentials.

. Do not deny the limits of technology.

O 00 N oo B W N

. Do not undermine the freedom of others by technical means.

10. Prevent the concentration of power and ensure participation.

https://www.thefuturefoundation.eu/en/10-rules
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Conducting Digital
Forensic Analysis with
Artificial Intelligence

Damir Kahvedzi¢, PhD; Global Data Service Manager, ProSearch



mailto:Damir.Kahvedzic@prosearch.com

Whoaml?

Damir Kahvedzic¢

Senior Global Data Services Manager |
ProSearch

PROSEARCH CONFIDENTIAL



Scope

What are we talking about here?

Case Study

What is the ‘traditional’ way of doing forensics
What are the common issues in the practice
Can Al be used to help?

How are LLM’s used in forensics

What are the NEW problems with LLMs.

PROSEARCH

What we won’t talk about

Legal stuff. | am not a lawyer
Anything too technical
We don’t have all the answers

Analysis...

CONFIDENTIAL



Case Study

Jeffrey Epstein Case

Include:
* Unknow total number of collected files
* 6 million potentially responsive files*
* 3.5 million released documents”
2000 videos, 180,000 images
* 400 attorneys and 100 document analysts

Redaction process of

* Victims name and likenesses

» Sensitive Personal Identifiable Information (PII)
* Privileged or irrelevant information

*https://www.washingtonpost.com/national-security/2026/01/06/epstein-
documents-2-million-unreleased/

“https://www.justice.gov/opa/pr/department-justice-publishes-35-million-
responsive-pages-compliance-epstein-files

PROSEARCH
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Case Study - Challenges

Jeffrey Epstein Case

Challenges Include:

* Huge number of documents

* Large number of involved individuals
* Extremely sensitive material

* Lots of PII

Are these problems common and what are the solutions?

PROSEARCH CONFIDENTIAL



Whatisinan Trends
qverqge cqse? « Storage is cheap

* Cloud is increasingly used
* Social media and off device locations
* Chat has entered the prime time

Mobile Storage Cloud size PC Size # Files per Gb

Largest Live Case  Avg. Delivery Size Avg. # Documents # Collection Types

PROSEARCH

CONFIDENTIAL



The main challenges in
Digital Forensics

Challenges are well documented

* The amount of data seen in investigations continues to grow

* 69% of a investigators say their team does not have enough time to review all
the data

* The regulatory requirements are also mounting: Remove PII, Identify
relationships between different devices

* Data abstraction is difficult: explaining the meaning of evidence

PROSEARCH

available at www.sciencedirect.com

e Digital
B : nve
=+ ScienceDirect stigatizn

journal homepage: www.elsevier.com/locate/diin
Digital forensics research: The next 10 years
Simson L. Garfinkel
Naval Postgraduate School, Monterey, USA

ABSTRACT

Keywards: Today's Golden Age of computer forensics is quickly coming to an end. Without a clear
Forensics strategy for enabling ressarch efforts that build upon one another, forensic research will
Human subjects research fall behind the market, tools will become incressingly absolets, and law enforcement,
Carpora ‘military and other users of computer forensics products will be mnakie to rely on the results
Feal data corpus of forensic analysis. This amide summarizes current forensic research directions and

Realistic data

argues that to move forward the community needs to adopt standardized, modular

approaches for data representation and forensic processing.
@ 2010 Digital Forensic Research Workshop. Published by Elsevier Ltd. All rights reserved.

1 Introduction

Digital Forensics (DF) has grown from a relatively obscure
tradecraft to an important part of many investigations. DF
tools are now used on & daily basis by examiners and analysts
within local, state and Federal law enforcement; within the
military and other US government organizations; and within
the private “e-Discovery” industry. Developments in forensic
research, toals, and process over the past decade have been
wery successful and many in leader ship positions now rely an
these tools on a regular basis—frequently without realizing it
Moreover, there seems to be & widespread belief, buttressed
on by portrayals in the popular media, that advanced tools
and skillful practiioners can extract actionzble information
from practically any device thata government, private agency,
or even a skillful individual might encounter.

This paper argues that we have been in & “Golden Age of
Digital Forensics,” and that the Golden Age is quickly coming
to an end. Increasingly organizations encounter data that
cannot be analyzed with today's tools because of format
incompatibilities, encryption, or simply a lack of training
Even data that can be analyzed can wait weeks or months
before review because of data management issues. Without
a clear research agenda aimed at dramatica proving the

hard-won capabilities will be degraded and eventually lost in
the coming years.

This paper proposes a plan for achieving that dramatic
improvement in research and operational efficiency through
the adoption of systematic approaches for representing
forensic dats and performing forensic computation. It draws
on more than 15 years personzl experience in computer
forensics, an extensive review of the DF research literature,
and dozens of discussions with practitioners in government,
industry, and the international forensics community.

1.1 Frior and rdated work

Although there has been some work in the DF community ta
create common file formats, schemas and ontologies, there
has been litHe actual standardization. DFRWS started the
Common Digital Evidence Storage Format (CDESF) Warking
Group in 2006. The group created a survey of disk image
storage formats in September 2006, but then disbanded in
August 2007 “because DFRWS did not have the resources
required to achieve the goals of the group. (CDESF working
group, 2009)" Hoss and Carver discuss ontologies to suppoart
digital forensics (Carver and Hoss, 2009), but did not propose

efficiency of both our todls and our very research process, our

any concret: that can be used. Garfinkel introduced
an XML representation for file system metadata (Garfinkel,
2009), but it has not been widely adopted.

CONFIDENTIAL



GenAl and LLMs

Definitions
* GenAl is a broad category of Al that creates new content. It can be image,

text, or video

* Large Language Models are trained knowledge models that provide the core
capabilities of chat bots and are primarily used for text.

* Domain specific LLMs are trained on specific domain knowledge

PROSEARCH CONFIDENTIAL



Impact of Al

Adoption of GenAl

* Legal Field: huge interest with some domain specific LLMs being integrated into Legal Workflows

Use cases: Document Drafting, Document Summarisation, Review and others

 Digital Forensics: slower uptake than legal due to the complexity and hands on nature of the work. Recent surveys
have revealed a huge appetite to use LLMs and GenAl in the future

Two major questions:

1. Can Al help in the investigative process

2. Can we detect if Al has been used by those we investigate?

PROSEARCH CONFIDENTIAL
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Digital
Forensic

Process




Traditional Digital
Forensic Principles

ACPO Rule

That no action take is taken that
should change data held on a digital
device including a computer or mobile
phone that may subsequently be relied
upon as evidence in court.

PROSEARCH

ACPO Rule 2

Where a person finds it necessary to
access original data held on a digital
device that the person must be
competent to do so and able to explain
their actions and the implications of
those actions on the digital evidence to
a Court.

ACPO Guidelines

ACPO Rule 3

That a trail or record of all actions
taken that have been applied to the
digital evidence should be created
and preserved. An independent
third-party forensic expert should
be able to examine those processes
and reach the same conclusion.

ACPO Rule 4

That the individual in charge of the
investigation has overall
responsibility to ensure that these
principles are followed

CONFIDENTIAL



General Forensic Process

Identification Presentation

Use Al to target Use Al to help
specific collections investigations

PROSEARCH CONFIDENTIAL



Al At Source?

Test_CoPilot_PoweredSearch ¢

Query:

Query  Statistics Sample

9 Summarize this search

9 Draft a query with Copilot preview

Natural language prompt

Start by entering your search query including user, data source and content details.

Search Copilot interactions for Damir Kahvedzic's mailbox between 2026-01-01 and 2026-01-31. Scope:
Mailboxes (Damir Kahvedzic). Filter: Type = "Cmei\ot interactions”.

(F) Generate KeyQL @ Refine B View prompts

PROSEARCH

|- Export LT Process manager @ Delete search

Keyword Query Language (KeyQL) result

Copy the KeyQL result generated by Copilot and paste it in your criginal search query window at the battom of the page.

Al-generated content may be incorrect. Check it for accuracy.

Microsoft365 Purview

* Used for M365 corporate
collections

* Encompasses email,
SharePoint, teams and
other M365 data

CONFIDENTIAL



Al At Source?

& Export Data

Import Export

As a Workspace Owner, you can export all messages and files from your workspace — including private channels
and direct messages. Only Workspace Owners may export this data.

Here's what's included: What's not included:

* Messages sent in public and private channels * Deleted channels
* Messages sent in direct messages

* File links shared in public and private channels

* File links shared in direct messages

For information on the format of channel messages, please consult our APl docs.

Export date range

Choose one... ~ Start Export

PROSEARCH

Slack exports
* Do not have ANY Al in the
export process

* Outsources all of the
review and analysis to the
downstream processes

CONFIDENTIAL



Al At Analysis

Automating Evidence Triage

Natural Language Processing for Chat and Social Media
Intelligent Assistant to guide human users

Al as teacher and Software Developer

Multimedia Forensics

Pattern Recognition & Anomaly Detection
Auto-redaction and Testing

N oo N

PROSEARCH
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1. Automating Evidence Triage

Use case

* Use LMMs to target and prioritise the review of documents.

* The process automates the traditional methods of extracting
the evidence and creating review sets.

* Create a prompt to abstract the categories of evidence. Pre-
trained classifiers can then trawl the documents and

Methods

1. Keyword Search
2. Technology Assisted Review (TAR)
3. Continuous Active Learning (TAR 2.0)

4. LLM Powered Investigations

PROSEARCH

Traditional Approach:

("bribe™ OR "kickback™ OR "payoff" OR
"grease” OR "facilitate™) AND
("payment™ OR "transfer” OR "wire")
AND MOT "legitimate”

Al Approach:

"Identify emails discussing potential
bribery, corruption, or inappropriate
financial incentives, including coded
language or euphemisms.”

CONFIDENTIAL



1. Automating Evidence Triage

Results

* Tests are showing remarkable accuracy of LLMs compared to
Human Reviewers.

Challenges

* LLMs are not facing the same challenges as those previously
encountered in adopting TAR or CAL

* Numerous legal technologies are incorporating LLMs into their
systems:

Harvey Al

Relativity Air

eDisovery Al

Merlin Alchemy

PROSEARCH CONFIDENTIAL




2. NLP for Chat and Social Media

Use CO Se 4= Document List [* WEY0000002620 ~
- R e R
et . % g = ns+0 ar B0 = —— a
* Traditionally, chats are reviewed manually due to the Sl I To— N ———

Tussday, Septembar 11, 2018

=

colloquial, informal language, unusual organisation and complex
relationships.

[ Keith and Karl (Default skin)

. VDJTES'"'@" @O @@ ¥ @ Text atter emoticons
* Use LMMs to categorise and understand the context of chats. - T

m Karl Knoermachild 950 AM
Yeah. Here's a hyperiink: hitp:/irslativity.com
Keith Kamingi ED

Results & Challenges Chck i s 9 1o com Th i ik oo

* Even more so than normal documents; chats are ideally
suited to be understood by LLMs trained on informal language

* They understand tone, content, acronyms etc.

* Challenges remain on understanding metadata such as emoji,
statuses and reactions

Timeline

septt  Sep2 sep 13 Sen 14 sop 15 Sen 16 Sep 17
el [ ]

PROSEARCH CONFIDENTIAL




3. Al as an Intelligent Assistant

Use case

« Digital Forensics is a highly specialised area. Its difficult to
remember all the locations artefacts can be found in.

* Advanced personal assistants can be asked for help in
unknown environments, for early case assessment, document
drafting etc.

Results & Challenges

* Early tests on ChatGPT3.5 proved promising but inconclusive.

Accuracy is getting better but is no substitute for investigative
experience.

+ Digital forensic specific LLMs have been proposed, and
existing forensic providers have embraced the technology.

* Privacy considerations and hallucinations are worrisome

PROSEARCH
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4. Al as Teacher and Developer

Use case:

» Digital forensics often requires the development of software or
understanding what software or scripts do

* LLMs are excellent at creating small scripts and directing the user
on how to approach a problem in developing software

* It is also a good decoder and troubleshooter. You can even load in
images of code and it will understand it and direct an answer

Results & Challenges
* It greatly decreases the time for writing code

* However, knowledge of coding is a must to understand what the
code is doing, how to apply and when to change direction

PROSEARCH CONFIDENTIAL



5. Al Pattern Recognition

Use case

* Person Identifiable Information is traditionally difficult to
identify and remove for privilege. Traditionally we use sets of
hard coded patterns the results of which are then reviewed and
processed.

* Use LLMs and NLP to understand the context of text and
identify PIl automatically.

Results & Challenges

* Forensics and document review software have a specialised
use case for identify PII.

* They identify entities and link them together to form
relationships

PROSEARCH

Hi,

I met We were talking about-

and medical conditions.

Matt

CONFIDENTIAL



6. Al Redactions and Scrubbing

Use Case

» Redaction is the process of removing sensitive material. It goes
hand in hand with PII identification

Hi,
* Traditional methods are bulk search and redact workflows.

They have mixed results. | met [l we were taiking about ||

and medical conditions.
Results & Challenges

* LLMs can be trained to classify, redact and then to annotate
the redaction automatically. They can also run post production Matt
checks to check if anything was missed

* Due to sensitivities they are still QC’d by human reviewers

PROSEARCH CONFIDENTIAL



7. Al Infused Multimedia Forensics

Use case

* Video and Audio forensics are big challenges in the
investigation. Audio transcription allows users to search on the
text of what was spoken. It is often incorrect and a best effort.

* Images and video are often reviewed individually or rely on
non content metadata for filtering

describe this image

Results & Challenges

« LLMS have been tested on images to gOOd results. This image shows a middle-aged man speaking at what appears to be a formal event or

press conference. He is wearing glasses, a dark blazer, and a blue shirt. His hand is placed

+ LLMs and predictive analytics have been used to clear up on his chest as if emphasizing a paint while talking.
gal’bled AUdiO, fUZZy Video and Other lOSSy images The background is bright red, and there is a visible sign on the right side that includes
. . the word "PRIDE", suggesting the event may be related to a Pride campaign or
* VERINT Intelllgent Voice, Amped 5 organization. The overall setting looks professional, with microphones in front of him
indicating he is addressing an audience or media.
(S R R Ve
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Al Reservations

Corporate Governance Issues

Data Privacy

* Most be clear where the prompts and inputs are going. What data is used to train the LLMs

* Results of LLMs are not always accurate

PROSEARCH
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