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#DIGITALISATION and #ARTIFICIALINTELLIGENCE

in Criminal Justice

Thursday, 15 October 2026

09:00 Arrival and registration of participants

09:30 Welcome and introduction to the programme
Representative of the National Office for the Judiciary & Laviero Buono

PART I: TECHNICAL ISSUES AND BASIC UNDERSTANDING OF INTERNET
ARCHITECTURE AND CONCEPTS

Chair: Laviero Buono

09:35 Using open source intelligence to gather evidence online
e Understanding the Internet and associated technology
e Effective use of the Internet as an investigative investigation tool
¢ Internet protocols (IPs) and proxy servers
e Search engines, meta browsers and deep web
Philip Anderson

10:30 Discussion
10:45 Break

11:15 Computer forensics in the cloud
e Geo-location tools for social media and photos
e Tracing domain name owners, origin of an email and blacklist checks
e Investigating Web 2.0 — social networking, blogs and online gaming
e Protecting your privacy when investigating online
Seanpaul Gilroy

12:15 Discussion

12:30 Lunch

PART II: LEGAL ISSUES RELATED TO THE COLLECTION AND
PRESENTATION OF E-EVIDENCE IN COURT

Chair: Philip Anderson

13:45 Evidence collection, due diligence and online searches
° Fake generators
° Privacy protection
° Online/delete data
Bilal Sen

14:45 Discussion

15:00 Break

15:30 Using electronic evidence and artificial intelligence in criminal
investigations and presenting them at court
° The importance of the chain of custody in handling evidence
° Trial considerations: methods of presentation and admissibility tests
Linda Bertram

16:30 Discussion

16:45 End of the first day

19:30 Dinner offered by the organisers

Objective

This seminar addresses various challenges
linked to digitalisation that judges,
prosecutors and lawyers in private practice
working in the field of EU criminal justice will
have to face in the years ahead. Some of
these challenges such as the exchange of
electronic evidence, videoconferencing, use
of open source intelligence, artificial
intelligence, digital technology, etc. are here
to stay and will become the new normal.
This event is part of a large-scale project
sponsored by the European Commission
entitled ‘Judicial training to prepare criminal
justice professionals for #digitalisation and
#artificialintelligence’. It consists of 12
seminars taking place in various EU cities
over the period 2024-2027.

Who should attend?

Judges, prosecutors, court staff and
lawyers in private practice, who are citizens
of eligible EU Member States participating
in the EU Justice Programme (Denmark
does not participate), Albania, Bosnia and
Herzegovina, Kosovo*, Moldova and
Ukraine.

* This designation is without prejudice to positions on
status and is in line with UNSCR 1244/1999 and the
ICJ opinion on the Kosovo declaration of
independence.

Venue

Hungarian Academy of Justice
Toth Lérinc street 6

1122 Budapest

Hungary

CPD

ERA’s programmes meet the standard
requirements for recognition as Continuing
Professional Development (CPD).
Participation in the full programme of this
event corresponds to 9 CPD hours.

A certificate of participation for CPD
purposes with indication of the number of
training hours completed will be issued on
request. CPD certificates must be
requested at the latest 14 days after the
event.



Friday, 16 October 2026 Your contacts

PART Ill: VIDEOCONFERENCING AND ARTIFICIAL INTELLIGENCE IN

CRIMINAL JUSTICE Laviero Buono

Head of Section
European Criminal Law

Chair: Bilal Sen

09:30 Presenting evidence at court: e-files, videoconferences and remote trials
° Remote trials during and after the pandemic
° E-files
° Witness videoconferencing

° Assessing evidence, the impact of artificial intelligence
Balézs Rozsnyai

Julia Reitz

Event Coordinator
+49(0)651 93737 323
jreitz@era.int

10:15 Discussion
10:30 Break

11:00 Digital tech as tool to commit crimes
° Cyber patrolling and cyber investigations
° Tackling the illegal trade on the darkweb
Emmanuelle Legrand

11:30 The impact of the Al Act on the applications of Al to criminal justice
° Deepfakes
° Machine learning
° Prediction and sentencing
Krisztina Karsai

This programme has been financed by the
European Union

The content of this programme reflects
only ERA’s view and the Commission is
12:15 Discussion not responsible for any use that may be

made of the information it contains.
12:30 End of the seminar and light lunch

For programme updates: www.era.int.
Programme may be subject to amendment.

Apply online for
“#Digitalisation and #Al in Criminal Justice”:
www.era.int/event-number/326DT004


http://www.era.int/
http://www.era.int/event-number/326DT004

Application
#DIGITALISATION and #Al in Criminal Justice
Budapest, 15-16 October 2026 / Event number: 326DT004

Terms and conditions of participation
Selection

1. Participation is only open to judges, prosecutors, court staff and lawyers in private practice
from eligible EU Member States participating in the EU Justice Programme (Denmark does
not participate) including Albania, Bosnia and Herzegovina, Moldova, Ukraine and Kosovo*
(this designation is without prejudice to positions on status and is in line with UNSCR
1244/1999 and the ICJ opinion on the Kosovo declaration of independence). The number of
places available is limited (30 places). Participation will be subject to a selection procedure.

2. Applications should be submitted before 15 July 2026.

A response will be sent to every applicant after this deadline. We advise you not to book
any travel before you receive our confirmation.

Registration Fee
4. €135 including documentation, coffee breaks, lunches and dinner.
Travel and Accommodation Expenses

5. Participants will receive a fixed contribution towards their travel expenses and are asked to
book their own travel. The condition for payment of this contribution is to sign all attendance
sheets at the event. Participants are required to provide supporting documentation
demonstrating that the travel has taken place. The amount of the contribution will be
determined by the EU unit cost calculation guidelines, which are based on the distance from
the participant’s place of work to the seminar location and will not take account of the
participant’s actual travel costs.

6. Travel costs from outside Hungary: participants can calculate the contribution to which they
will be entitled on the European Commission website (https://era-comm.eu/go/calculator).
The distance should be calculated from their place of work to the seminar location.

7. For inter-Member States return journeys between 50 and 400 km (Austria €58, Bulgaria €26,
Czech Republic €26, Croatia €36, ltaly €50, Poland €26, Romania €26, Slovenia €37,
Slovakia €26). Please note that no contribution will be paid for travel under 50km. For more
information, please consult https://era-comm.eu/go/unit-cost-decision-travel (COM Decision
C(2021)35).

8. For those travelling within Hungary the contribution for travel for a distance between 50km
and 400km is fixed at €28. Please note that no contribution will be paid for travel under 50km.
For more information, please consult https://era-comm.eu/go/unit-cost-decision-travel (COM
Decision C(2021)35).

9. Accommodation costs: International participants travelling more than 50km one-way will
receive a fixed contribution of €210. National participants will receive an overall fixed
contribution of €105. For more information, please consult
https://era-comm.eu/go/unit-cost-decision-travel (COM Decision C(2021)35).

10. Successful applicants will be sent the relevant claim form and information on how to obtain
payment of the contribution to their expenses. Please note that no payment is possible if the
registered participant cancels their participation for any reason.

Participation
11. Participation at the whole seminar is required and participants’ presence will be recorded.

12. A list of participants including each participant’s address will be made available to all
participants unless ERA receives written objection from the participant no later than one week
prior to the beginning of the event.

13. The participant will be asked to give permission for their address and other relevant
information to be stored in ERA’s database in order to provide information about future ERA
events.

Accommodation

14. ERA neither provides nor endorses any accommodation options for this event. Kindly consult
your preferred accommodation provider for options.

ERA

Apply online for
“#Digitalisation and #Al in
Criminal Justice”:
www.era.int/event-

number/326DT004

Venue

Hungarian Academy of Justice
Toth Lérinc street 6

1122 Budapest

Hungary

Language
English

Contact

Julia Reitz

Event Coordinator
+49(0)651 9 37 37 323
jreitz@era.int
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Technical Issues and basic
understanding of the Internet
architecture and concepts

Using open-source intelligence to gather evidence online

PHILIP ANDERSON

ERA | BUDAPEST, 15-16 OCTOBER 2026

R Co-funded by
A the European Union




Outline

Understanding the Internet and associated technologies.

Effective use of the Internet as an investigation tool.

Search engines, meta browsers, deep web and people search
techniques.

Using open-source intelligence to gather evidence online.




Cybercrime landscape — IOCTA 2026

Online fraud schemes (OFS) — now the fastest-growing area of organised crime

Invclestment fraud, BEC and payment fraud most common; Al personalises social engineering at
scale.

Ransomware — more than 120 active brands observed in 2025

Extortion has shifted from decrypting data to threatening to leak it.

Crime-as-a-Service (CaaS)
Increasingly powered by Al and automation, including early agentic tools.
Child Sexual Abuse Material (CSAM)
Al-generated CSAM is rising; sexual extortion reports up roughly 70% year on year.

The dark web — an enabler of cybercrime

tCry tocurrency remains favoured, with growing use of privacy coins resistant to blockchain tracing
ools.

Source: https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA-2026.pdf
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Example

Law enforcement partners across the world had been trying to identify the man in the
abuse material ever since it was posted in 2010.

The images were referred to the NCA by Australian Federal Police in 2013, after they
established they had been posted on dark web site, The Love Zone.

In 2017 Italian investigators linked the name “Martyn” to the person who took the images, but they were
unable to progress the case further.

In the same year a French investigator adopted the case and worked on identifying a beach which had

been seen in some images linked to the offender.

After conducting significant research on the geology of the landscape, he established that rocks on the
beach in the photo must either be in Ireland or Wales. He compared them to images of over 60 beaches
before striking an exact match on the Pembrokeshire coast in Wales.



Example

The case remained unsolved until 2022, when NCA investigators created a new programme which finally

disabled the image distortion technique. This revealed the face of the offender but his identity, and that of
his victim, was still unknown.

It was discovered that at the time of the abuse, Armstrong lived in Derbyshire but he had sold his house in
January 2022 and moved close to the same Welsh beach identified by investigators.

Following his arrest, NCA investigators found a number of devices in Armstrong’s home, including one of
the two cameras he used in 2010. This was forensically matched to the camera which took the images.

The original indecent images of children (I10C) he'd posted were also recovered from a laptop.

Investigators also discovered material showing Armstrong abusing two previously unknown child victims
saved on his devices. All three victims were spoken to and safeguarded.

Source: https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt



https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt
https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt

#1 Understanding the
Internet and
associated
technologies



How does it work.

Every device connected to the Internet is
assigned an IP (Internet Protocol) address.

Every device speaks the same language.
Every device has a unique IP address.

To communicate, devices need to
exchange addresses.

This address could be used to trace an
online activity back to a device.




Example

How a Nintendo Switch helped locate a
missing girl 2,000 miles from home

With help from Nintendo, the FBI obtained the Switch's IP address

which led them to the abductor's apartment complex.

Her destination was an apartment complex in Tolleson, Arizona.
According to court records, a then-28-vear-old man, Ethan Roberts, had

befriended her on the internet, traveled to Virginia to get her, and later

forced her into child pornography.

Source: https://www.abcl5.com/news/local-news/investigations/how-a-nintendo-switch-helped-locate-a-missing-girl-2-000-miles-from-home
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Device(s)

Wi-Fi or mobile

Server

Hosts content

Private IP

—» Request

L~
Router

Connects to ISP

Global network

Routes packets

Public IP

@)

ISP

Routes traffic

DNS lookup

Domain to IP address




IPv4 vs |Pv6E

IPv4
32-bit numbers (23?)
4,294,967,296 addresses
Range: 0.0.0.0 — 255.255.255.255
Private ranges
10.0.0.0-10.255.255.255

172.16.0.0—-172.31.255.255
192.168.0.0 - 192.168.255.255

Public IP

All addresses outside private and reserved
ranges

IPv6
128-bit numbers (21%8)

340 undecillion addresses

(340
J456)

282,366,920,938,463,463,374,607,431,768,211

Range
0000:0000:0000:0000:0000:0000:0000:0000
HiiRiliniliRiiRiiRi R

Example
2a02:c17c:da4f:2b00:d856:4e43:15ab:7d9f

Like IPv4, has equivalent private, reserved and
public ranges



Attached Devices

=

10

1

12

13

14

13

16

17

18

19

20

IPv4 Address
192168.04
19216805
192168.06
192168.011
192168.0.16
192168.018
192168.019
192168025
192168.034
192168.0.37
192168.0.38
192168.095
192168.0.97
192168.098
192168.0102
192168.0.103
192168.0.104
192168.0.105
192168.0.107

152.168.0.141

Device Name
Nest-Audio
Google-Home-Mini
SKY+HD
SkyBooster2
SKY+HD
UNKNOWN

TY_WR

UNKNOWN
Chromecast
SKY+HD
LGwebOSTV
Google-Nest-Mini
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
Mest-Doorbell-Battery
SkyBoosterd

LAPTOP-MOFOTE4Z

DESKTOP-GRL4RVO

@ help

MAC Address
d8:8c:79:6c:91:3d
ed:f0:42:0b:01:87
20:47.ed.72:3FF2
24:a7:de:21:63:91
20:47.ed:.c4:d3:ba
d4-:a36:51:09:f1:54
d4:a6:51:ba:b5:01
58:b0:3e:51:.ceb8
f4:-f3eB:1e7e:02
d4:52:ee:97:a3:20
0c:Be:29:a5:72:62
14:cl4e:d4be9:8a
82:c0:76:2d:9%:aa
ea:db:68:be:ad:68
08:c2:24:86:1d:30
f0:2fSea4:26:17
24:e5:0f.dc:2d:97
Sc:3lc3:6edad]
10:63:c8:65:53:39

AGf1:7fb4:93:21

it work...




How does it work... Privacy | Anonymity

. VPN Server

VPN Tunnel

Internet Service Provider (ISP) VPN IP



How does it work... Onion Routing
Network (TOR)

-0 0 O
0'0—e

Exit node The internet

&— Unencrypted link —& Encrypted link 4 Tor node

Source: https://protonvpn.com/blog/best-onion-sites?srsltid=AfmBOog4xMakfTONFOkzJggPmXndDCSWGmaoaSFDCC43FtQg61WHA gB
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Spotlight... Apps -
Telegram

Private 1-2-1 chats
(encrypted)

Private groups (invite-only)
Public groups (searchable)

Channels (broadcast
platforms)

Source: https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
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Spotlight... Telegram

Anonymous accounts — Used by Searching Telegram
no phone number

] Extremist groups — recruitment Telegram usernames —
required. and propaganda. search in the app
o _ . (@username).
Supports up to 20.000 Criminals selling malicious
. ! software, stolen data and other i
members in groups. e Browse the public groups

— past messages and user

Public channels — Drug dealers — encrypted chats profiles maybe available.

. and private groups to negotiate _
accessible by cveryone. deals and public channels Cross-reference

advertising drugs. usernames with other
2GB per file sharing limit. platforms.

Scammers — promotion. ) .
Public profiles — personal
Supports bots.

Child exploitation — sharing CSAM information.
. material, private ‘discussion’ _
Self-destruct messaging, channels. Phone numbers & email
anonymous forwarding. lookup.

Million of non-criminals.

Source: https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details



https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details
https://www.osint.industries/post/osint-on-telegram-find-phone-numbers-emails-and-user-details

H2 Effective use of the
Internet as an
investigation tool




Investigations...

The planning, collection, analysis, interpretation and
presentation of materials from sources available to the
public, to use as intelligence or evidence within
Investigations.




Investigations... Social media

As of February 2025, 5.24 billion
social media users from 5.56
billion Internet users!

4th Q of 2024 — 61.85% of website e
traffic is from mobile devices? oo

Reddit.com

Coogle.com

Pornhub.com

Bing.com

ChatCFT.com

Most popular websites worldwide as of November
2024, by total visits(in billions)

1. Statista - https://www.statista.com/statistics/617136/digital-population-worldwide/

2. Statista - https://www.statista.com/statistics/277125/share-of-website-traffic-coming-from-mobile-devices/ Source - https://www.statista.com/statistics/1201880/most-visited-websites-worldwide/
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India 99,008

United States
Brazil

Cermany

#1 Most popular social networks worldwide as
of February 2025, ranked by number of monthly
active users. Source:
https://www.statista.com/statistics/272014/glo
bal-social-networks-ranked-by-number-of-
users/

#2 Number of user data requests issued to
Facebook by federal agencies and governments
during 1st half 2024, by country). Source:
https://www.statista.com/statistics/287845/glo
bal-data-requests-from-facebook-by-federal-
agencies-and-governments/

France

United Kingdom

Poland

Taiwan

Mexico

Fi Argentina

Turkey

Colombia

Spain

Canada

Australia

Italy

Pakistan

Ecuador

Austria

South Korea

Mumber of data requests



Investigations... Social Media Posts

Washington DC shooting suspect
accused Israel of 'atrocities' in social
media post, Sky News finds

Sky News has uncovered what is believed to be a statement by the
shooting suspect posted at 10pm local time, around an hour after

the shooting - suggesting it was scheduled.
The letter, sighed with Rodriguez's name, was dated 20 May 2025.

In the lengthy essay, Rodriguez criticises Israel's actions in Gaza and

attacks the US government's position.

Source: https://news.sky.com/story/washington-shooting-suspect-accused-israel-of-atrocities-in-social-media-post-sky-news-finds-13372548
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Other Investigations...

Detection and prevention

Investigating suspicious claims for injury or workers’ compensation
IP theft
Online defamation

Due diligence




Investigations... considerations
Still need to...

Maintaining evidential integrity — no evidence bags
required here.

Ensuring chain of custody — robust audit trail(s).

Dates and times are still key when capturing OSINT
evidence.

So is hashing — uniquely identify the evidential items



Investigations... Ethics

Open source intelligence is the use of publicly produced
and publicly (and legally) available data that can be
collected and shared.

Be aware of the terms and conditions policies on the
public data you are trying to collect.

The collection of open source data and nothing more,
shouldn’t be associated with hacking, intrusion testing, or
anything similar.



H3 Search engines, meta
browsers, deep web
and people search
techniques



The Internet...

Surface web Dark web
The section of the Internet that is being indexed by ] )
search engines Challenging environment

22 1. . 1 . .
5 billion pages indexed Anonymous browsing network consists

175 zettabytes of data” of thousands of relays.

Accessed via ‘standard’ browsers - Chrome, Mozilla .. . .

Firefox, Opera, etc. Indexing is now happening (proxied
Deep web TOR sites — TOR2WEB)

Not indexed Accessed via ‘specialist’ browsers — TOR

Accessed via username and passwords Browser.

Some data out of the Deep web may be picked up
by search engines in the case of a data breach.

Accessed via ‘standard’ browsers - Chrome, Mozilla
Firefox, Opera, etc.

1: Source - https://www.ipxo.com/blog/how-big-is-the-internet/
2: Source: https://www.seagate.com/files/www-content/our-story/trends/files/idc-seagate-dataage-whitepaper.pdf
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Example

Like Bake, Yates played a key role in ensuring the site continued to run smoothly. He was responsible for
enforcing the rules by promoting or dropping other users, provided access to private and exclusive
sections of the site and advised on security measures. He also passed on training to others about the role
that he himself had received.

However, Yates was less careful around his own personal security. His username on the site was ‘yates704’
and in chat logs recovered by the NCA, he also told other users first name, his age and that he lived in
Eastbourne.

‘'vates704" was also found on ‘'HACKFORUMS.NET, a clear website forum dedicated to discussion relating
to hacker culture and cyber security.

impres

Investigators found 6,000 private messages between ‘yates704" and other users of The Annex. The fore be N—
conversations varied from fantasy roleplay involving the sexual abuse of children, as well as more official

conversations around the moderation of the site, advice on how to post indecent images of children and

technigues to evade law enforcement. orcement detection,

NCA officers identified Yates using these details and the email addresses associated to him and he was
arrested at his home in Eastbourne in July 2022.

Source: https://www.nationalcrimeagency.gov.uk/news/mechanic-who-had-secret-life-running-child-abuse-sites-on-the-dark-web-is-jailed
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Open Source... Methods

Defined as “... is the discipline that pertains to intelligence produced
from publicly available information that is collected, exploited, and
disseminated in a timely manner to an appropriate audience for the
purpose of addressing a specific intelligence requirement.”

U.S. Director of National Intelligence and the U.S. Department of
Defense. Source: US Army FM 2-0 Intelligence March 2010




Methods... Information Sources

Many websites and tools available that can be used to find publicly
available information about an organisation or individual.

Enable gathering of information about a person that is available on
various social networking sites.

Used to find previous versions of webpages

Provide access to company information that might otherwise be
difficult to obtain.

Find phone numbers, IP addresses, whois data, geo location, tracing,
and more.

Starting points: OSINT Framework, OSINT Tools and OSINT.Link.



http://osintframework.com/
https://www.osinttechniques.com/osint-tools.html
https://osint.link/

Methods... Information sources

General search engines Social Media networks Transportation
National search Facebook, Twitter, YouTube, 5
engines Instagram, Snapchat oman names
Meta search engines Weibo (China), VK (Russia) Internet archives

Results from multiple search

engines Blog search People search engines
Image, video and N

ewspaper searches -

document search pap Name, Address, Phone, Email
Reverse image search Public records IP Address
Geolocation Business records

Government websites



Methods... Tools

Remember Capturing the (online) evidence
Evidential integrity Web capture tools
Evidential chain of custody Searching
No digital devices have been Collecting and documenting

seized or examined. Timestamps and hashing

Audit trail
Secure cloud storage

Reporting



H4 Jsing open source
intelligence to gather
evidence online




Open Source... Case Studies - Bellingcat

Two Europol StopChildAbuse Images Skripal Poisoning Suspect Dr.

Geolocated - Alexander Mishkin, Hero of Russia -
https://www.bellingcat.com/news/20 https://www.bellingcat.com/news/uk

g’?o/plczh/i(l)(?gtvgs?e_i%ggeosl:geoIocated— -and-europe/2018/10/09/full-report-

part-i-madagascar/ skr|paI-p0|so.n|ng—suspect—dr—.
alexander-mishkin-hero-russia/

Google maps photos

. Passport photos
Google Earth imagery

Online biographical data
Geographic and demographic data ! |0grapni

examined Locations searches

Timeline analysis — tropical storms Telephone numbers


https://www.bellingcat.com/news/2019/12/05/two-europol-stopchildabuse-images-geolocated-part-i-madagascar/
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Open Source...

Planning
Ildentify potential sources from which information may be gathered from

Capturing and consolidation

Information collected from the chosen sources that may assist in the
Investigation

Analysis
Data analysis of the processed information
Presentation

Findings are presented/reported




Challenge

Work out the country/region/town
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6 FOREWORD

Foreword

| am pleased to present Europol’s Internet Organised
Crime Threat Assessment (IOCTA) 2026, the most
comprehensive analysis of the latest threats and
trends in cybercrime in the EU. This report also
serves as a critical call to action for all stakeholders
committed to safeguarding our society in the digital
domain and beyond.

The accelerating pace of cybercrime presents
progressively sophisticated threats to society, with
harmful implications both online and offline. As we
release this year's report “How encryption, proxies,
and Al are expanding cybercrime’, it is clear that law
enforcement must step up to address these evolving
challenges.

Cybercriminals are rapidly exploiting advanced
technologies, particularly Al tools, to enhance the
speed, efficiency, and scope of their illicit activities.
These tools not only enable automation in criminal
processes but also blur the lines between legitimate
and malicious uses of technology.

IOCTA 2026

The widespread use of end-to-end encryption
platforms and complex jurisdictional barriers create
significant investigative challenges, hindering the
identification of suspects and the corroboration of
evidence. Moreover, restrictive data retention policies
often leave law enforcement authorities unable to
access crucial data in a timely manner, impeding
their ability to track suspects and disrupt criminal
operations.

The resilience and adaptability of dark web
marketplaces and forums, coupled with the use of
cryptocurrencies, further complicate the efforts of
policing in the digital domain. The current online
fraud epidemic, the threat posed by ransomware
intertwining with hybrid threats, and the monetisation
of child sexual abuse material underscore the urgent
need for more proactive and collaborative efforts.

This call to action resonates deeply, and | am
committed to ensuring that Europol leads the way in
this critical endeavour. Together, we can build a more
secure and resilient digital future for all.

Catherine De Bolle
EXECUTIVE DIRECTOR OF EUROPOL
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Introduction

IOCTA 2026

The accelerating pace of cybercrime presents increasingly
sophisticated threats for society — with harmful implications
both online and offline. In parallel, it introduces additional
challenges for law enforcement, which must overcome the widening
‘velocity gap’. As AI tools become more accessible, cybercriminals
are able to lower the barrier to entry, scale operations more
effectively, and increasingly commit crimes without direct
involvement in the operations. This evolution means that
criminals will likely minimise the time needed to launch
attacks, while increasing both their scale and personalisation.
Law enforcement authorities (LEAs), therefore, must adopt and
integrate AI capabilities proactively to anticipate, understand,
and mitigate emerging threats, ensuring society’'s security in

the digital domain while respecting fundamental rights and data

protection.

The challenges of investigating and
prosecuting cybercrime: Data and
jurisdictional barriers

The widespread criminal use of end-to-end encryption
(E2EE) platforms, coupled with complex jurisdictional
and technical barriers, creates significant investigative
blind spots. These obstacles hinder the identification
of suspects and the corroboration of evidence,
ultimately slowing down investigations and weakening
preventive actions against imminent threats. To close
this gap and counter the abuse of E2EE applications,
LEAs must advocate for regulatory frameworks and
expand collaborative initiatives with online service
providers (OSPs).

Moreover, LEAs are often hampered by restrictive

or inadequate data retention policies. By the time
investigators request access to relevant data, it is
often no longer available, impairing their ability to
track suspects or disrupt criminal operations. The
alignment of data retention policies across digital
service providers, not just in terms of retention
duration but also regarding which data is kept, would
significantly enhance LE capabilities.

Cybercrime enablers: Resilient,
adaptable, and sophisticated

The resilience of dark web marketplaces and forums
plays a critical role in facilitating cybercrime. These
platforms are becoming increasingly specialised

and fragmented, intertwining more and more with
E2EE messaging platforms, in a hybrid ecosystem of
anonymity. Despite continuous takedowns by LEAs,
these criminal actors show remarkable adaptability,
with new platforms emerging rapidly to replace those
that are disrupted.

Cryptocurrencies remain the preferred payment
method for cybercriminals, particularly in ransomware
attacks. The growing use of high-opacity coins and
mixing services further complicates LEAS' ability to
track illicit financial flows. With the increasing overlap
between surface and dark web channels, enabled by
E2EE and anonymised services, cybercriminals are
conducting near-real-time crypto transactions. This
enhances their ability to launder money across both
the cybercrime and wider organised crime landscape.

Cybercriminals continue to exploit both commercial
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E2EE platforms and decentralised protocols. As
these technologies become more accessible, they
allow criminals to operate with a larger user base,
further complicating LE efforts. The strategic use

of bullet-proof hosting, infrastructure spread across
multiple jurisdictions, and layered routing schemes
via residential proxies make it increasingly difficult for

LEAs to detect and track criminal activity.

Online fraud schemes: A growing threat

Fraud schemes represent the fastest-growing area
of organised crime. Criminal networks target both
individuals and organisations, generating substantial
profits from schemes like investment fraud, business
email compromise (BEC), and fraud against online
payment systems. Investment fraud, particularly
related to cryptocurrencies, is especially prevalent.

Online fraud schemes (OFS) networks operate as
highly efficient, transnational industries, utilising a
range of logistical, technical, and financial operations
to perpetrate large-scale fraud. Phishing, the use of
SIM boxes, and malicious advertising are common
tactics used to steal funds and personal information.
With the increasing adoption of generative Al,
fraudsters can now personalise social engineering
techniques, making them more convincing and
dangerous.

The use of crime-as-a-service (CaaS), where
fraudsters can outsource criminal activities like
cryptocurrency theft, further expands the reach of
online fraud. As Al tools become more sophisticated
but also mainstream, the threat posed by OFS is set to
further escalate, with automated processes enhancing
the speed and scale of victimisation.

Ransomware: A complex and evolving
landscape

Ransomware remains a dominant threat across the
EU, with more than 120 active ransomware brands
observed by Europol in 2025. Criminal actors continue
to exploit vulnerabilities in the digital supply chain and
employ increasingly sophisticated social engineering
techniques. The extortion model continues shifting
from encrypting data to pressuring victims to pay for
their data to not be released.

IOCTA 2026

While financial gain remains the primary driver of
cyber-attacks, the relationship between hybrid threat
actors and cybercriminals is blurring. Hybrid threat
actors are increasingly using cybercriminal networks
as proxies for disruptive operations, including DDoS
attacks, intrusions, and ransomware attacks. In the
growing CaaS economy, hybrid threat actors are
simply another customer, further complicating efforts
to counter these multifaceted threats.

The ransomware landscape continues to evolve with
the expansion of ransomware-as-a-service (Raas),
as criminal actors adapt their platforms and launch
new services to attract affiliates. There is also a
continuous proliferation of extortion tactics that
criminals use to apply psychological pressure on
victims, including data exfiltration, DDoS attacks, and

cold-calling.

Child sexual abuse material (CSAM):
New technologies and monetisation

Child sexual exploitation (CSE) offenders are

rapidly adapting to new technologies, expanding
their crimes, upscaling abuse opportunities, and
making the exchange of CSAM more efficient, while
simultaneously complicating law enforcement
efforts. The trade in CSAM is growing, with offenders
exploiting online platforms for both the production and
distribution of illicit material. Live distant child abuse
(LDCA) in particular, remains a persistent challenge
as the lack of evidence in these crimes makes them
difficult to investigate.

The trade in CSAM for financial gain is increasing, and
multi-layered extortion models are also becoming
more common, with offenders manipulating victims to
produce more content, send money or commit violent
acts. The rise of Al-generated CSAM poses additional
challenges for victim identification and investigative
capabilities. As the trade grows, more platforms
selling CSAM also emerge.

The exploitation of E2EE platforms by CSE offenders
and online extortion communities such as The Com
network pose extremely serious threats to children
and to society, creating a complex criminal landscape
where CSE, cyber-attacks, extortion, assault, rape,
murder, and violent extremism intertwine.
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Looking ahead

The landscape of cybercrime will continue to rapidly
evolve, driven by increasingly sophisticated tools and
methods. To effectively combat these threats, LEAs
must invest in Al capabilities, improve cross-border
cooperation, and advocate for stronger data retention
and lawful access policies. As criminals exploit new
technologies and create complex networks, law
enforcement must adapt quickly to ensure the safety
and security of the digital world.

In the coming years, law enforcement’s ability to
tackle cybercrime will depend on its capacity to bridge
this ‘velocity gap’ by harnessing technology. However,
the rapid evolution of cybercrime will require more
than just technological integration - it will require
closer collaboration with the private sector. LEAs must
secure access to the vast data held by online service
providers (OSPs), in order to identify and apprehend
criminals and terrorists effectively.

IOCTA

2026
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Key Developments

+ Dark web marketplaces are increasingly fragmented, moving towards more
specialised platforms catering to specific criminal activities. Despite ongoing
takedowns and law enforcement efforts, marketplaces demonstrate remarkable
resilience, with new ones emerging rapidly to replace those disrupted. Forums
function as migration hubs after a prominent market is closed down.

+ Cryptocurrencies continue to serve as the preferred payment method for
ransomware attacks. A growing trend towards high-opacity coins resistant to
blockchain tracing tools poses new challenges to law enforcement authorities.
Mixing services frequently located in offshore jurisdictions are making the
tracking of illicit transactions even more challenging.

4+ The distinction between surface and dark web commmunication channels is
becoming increasingly blurred, as E2EE platforms and anonymised services
now connect the two realms.

+ The abuse of the Domain Name System (DNS) allows criminals to effectively
exploit the time period between domain registration and LE intervention.

+ Criminals are moving towards more complex operational set-ups, hosted on
sub-sub-leased servers or self-deployed infrastructure, routed through multiple
obfuscation layers and increasingly masked by residential proxies, which makes
them significantly harder for LEAs to trace and dismantle.

In the fast-evolving cybercrime landscape, various Among the facilitators of financial cybercrime, privacy
enablers facilitate illicit operations, creating a complex coins and off-shore exchange services play a pivotal
environment that challenges LE investigations. role in the laundering of ransomware payments.

The fragmented yet resilient nature of dark web Besides, the integration of automation and Al in
marketplaces and forums serves as primary cybercrime operations pose several future threats.
entry point for cybercriminals. Cybercriminal are Criminal networks also continue to abuse the DNS
implementing more layers in their infrastructures to for both cyber-attacks and online fraud schemes
further challenge their tracing and identification. (OFS), where slow reporting mechanisms undermine

mitigation and prevention efforts.
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11 The dark web ecosystem

In 2025, the dark web continued to function as

a critical enabler within the global cybercrime
ecosystem, providing operational infrastructure,
services, and anonymity. While LEAs are able to
exert pressure through takedowns, dark web forums
continue to shape the underground economy. The
dark web continued to demonstrate resilience and
dynamism, as marketplaces adapt, user migration
becomes easier and faster, and communication
platforms diversify.

Marketplaces: fragmentation,
specialisation and resilience

General-purpose marketplaces, once the dark

web core hubs for illicit trade, have shown signs

of contraction. The average lifespan of criminal
markets further shortened and administrators appear
increasingly risk-averse due to international LEA
actions. Following takedowns, users migrate to other
marketplaces, moving where the number of listings
rapidly increases. Markets do not have enough time
to build up large user numbers anymore, leading to

a fragmentation, internal instability and widespread
mistrust among users.

Smaller, dedicated platforms continued to gain
traction'. They focus on mediating tools and services
for fraud (bank accounts, one-time password (OTP)
bypass tools, compromised card data), access
brokerage (compromised RDP/VPN credentials),
malware services (stealers, droppers, loaders), etc.
Smaller communities improve the operational security
of the platform by limiting exposure and enable
administrators to vet or restrict memberships.

However, dedicated marketplaces also experience
instability, with exit scams via sudden shutdowns
remaining endemic. Administrators increasingly plan
shutdowns, to disappear with users’ funds at the first
sign of trouble. Shutdown plans involve coordinated
deletion, rapid infrastructure turnover, and exit scams.
These safeguards reduce the window for asset seizure
and hamper digital forensic analysis of seized devices.

EUROPE-WIDE TAKEDOWN HITS LONGEST-
STANDING DARK WEB DRUG MARKET

Archetyp Market operated as a drug
marketplace since 2020, amassing more
than 600 000 users worldwide, with

a total transaction volume of at least

EUR 250 million. With over 17 000 listings,
it was one of the few dark web markets that
allowed the sale of fentanyl and other highly
potent synthetic opioids, contributing to the
growing threat posed by these substances
in the EU and beyond. In June 2025, a large-
scale LE operation, supported by Europol
and Eurojust, led to the dismantlement

of the market. Coordinated actions took
place across Germany, the Netherlands,
Romania, Spain, and Sweden, targeting

the platform’s administrator, moderators,
key vendors, and technical infrastructure.
The platform’s infrastructure was based

in the Netherlands, while its administrator
— a 30-year-old German national — was
arrested in Barcelona, Spain. Measures
were taken in Germany and Sweden against
one moderator and six of the marketplace’s
highest vendors, and assets, worth

EUR 7.8 million, were seized?.

Shortly after the takedown of Archetyp Market,
Abacus Market (once the largest market in listings)
and MGM Grand (with more than 15 500 listings)

shut down. As the largest remaining Bitcoin-enabled
markets, their wide userbase made them vulnerable to
heightened LE scrutiny and potential intervention. LE
actions potentially prompted administrators to choose
self-preservation and exit scamming over risks of
seizure.

A new marketplace called BlackOps was then
launched in July 2025. It immediately listed

471 942 items, and then grew to 63 979 by the end

of November 2025. This growth underscores the
hypothesis that the shutdown of popular markets
triggers user migration and identification of new
opportunities for criminal action. Together with
TorZon and Nexus Market, the three quickly became
the marketplaces with the largest number of listings
by the end of the year.
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Forums as the primary entry vector

Forums remain key entry points for aspiring
cybercriminals and provide a critical environment

to advertise leaked or breached data listed on
marketplaces. They also provide onboarding, tutorials,
and MO development, trust-based social structures,
opportunities for recruitment and vetting, and
migration hubs when platforms are dismantled.

The dynamism of forums’ is well illustrated by users’
migrations from legacy communities — such as
BreachForums and XSS® — towards smaller, invitation-
only spaces. When forums collapse, user migration is
rapid, and new iterations or successor forums emerge
within weeks, sometimes backed by the same core
actors.

In 2025, DarkForums has emerged as the successor
of BreachForums (read more in the cyber-attacks
chapter), enabling the exchange of leaked data, sale of
malware, and distribution of hacking tools across both

its surface- and Tor-based platforms.

1.2 The criminal
infrastructure: from
residential proxy to
proprietary hosting services

Modern threat actors rarely confine their operations to
the dark web alone. Instead, they increasingly rely on a
hybrid ecosystem of anonymity, which includes E2EE
messaging platforms and decentralised protocols
across both clear and dark web.

Bullet-proof hosting and layered
anonymisation as persistent blockers

Cybercriminals continue to rely on BPH providers,
which create resilience for their backend
infrastructure. These services, sometimes embedded
within multi-layered leasing arrangements (sub-
sub-leasing) are nested across several jurisdictions,
systematically disregarding abuse notifications and
judicial takedown requests. Legal measures directed
at these hosting providers often result in LEAs
obtaining delayed or incomplete electronic evidence,
due to limited data retention frameworks or redirection
of the judicial requests to intermediaries.

Enhanced anonymisation methods, such as routing
traffic through multiple VPN servers (VPN-chaining)
and Tor nodes, are also increasingly observed. These
techniques introduce successive layers of masked IPs,
and possible encryption, before the traffic reaches the
hosting environment, complicating source attribution
and delaying the investigation due to numerous
additional cross-border judicial requests.

Some criminal networks increasingly bypass third-
party providers and deploy their own proprietary
infrastructure. By owning the hardware, these groups
effectively avoid localisation and seizure warrants.

Residential proxy services marketed to
cybercriminals

The use of residential proxies in the cybercriminals’
attack infrastructure helps camouflage their activity
as legitimate traffic, making it harder for LEAs to
detect, track and attribute malicious traffic routed
through home-user IPs in different countries.
Residential proxies act as intermediary servers, with
an IP-address assigned to an internet-connected
home device. They are widely available and marketed
as a way to bypass geo-block or verifications, but
these connections can be hijacked or rented by
cybercriminals and used to disguise malicious traffic,
launch DDoS attacks or scrape data.

Residential proxies can become compromised
through vulnerabilities in the unpatched and/or
unsecured home appliances or by installing malicious
applications that grant access to the device. The
proxy networks are easy to maintain - even following
a disruption causing a proxy’s unavailability, the
vulnerability leveraged for the initial compromise

is likely still present and may be exploited again, by

a different actor, putting it back onto the criminal
market.

DNS abuse: a critical delivery
infrastructure for cyber-attacks and
OFS

DNS abuse effectively bridges the gap between
criminal infrastructure and victims of both OFS and
cyber-attacks*. Technical DNS abuse and website
content abuse are tightly intertwined in the criminal
process. For instance, criminals register domains
to harvest user credentials through imitations of
legitimate websites (e.g. financial institutions).
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Additionally, ransomware and malware operations
abuse DNS for delivery and for Command and Control
(C2) of botnets, leveraging residential proxies to
anonymise traffic and impersonate legitimate users.

Criminal networks exploit efficiently the time period
between domain registration and LE intervention.

The absence of automated reporting interfaces and
the reliance on slow, cross-border judicial assistance
protocols prevent the mitigation (e.g. blocking or
take-down of malicious domains) required to stop
automated fraud and malware distribution campaigns
before they reach scale.

1.3 Cryptocurrencies and
other financial facilitators

The use of cryptocurrencies in cybercrime is evolving
rapidly, adapting to advancements in blockchain

technology, decentralisation, and anonymisation tools.

Cryptocurrencies are used to conduct illicit activities
through automated tools. They are no longer solely
a cybercrime facilitator but now a well-established
obfuscation means in the wider SOC landscape.

Privacy coins and off-shore exchange
services make ransomware more
sophisticated

In 2025, cryptocurrencies served as the preferred
payment method for ransomware attacks, mainly
due to their relative anonymity and borderless nature.
Offenders have been increasingly utilising privacy
coins, thanks to their built-in anonymity features,

to further obfuscate the origins and destinations of
their transactions. This shift highlights a growing
trend towards high-opacity coins that are resistant

to blockchain tracing tools, posing new challenges

to LEAs. Criminals often favour the use of exchange
services located in jurisdictions with loose anti-money
laundering (AML) protocols or off-shore financial
centres.

The growing popularity of
cryptocurrencies broadens the target
pool

Cryptocurrencies remained largely targeted in cyber-
enabled fraud, as they are also becoming increasingly
accessible to minors and young adults, also via social
media ‘get-rich’ schemes, and for peer-to-peer trading.
Having gained wider acceptance as a form of payment
and investment, a sharp rise in crypto assets thefts
has been reported in 2025 (read more in the section
on cryptocurrency drainers). Minors may unknowingly
engage in money laundering by renting out wallets or
receiving crypto ‘gifts’ from cybercriminals.

Mixing-as-a-service for money
laundering

One of the most significant trends for cybercriminal
usage of cryptocurrencies in 2025 is the rise of
chain-hopping linked to money laundering (ML)
operations. With the advent of blockchain bridges,
which facilitate the transfer of assets between
blockchains, criminals can move funds rapidly

across blockchains, further complicating the

process of tracing illicit transactions. Bridging as
such is a legitimate and essential technology in the
cryptocurrency industry, serving as the ‘connective
tissue' that enables interoperability between otherwise
isolated blockchain networks. Criminals would use

a bridge to access opportunities on different chains
without selling assets and paying exchange fees.
Their speed, liquidity, and relative decentralised nature
make them the preferred laundering method for
ransomware actors and major dark web marketplace
administrators.

The use of privacy coins remains popular among
professional money launderers linked to ransomware
operations, spoofing services and other forms of
cybercrime, despite their declining use on centralised
exchanges due to bans.

Especially for vendors on dark web marketplaces,
‘coinjoin’ services combining multiple coins from
multiple users into a single transaction' remain

a popular mixing solution (even if regulatory and
enforcement pressure have increased following the

CoindJoin is a privacy-focused technique used in cryptocurrency transactions to enhance anonymity. It works by combining
multiple transactions from different users into a single transaction, making it difficult to trace the origin and destination of the
funds. This process helps to break the link between the sender and receiver, thereby increasing privacy.
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takedown of cryptomixer.io). As coinjoin services are
rather ‘slow’ (a single mixing round can take an hour),
users seeking speedy movement of illegal funds to

an off-ramp'' choose faster solutions, such as smart
contract-based mixers (also known as ‘mixer-as-a-
service') and decentralised exchanges (DEXs). These
services utilise automated market makers (AMMs)

for instant settlement, eliminating the need for
manual order book matching, middleman approval,

or custodian delays. They operate directly on-chain,
allowing for 24/7, peer-to-contract trading. The
growing prevalence of such services has made the
tracking of illicit transactions even more challenging
for investigators, as these platforms bypass traditional
financial institutions that enforce know your customer
(KYC) and AML regulations.

EUROPOL AND PARTNERS SHUT DOWN
CRYPTOMIXER

An illegal cryptocurrency mixing service
called ‘Cryptomixer’ was suspected of
facilitating cybercrime and money laundering.
Cryptomixer was a hybrid mixing service,
accessible via both clear and dark web. It
facilitated the obfuscation of criminal funds
for ransomware groups, dark web forums

and markets. Its software blocked the
traceability of funds on the blockchain, making
it the platform of choice for cybercriminals
seeking to launder illegal proceeds from a
variety of criminal activities, such as drug
trafficking, weapons trafficking, ransomware,
and payment card fraud. Since its creation

in 2016, over EUR 1.3 billion in Bitcoin were
mixed through the service. In November 2025,
Europol supported an action week conducted
by LE in Switzerland and Germany in Zurich,
Switzerland. Three servers were taken down
and seized in Switzerland, along with the
cryptomixer.io domain. The operation resulted
in the confiscation of over 12 terabytes of
data and more than EUR 25 million worth in
cryptocurrencies®.

Other fintech services such as pre-paid
cryptocurrency credit cards provide off-ramp
services to integrate illicit funds into licit financial
flows, bypassing EU AML rules. Cryptocurrency-to-
cash desks remain a critical physical service where
digital theft is converted into fiat currency. This dual
evolution in both physical and digital vectors, the
latter all accessible via smartphone, contribute to
the further diversification of channels for money
laundering and criminal finance, making illicit financial
flows increasingly difficult to trace.

1.4 Automation and Al

The rapid evolution and accessibility of a wide range
of Al tools continuously create opportunities for the
whole cybercrime ecosystem to increase efficiency,
speed and reach. Criminal networks involved in
cybercrime adeptly harness Al and automation to
upscale their operations, facilitated by the parallel
integration of Al capabilities in legitimate security
contexts and business applications, which opens
further avenues for exploitation.

Transnational communities of child sexual exploitation
(CSE) offenders, fraud networks, and ransomware
groups are constantly working to expand their
operational capabilities and operational security
through the use of generative Al tools and automated
bots. Cybercriminals also take advantage of legitimate
commercial applications using Al technology.

The dark web remains an important hub for malicious
large language models (LLMSs), which are built or
adapted to remove ethical constraints and filters from
legitimate commercial solutions®. Al models can

also be tailored for criminal purposes by providing
inputs that are most relevant and accurate for that
application. For example, malware samples, guides on
how to carry out OFS or how to set up infrastructure
not to be detected and identified can be used to
improve the precision and quality of the malicious
output of the model.

Crypto on-ramps and crypto off-ramps are services that allow users to exchange fiat currency — government-issued money
— for cryptocurrencies, and vice versa. They connect bank accounts, payment cards and digital wallets to crypto exchanges or
platforms, so people can buy, sell or spend digital assets securely and easily.
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Key Developments

IOCTA

+ The threat from online fraud schemes continues to grow, supported by a
criminal infrastructure enabling speed, industrial-scale victimisation and
increased anonymity. Online fraud schemes commonly involve phishing, with
malicious advertising as a popular attack vector, enabling the targeting of
victims with precision. The abuse of SIM boxes provides hardware for large-
scale attacks.

+ Certain criminal networks have shifted away from using commercial bulletproof

hosting and instead have started to deploy their own infrastructure, so as to
bypass KYC protocols and disrupt traditional evidence chains.

+ The theft of digital assets via cryptocurrency drainers has matured to a crime-
as-a-service (CaaS) system, driven by the uptake of DeFi across the EU, their
growing popularity for money laundering purposes, as well as a rising diversity
in digital assets available.

+ While fraudsters’ use of generative Al has improved their ability to personalise
social engineering techniques, the criminal adoption of agentic Al to
automate parts of the criminal process is set to raise the threat from OFS to
unprecedented levels.

Fraud schemes represent the fastest-growing
area of organised crime. Fraudsters generate
large profits by targeting individuals, public and
private sector organisations, and their data.
Investment fraud (especially crypto), business
email compromise (BEC), romance, tech support
and fraud against payment systems are the
most common OFS typologies reported by
Member States.

While sophistication of techniques and modi
operandi vary, cybercriminal networks are
particularly active in fraud against payment
systems, aimed either at stealing funds or at
obtaining personal information’. Stolen data are
not just used for the fraud scheme but often sold
onwards and further exploited by other criminals,
via clear and dark web, in a vicious loop where
targets are relentlessly re-victimised.

2026
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2.1 OFS threat becomes
faster and more concealed

Law enforcement reporting throughout 2025 indicated
a transition from a threat landscape largely defined

by volume and variety of fraud schemes to one

also characterised by velocity and more complex
operational security.

The adoption of technological advancements allowed
OFS to evolve into a high-speed and borderless Al-
leveraged criminal activity. Generative Al continued
to accelerate online fraud, enabling criminal networks
operating from outside the EU to personalise
narratives with ease and target EU citizens at high
speed and vast scale. This is exemplified in Al-
assisted impersonation (e.g. of bank helpdesk or law
enforcement personnel), and enhanced realism in
business email compromise (BEC) and CEO fraud.

By advertising on very large online platforms (VLOPs)?,
criminal networks can industrialise victims' targeting
and bypass geographic or linguistic barriers, a
significant enabler especially for crypto investment
fraud, now largely happening on VLOPs.

SIM boxes: The industry-like system

The use of SIM boxes to enable fraud has further
globalised, with this technology internationally
sourced by criminal networks targeting the EU. These
farms can provide mass-scale anonymity for phishing
campaigns, allowing criminal networks to bypass KYC
protocols and subscribe to thousands of services
simultaneously — including fraudulent advertising
platforms and fake accounts for social media and
communication applications. Fraudulent platforms
and accounts can be localised to the targeted country,
concealing the fraudsters’ identity and location.

A _SIM box is a device that houses
hundreds of SIM cards used as

part of a voice-over-IP gateway
installation. Criminals use them to
mask communication data and to make
calls or send SMS messages at cheaper
rates. A group of SIM boxes is known as
SIM farm. SIM farms can facilitate the
dissemination of thousands of SMS, calls
and social media posts to enable large-
scale fraud.

Active farms have been identified in the EU and are
often utilised remotely by criminal networks based
in other jurisdictions. The global reach of these
anonymity services illustrates that the SIM box
ecosystem is a cohesive, transnational supply chain
rather than a localised threat.

Criminal associates travel to jurisdictions where SIM
bulk purchasing is possible and registration is either
not necessary or less regulated. These assets are then
physically trafficked to hosting locations, to populate
the industrial-scale SIM farms that nowadays
underpin the majority of online fraud operations. This
illustrates criminal reliance on a dedicated physical
supply chain that law enforcement can intercept.
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CAAS NETWORK PROVIDING SIM BOXES
FOR TELECOMMUNICATIONS-ENABLED
CYBERCRIMES

A network of seven Latvian nationals had

set up a SIM farm used to enable crimes
against thousands of victims across Europe.
The infrastructure comprised at least 1 200
SIM-box devices, operating 40 000 SIM cards
linked to telephone numbers registered to
people from over 80 countries around the
world, offered for criminal abuse. Most fraud
schemes using this service involved phishing
to gain access to victims’ e-mail and banking
accounts. While the true scale of this network
is still being uncovered, more than 49 million
online accounts were created on the basis

of the illegal service provided by suspects.
Offences facilitated by this criminal service
included various forms of online fraud, but
also extortion, migrant smuggling and the
distribution of child sexual abuse material. The
damage caused to victims amounts to millions
of Euros. Austrian, Estonian, Latvian, and
Finnish authorities, supported by Eurojust and

Europol, arrested the group in October 2025°.

FIGURE 1 - SIM BOXES AND SIM CARDS SEIZED DURING
THE OPERATION

IMSI catchers: an interception
technology used for OFS

While CaaS and technology advancements continue
to lower entry barriers for scammers, the primary
operational evolution is the deployment of more
sophisticated telecommunications infrastructure, to
bypass KYC protocols and disrupt traditional evidence
chains, as commonly seen in phishing and account
takeover (ATO) campaigns.

Arise in the use of IMSI catchers (and SMS blasters,
also enabled to send SMS messages) points to the
adoption of interception technology by criminal
networks.

An_IMSI catcher is a device that mimics
a cell tower, broadcasting signals to
make mobile phones in its range connect
to it, thus enabling the harvesting of
personal and sensitive data. Devices
that also have the capability to send
SMS_messages, are referred to as SMS
blasters.

Since the connection is downgraded to 2G, these
attacks can occur ‘'under the radar’ of commercial
telecommunication providers — effectively bypassing
the legitimate network, thus allowing criminals to
avoid attribution and disrupt traditional evidence
chains.
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2.2 Relay attacks

Relay attacks on payment terminals increased in the EU throughout 2025, specifically terminal-to-terminal and
card-to-terminal vectors (see figure 2). In a terminal-to-terminal relay attack, transaction data is transferred in real-
time between a payment card (or digital wallet) and a relay device in possession of the criminal to enable cash-
out. In a card-to-terminal relay attack, the victim is deceived into installing a malicious app and insert card details

and PIN, which are then used by criminals to cash out.

RELAY ATTACKS AND THEIR DIFFERENT FORMS = EURSPOL
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FIGURE 2 - SIMPLIFIED OVERVIEW OF RELAY ATTACKS AND THEIR DIFFERENT FORMS: TERMINAL-TO-TERMINAL

AND CARD-TO-TERMINAL [SOURCE: EUROPOL]

2.3 Digital asset theft via
cryptocurrency drainers

Theft of digital assets via cryptocurrency drainers
kept fluctuating throughout the year, due to a volatile
cryptocurrencies market and subsequent user activity,
as well changes in the criminal landscape (i.e. the
acquisition of a large crypto wallet draining service,
Inferno Drainer, by a rival draining-as-a-service
provider, Angel Drainer, in October 2024)".

Cryptocurrency drainers are specialised malwares
that target the Web3 ecosystem', designed to grant

attackers unauthorised control over victims' wallets.
The attack vector relies heavily on phishing and social
engineering; victims are manipulated into connecting
their wallets to malicious smart contracts and
unknowingly approving transactions that authorise
the immediate draining of their funds. This threat has
matured into a CaaS system.

It is plausible that cryptocurrency drainers are also
used by hybrid-actor-linked criminal networks. The
threat may continue to expand in line with increasing
public uptake of cryptocurrencies and the utility of
these assets for laundering criminal proceeds.

Web3, short for Web 3.0, refers to the newer generation of the internet, more decentralised, open, and user-controlled
compared to the Web 2.0. Web3 leverages privacy-reducing technologies like blockchain, smart contracts, DeFi, NFTs, etc.
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2.4 OFS networks rely on a
wide range of enablers

The smartphone is the essential common
denominator in modern OFS developments,
functioning not merely as a communication tool but
as the primary means to circumvent KYC checks.
While caller ID spoofing' continues to be a major
enabler for fraud, online fraudsters have learned to
abuse the rapid customer onboarding business model
of neo-banks'®. They enable the fast registration of a
continuous stream of new accounts and customers,
which places pressure on KYC mechanisms.

Parallel to this increased reliance on mobile identity
and financial services, some criminal networks
involved in OFS have moved away from commercial
bulletproof hosting and are increasingly deploying
their own infrastructure™. This shift represents a
countermeasure against LE access to backend data
(read more in the Cybercrime enablers chapter).

Infrastructure for anonymisation via virtual computers
has also been incorporated into the extensive

CaaS ecosystem supporting online fraud. Criminal
marketplaces offering virtual desktop services (VDS)""
allow fraudsters to enjoy full administrative control
and no usage limits, while enhancing anonymisation
and enabling location spoofing.

Malicious advertising (also called
malvertising) is another primary
enabler of high-volume and large-scale
fraud, especially relevant in crypto-
investment fraud schemes. Criminal
affiliate marketeers abuse VI0OPs and
legitimate marketing platforms to cater
to fraudsters huge volumes of victims,
behind a facade of legitimacy.

Malvertising ranges from advertisement of fraudulent
websites or mobile applications that imitate legitimate
banking, investment or trading platforms, to fake
accommodation or merchandise listings. Unlike
banks, which face license revocation for facilitating
financial crime, major tech platforms currently lack
comparable penalties to report fraudulent advertising
effectively'".

The prominence of phishing and smishing campaigns
is a direct adaptation to the EU shift towards two-
factor authentication (2FA). Despite EU regulations"
on 2FA™, and with biometric authentication (e.g.

face, fingerprint and iris identification) becoming
increasingly commonplace, criminals will continue

to seek technical ways to bypass these protocols.
However, social engineering and human error will
remain the weakest links for fraudsters to exploit.

While the deployment of agentic Al — systems
capable of autonomous operational planning and
execution — remains a developing driver for crime,
criminal networks continue to effectively utilise
generative Al to upscale their operations. Artificial
Intelligence support includes coding assistance and
generation of conversation scripts, to aid call centre
operators.

Voice chat bots are also increasingly deployed to
pre-screen victims at industrial volume, acting as

a filter for human operators, thereby significantly
increasing the efficiency of fraud centres. However,
industry intelligence reveals that this adoption comes
with vulnerabilities; criminals frequently rely on public,
jailbroken LLMs.

Caller ID spoofing is a technique used to falsify the information transmitted to the caller ID display in order to disguise the
caller identity. Caller ID spoofing usually happens on traditional landline phones, mobile phones, and Voice over Internet Protocol

(VoIP) systems.

A virtual desktop service, sometimes called Virtual Desktop Infrastructure (VDI) or Desktop-as-a-Service (DaaS), allows users
to access a desktop environment and its applications from anywhere, using any device with an internet connection. Instead of
running applications on a local device, the applications run on a remote server, and the user interacts with them through a virtual

desktop interface.

Despite the enforcement framework under the Digital Services Act (DSA), including fines for Very Large Online Platform
(VLOP) of up to 6% of the global turnover; European Commission, 2025, The enforcement framework under the Digital Services

Act, accessible at

Including the eIDAS Regulation and Payment Services Directive 2 (PSD2).
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Key Developments

+ The ransomware landscape remains highly volatile and fragmented due to an
increasing number of emerging ransomware brands, driven by competition
among criminal actors, the aftermath of LE actions and new available
technological resources. In 2025, Europol observed more than 120 active
ransomware brands, with ransomware attacks steadily increasing.

+ Ransomware-as-a-service (RaaS) groups are increasingly seeking to broaden
their service offerings to attract affiliates, including through functionalities
leveraging Al tools and more customisable branding.

+ There are noticeable overlaps across different ransomware operations and
brands and the affiliates and administrators involved, showing their significant

role in the ransomware ecosystem.

+ Hybrid threat actors leverage cybercriminal networks as proxies for
destabilisation purposes, through DDoS or ransomware attacks, for data theft
operations and to compromise strategic targets.

3.1 An increasingly
interwoven ecosystem

Ransomware persists as a key threat in the EU, with

a significant number of ransomware families' active
throughout 2025. Criminal actors continued leveraging
vulnerabilities and targeted the digital supply chain

to scale their attacks and deploy increasingly
sophisticated social engineering techniques. The
focus of the extortion has shifted from releasing
(decrypting) the data to pressuring victims to pay for it
to not be released (leaked), showing the importance of
data in today'’s digital economy.

While financial gain remains the dominant motivation
behind cyber-attacks, the relationships between
state hybrid threat and criminal actors have become
more and more interwoven. Hybrid threat actors use
cybercriminal networks as proxies for interference

activities, which include DDoS attacks, intrusions,
data theft operations and ransomware attacks.
Cybercriminals may serve as proxies unknowingly,
others in exchange for protection from prosecution or
under coercion'®. In the prevailing CaaS cybercrime
economy, hybrid threat actors just become customers
among other customers.

Ransomware: brands fragmentation and
short-lived operations

In 2025, Europol observed more than 120 active
ransomware brands, with ransomware attacks
steadily increasing. The ransomware environment
continues to be highly unstable and divided, fuelled
by a growing number of new brands, rivalry among
criminals, the consequences of LEAs interventions,
and the availability of new technological tools.

A ransomware family refers to ransomware samples sharing a common codebase, encryption method, or functional
characteristics. A brand is the name adopted by the cybercriminals, like a label chosen to be identified behind attacks/services/

tools.
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Many ransomware operations continue to be
short-lived and more likely to rebrand within a
shorter timeframe, with a noticeable overlap of
administrators and affiliates involved and between
different ransomware groups’ attack, proxy and
money laundering (ML) infrastructure. Ransomware
operators can easily pivot their activities, increasingly
thanks to the abundance of available leaked
ransomware codebases, Al-powered code-assembly
tools and Raas platforms enabling the creation by
other criminals of their own malware version.

Initial access is acquired in various ways, with

the method of choice usually dependent on the
ransomware operator’s skills and preferences.
Common attack vectors include phishing, infostealers,
exploiting unpatched vulnerabilities in public-facing
applications, via Initial Access Brokers (IABs), and/or
insider threats' continued to be deployed.

Multi-layered extortion tactics focus on
threat of data release

Most ransomware groups still deploy multi-layered
extortion tactics, with data exfiltration as a key
element of coercion. Many victims are more willing to
pay for their data not to be released (publicly leaked),
in contrast to the early days of ransomware, when
the extortion focused on the need of the victim for
the data to be released (i.e. decrypted) back to them.
Modern enterprises are generally more prepared to
deal with the impact of data being lost (encrypted or
erased), compared to being published. Simultaneous
DDosS attacks, spamming of corporate email
addresses and psychological pressure via cold-calling
are common in the extortion toolkit of ransomware
actors, and are sometimes offered as a service.

3.2 Main developments in the
ransomware ecosystem

Ransomware groups vary according to their barrier
to entry, their technical sophistication as well as
their motivation (i.e. financial, ideological or both).
They generally divide in three main groupings: public
affiliate programs, semi-closed and closed groups.

Public RaaS affiliate programs

Public Raa$S affiliate programs allow almost anyone
to sign up and carry out attacks using the different
capabilities integrated into their platform. In addition
to the malware assembler, these can include botnets
for pay-load distribution, tools for persistence

and victim monitoring, data exfiltration and ML
infrastructure, services for ransom negotiation and
leak-site hosting. The administrators of the platform
take a percentage of each ransom payment facilitated
through their service.

Running exfiltration-focused infrastructure and

data leak sites is highly resource-intensive, which

is why cybercriminals turn to Raa$S platforms. RaaS
providers, in turn, are incentivised to offer convenient
all-in-one solutions to attract affiliates and establish a
reputable and stable brand-identity.

Qilin emerged as a dominant ransomware family

in 2025. It offers its affiliates a comprehensive

toolkit and have recently included integrated DDoS
capabilities to pressure victims'®. The group seems to
be working on automating attack-based vulnerabilities
in Fortinet Secure Socket Layer (SSL) VPN devices,
thus enabling affiliates to launch attacks on desired
targets. The core group appears to be based in Russia,
with ties to the defunct Conti group. They present
themselves as an ideologically motivated group,
although activity appears financially driven and they
offer one of the highest affiliate profit-shares in the
market (80 % - 85 % of the ransom payment)"'.

A Secure Socket Layer protocol enables remote users to securely access corporate network resources using either a web
browser (web mode) or the FortiClient device, which provides full network access
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Akira, also with ties to Conti, is operating since
March 2023 and has maintained significant activity
in 2025. There are overlaps in the codebase used by
both groups as well as the crypto-wallet addresses
used by their affiliates. In 2025, Akira also expanded
their capabilities to target virtualised infrastructure,
likely by leveraging SonicWall'"' vulnerabilities for
initial access'™.

Following its takedown in 2024%°, LockBit has made
several attempts to rebound in 2025, although with
limited success. In May, LockBit suffered a data
breach resulting in builds, build configurations and
victim negotiation messages being leaked?'. Since
then, its activity dwindled and the number of victims
significantly decreased. LockBit 5.0 was released in
September, including variants capable of targeting
Windows, Linux and VMware. They have updated
anti-forensic mechanisms, faster encryption
routines, geolocation checks to avoid infecting
Russian-language systems, and other features that
complicate recovery. The new version is accessible
for a little over EUR 400 (USD 500)%.

DragonForce, a largely Russian-speaking group
active since 2023, stood out in 2025 with a novel
business model, capabilities and competitive
approach'V. DragonForce offers different payloads,
assembled from Conti and LockBit leaked
codebases, and allows affiliates to build different
variants for targeting Windows, Linux, VMware and
other platforms. In August, a new extortion service
was announced, offering exfiltrated data analysis
and the creation of tailored extortion materials (e.g.
call scripts, draft letters and advice reports), to
maximise the pressure on victims. The service fees
can be over 20 % of the ransom payment and it is
mainly marketed to affiliates targeting high-revenue
organisations?.

In September 2025, a new coalition between
DragonForce, LockBit and Qilin was announced on
the dark web.

PHOBOS AND 8BASE DISRUPTION*

Phobos had been a long-standing RaaS
provider with a particularly accessible and
adaptable platform, allowing customisation
of ransomware campaigns with minimal
technical expertise. Taking advantage of the
Phobos infrastructure, 8Base developed its
own variant. This group had been particularly
aggressive in its double extortion tactics,

not only encrypting victims’ data but also
threatening to publish stolen information
unless a ransom was paid. Phobos and
8Base declined in activity in 2025, following
coordinated international LE actions supported
by Europol and the arrests of four individuals
of Russian nationality. As a result of this
operation, law enforcement was also able to
warn more than 400 companies worldwide of
ongoing or imminent ransomware attacks.

SonicWall is a cybersecurity company specialised in next-generation firewalls (NGFW), network security.

Its disputes with the now disbanded RansomHub group saw their leak site being taken out in March 2025 and apparently not

having returned by the end of 2025.
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Semi-closed groups

Semi-closed affiliate programs are more selective
and likely to carry out targeted recruitment on
cybercriminal platforms. The core group, made of
developers and administrators, seek out skilled,
trustworthy and ideologically aligned affiliates to
carry out attacks using their platform.

Fog, a ransomware first detected in early 2024,
has a modular design, allowing attackers to control
the targets and scope of the encryption, content of
the ransom note and other aspects of the attack.
The group also has a dedicated leaks site and
negotiation portal to communicate to victims.
Currently it can be classified as a semi-closed
group, with operators using shared infrastructure
and tactics, techniques, and procedures (TTPs).

BlackBasta was a Russian-speaking group with also
roots in Conti?® that generally used spear-phishing or
exploitation of known vulnerabilities to gain access
to victims' networks. In 2025, BlackBasta suffered

a leak of its internal chat logs, containing a wide
range of information, such as phishing templates,
cryptocurrency addresses and victims' credentials?®.
The groups leak sites are inactive, but the criminal
actors related to BlackBasta are likely to continue
their activities under a different brand.

Closed groups

Closed ransomware groups consist of criminal actors
who have likely worked together for years and operate
with less dependence on CaaS. They develop their
own malware and sometimes exploits, use closed
communication channels, host much of their own
infrastructure, and carry out the attacks themselves.
These groups are usually sophisticated and more
resilient. As they do not rely on as many commercial
criminal services, their identification is more difficult,
because their traces are less likely to appear in seized
or leaked datasets. They maintain a high level of
operational security, and foster stronger trust within
their inner circle, further reducing the risk of exposure.

Clop is a longstanding closed group known for
systematically exploiting zero-day vulnerabilities?,
which resurfaced in February 2025 after a period
inactivity.

Play (also known as PlayCrypt) ransomware
group continued to be active in 2025. The group
has previously targeted critical infrastructure and
continues deploying double extortion tactic, with a
claimed guarantee on the secrecy of deals?®.



27 CYBER-ATTACKS I0CTA 2026

3.3 New hacking coalitions
threaten big tech and
customer data

In August 2025, the alleged Scattered LAPSUS$
Hunters (SLSH) alliance emerged, between
Scattered Spider, ShinyHunters and LAPSUSS
hacking collectives. These mostly English-speaking
collectives have previously been involved in a range
of cybercriminal activities, including online fraud
and SIM swapping, high-profile social engineering,
insider threat recruitment, data theft and extortion
campaigns against major corporations, healthcare
and transport providers.

The potential threat of this new coalition is
significant, considering the capabilities of the
groups’ members demonstrated in previous
attacks. There are also reports of SLSH members’
use of continues harassment and threats, which
are not guaranteed to stop even after victims'
ransom payments?. Some members of the three
groups also appear to be tied to E2EE channels
used by The Com network, engaged in real-life
violence, CSE and violent extremism, which further
indicates the fluidity between online criminal
communities (read more in the chapter on Child
Sexual Exploitation)®C.

Scattered Spider emerged around 2022 and
became known for their high-profile social
engineering attacks used to infiltrate corporate
networks and extorting their victims, as well
as online fraud and SIM-swapping activities.
In 2023, Scattered Spider members claimed
to have acted as an initial access broker

(IAB) against UK and US corporations via the
ALPHV/BlackCat ransomware affiliate group.
The group was also responsible for the cyber-
attack against Transport for London in 2024,
as well as for extorting many UK retail and US
healthcare providers?'.

LAPSUSS started their activities in 2021 as a
small but notorious extortion-focused group
that used spear-phishing, SIM-swapping and
insider recruitment techniques to breach major
tech firms like Microsoft, Samsung NVIDIA,
Okta, T-Mobile, Uber, Rockstar Games and
many others®2. In 2022, several members

were arrested by the City of London Police in
connection to these attacks, which led to the
group going dormant.

ShinyHunters is known for their large-

scale data theft and extortion campaign
against major tech companies. In May 2025,
ShinyHunters launched a social engineering
campaign that siphoned over a billion
Salesforce customer records by tricking
victims to connect a malicious app to their
organisation’s Salesforce portal®:.
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3.4 Infostealers continue
to cater for the cybercrime
market

Infostealers persisted as a key enabler for the entire
spectrum of cyber-attacks in 2025. Infostealers cater
to a broad illicit market of cybercriminals ranging from
IABs and ransomware affiliates to fraudsters®*.

TARGETING CYBERCRIMINAL ENABLERS
THROUGH GLOBAL PARTNERSHIPS

Continued iterations of the Europol-
coordinated operation Endgame successfully
disrupted infrastructure and criminal actors

in the CaasS environment. This included the
Smokeloader botnet®, which was run as a pay-
per-install service and enabled criminals to
access to victims’ machines for illicit activities,
ranging from keylogging to the deployment of
ransomware and cryptominers.

Another action in May, targeting initial access
malware services, dismantled Bumblebee,
Lactrodectus, Qakbot, Hijackloader, DanaBot,
Trickbot and Warmcookie malware strains®®.
Around 300 servers were taken down
worldwide, 650 domains neutralised, and
international arrest warrants issued against 20
targets.

In November, Endgame targeted infostealers
Rhadamantys, VenomRAT and the Elysium
botnet. More than 1 000 servers worldwide
were taken down or disrupted and the

main suspect behind VenomRAT arrested

in Greece®. The dismantled malware
infrastructure consisted of hundreds of
thousands of infected computers containing
millions of stolen credentials.

The success of LEAs actions against key enablers
also relies on contributions from the private sector,
providing technical support to the takedown, as well
as infrastructure identification and mapping.

3.5 DDoS attacks pose a
hybrid threat

Sustained by the wide availability of modular stressor
and booter service" offerings, DDoS attacks remain a
threat. They are often state-sponsored and driven by
ideological motivation®, but also deployed as a means
to extort victims or undermine competitors in the
criminal ecosystem®. Targets include governments,
critical infrastructure and high-impact economic
sectors. While effective mitigation measures are
generally in place and the impact is often low, the
relatively minimal effort needed to launch this kind of
attacks makes it an effective and sustainable strategy
for continuous destabilisation.

DDoS attacks carried out in connection with global
events of political significance, such as the June
2025 NATO Summit"', contributed to instil a sense of
insecurity in society and undermine public confidence
in institutions.

V' Tools designed to test the stress resistance of a network to see if the resources designated to it (e.g. bandwidth, CPU) can

withstand additional load.

VI During the 2025 NATO Summit, held in The Hague, Netherlands on 24-26 June 2025, several entities experienced DDoS
attacks, including websites of summit side events, international organisations, regional transport companies, platforms used for
public announcements by regional Dutch authorities and the municipality of The Hague. More information available at https://
www.ncsc.nl/waarschuwing/ddos-aanvallen-op-nederlandse-organisaties-rondom-navo-top-0 ; https://www.icc-cpi.int

news/icc-detects-and-contains-new-sophisticated-cyber-security-incident
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|
PRO-RUSSIAN CYBERCRIME NETWORK NONAME057(16)

Mainly Russian-speaking, a network called NoName057(16) known to be targeting governments and
corporations, was operating around a core group of individuals based in Russia, with several followers
not necessarily technically skilled and located in various countries, including the EU.

In July 2025, as part of Operation Eastwood, coordinated by Europol and Eurojust, and supported by
ENISA, the infrastructure of the network was disrupted, followed by a number of international arrests*°.
The countries involved were Belgium, Canada, Czechia, Denmark, Estonia, Finland, France, Germany,
Italy, Latvia, Lithuania, Netherlands, Poland, Romania, Spain, Sweden, Switzerland, Ukraine, and the
United States.

Following the disruption of the network infrastructure, a decline in activity of the NoName057(16) was
initially seen, however capability was quickly recovered and their activity resumed. More recently,

the group appears to be moving towards exploring and more impactful attacks, including against
industrial control systems.

NONAMEO57(16) OPERATION EASTWOOD

ARE WE STOPPING? NoName057(16), linked to 73 DDoS attacks per day

WHAT CRIMINAL ACTIVITIES ‘ This operation targeted the criminal network
of Ukrainian private and public actors.
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Key Developments

+ Extortion remains a key threat linked to CSE, with child victims manipulated into
sending money, producing more sexual content and committing violent acts,
including self-harm, to comply to the demands.

+ Trade in child sexual abuse material (CSAM) for financial gain is increasing.
While live-distant child abuse (LDCA) remains a persistent threat, financial
sexual extortion continues to surge. More platforms selling CSAM are identified,
along with scam sites related to the sale of CSAM.

+ Al-generated CSAM is increasingly being detected, creating additional difficulties
in the analysis of CSAM, victim identification, investigative capacity as well as

regulatory challenges.

+ E2EE messaging applications have become a prominent communication
environment for CSE offenders, for grooming, exchange of CSAM,
communication and networking, as they are fully aware of the difficulties that
LEAs have in obtaining the data exchanged via these applications.

The evolution of the threat posed by CSE continued

to be influenced by technological advancements.
Offenders show exceptionally quick adaptation to new
technologies, both to expand and make more efficient
the criminal process, but also as a countermeasure
against LE detection.

471 Sexual extortion cases
continue to spike

Sexual extortion continues to be a major threat
linked to CSE. It takes place in many shapes and
it is perpetrated by several types of offenders
who are moved by different motives, targeting an
ever-increasing number of underage victims, with
extremely serious consequences.

In 2025, the online distribution of self-generated
sexual material from children continued to be a
cause of concern. Even when it is not the result of
a criminal process of manipulation, it often leads

to several forms of CSE. Once the image is shared,
the child depicted loses control over it and it can be
re-distributed, traded, manipulated or posted on CSE
platforms, with the risk to remain online for years.
Such images are also often weaponised against the
child and used as a leverage for sexual extortion,
aiming either at sharing more explicit pictures or at
obtaining money (financial extortion).

Both the amount of self-generated sexual images
circulating online and the number of sexual extortion
cases reported are constantly spiking in volume.
Similar to previous years, the number of CyberTips
reports related to financial extortion received by
NCMEC between January and June 2025 increased
by about 70%'in comparison with the same period
the year before*. Such offences have serious
consequences in children who are pressured
psychologically and financially, with demands in
many cases persisting also after demands are met.
This process strongly impacts children who feel
overwhelmed, ashamed and scared, and often do not

seek for help.

The number of reports went from 13 842 in the first six months of 2024 compared to 23 593 in 2025.
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PREVENTION AND SUPPORT FOR VICTIMS:
HELP4U*

Prevention and support for victims are key to
mitigate online sexual abuse and CSE. Help4U
is a digital platform created by Europol and the
research centre CENTRIC to support children
and teenagers who are facing online sexual
abuse or other harmful online behaviour.

It was launched in November 2025 as part

of Europol’s broader public-awareness and
victim-support work on online child sexual
exploitation.

Help4U is designed mainly for minors who feel
unsafe online, for example because someone
is pressuring them for sexual content, sharing
their images without consent, or otherwise
abusing them. Minors can use it to find local
support services, get guidance in private

at their own pace, and, in some countries,
connect with professionals who can listen

and help them move towards safety and
recovery. It centralises trusted information

on rights, online safety, and practical next
steps (such as preserving evidence, blocking/
reporting offenders, and seeking help) in clear,
age-appropriate language. The platform also
provides tailored information for parents,
teachers, and other professionals who support
young people affected by online sexual
exploitation.

Help4U began as a pilot project between
Belgium, Germany, Ireland, the Netherlands
and Slovenia, and now includes Bulgaria,
Croatia, Cyprus, Greece, Hungary, Italy,
Portugal, Spain and Romania, with more
countries expected to join in 2026.

4.2 Shifting offender
behaviour: monetisation
of CSAM

Networking, coordination and CSAM exchange among
CSE offenders have traditionally relied on trust-based
relationships. As a form of countermeasure against
LE detection and social stigma, perpetrators tend to
form relatively closed, reputation-driven communities
where access and exchange are governed by social
ties, status, and long-term interaction. This applies
mostly for offenders driven by sexual interest towards
children, while a minority of perpetrators have been
carrying out and/or facilitating CSE offences operating
in an opportunistic way, driven by financial gain.

Nevertheless, a significant shift towards CSAM
monetisation appears to be influencing also offenders’
behaviour, as CSE offenders are not anymore
operating only within trusted circles and new types of
offences and infrastructure continue to emerge.

Several new platforms selling CSAM have been
identified and investigated throughout 2025. Many
of the platforms advertised as solely dedicated to
the sale of CSAM appear to be OFS sites. Users are
able to access only content previews of CSAM or

a limited amount of CSAM freely available on the
site front page, while an upfront payment (usually

in cryptocurrency) supposedly provides access to
exclusive content. Once the user pays or submits the
CSAM, they do not receive anything or receive access
credentials that do not work.
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KIDFLIX: A CSAM STREAMING PLATFORM ON
THE DARK WEB

Kidflix was a CSAM streaming platform on the
dark web, taken down by LE in 2025. During

its activity from 2021 to 2025, the platform
had more than 1.8 million users registered and
about 80 000 uploaded videos. There were
different types of account: basic, premium and
admin. With a basic account, users had access
only to previews or videos of low quality.
Gaining access only required setting up an
account with a new username and password.
To get full access users needed to obtain a
premium account, which could be obtained in
exchange for activity on the platform (upload
videos, like, rate or comment content). By
performing these activities, users would obtain
digital coins, called ‘candies’, and after gaining
a certain amount, they would obtain a premium
account.

The second possibility was to pay in
cryptocurrency, first making a donation

and then continue paying in a subscription
model. The investigation was led by German
authorities and supported by Europol, and
involved the participation of over 35 countries.
These efforts led to the seizure of the server
that was hosted in the Netherlands, the
identification of some 1 400 suspects of which
79 were arrested, and the safeguard of 39
children from sexual abuses*®.

Live Distant Child Abuse: a persistent
criminal activity in the EU

EU-based consumers mostly purchase live-streamed
CSAM of abuses happening in non-EU countries, but
cases of CSAM made of victims abused in the EU are
also reportedly sold among EU consumers.

The Philippines continues to be a hotspot for LDCA,
probably partly influenced by the widespread fluency
in English and fast and reliable internet connection

in the country. In addition, it is most likely related

to established cooperation mechanisms in place
and an enhanced national effort in combating CSE.
Intelligence suggests that many victims are located
in other regions, however these instances remain
under-detected. Prices of live-streaming sessions are
relatively low, leading to frequent and repeated abuse
of victims.
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4.3 E2EE applications for
networking and exchange
of CSAM

An ever-increasing number of group chats dedicated
to CSE is hosted on E2EE messaging applications.
These applications allow for networking, exchange of
CSAM and victims' grooming. A high amount of first-
generation CSAM has been identified in investigated
groups. E2EE provide high protection from LE scrutiny
and given their easy accessibility, they allow for a
larger userbase, including offenders who wouldn't
have neither the technical capabilities nor will to
access the dark web or other environments.

Similar to known patterns in forums in the dark

web, these groups operating on E2EE facilitate not
only networking and the exchange of CSAM, but

also function as ‘education’ environments, where
offenders freely exchange best practices on abuses
and countermeasures. In order to avoid LE infiltration,
many of these groups have vetting systems for

new members who want to join the group. Groups
sometimes migrate from one app to another to
diversify communication channels, but also if there
are suspicions that the hosting application cooperates
with the authorities.

THE_COM_NETWORK AND THE LINKS WITH CSE

Interconnected with the CSE criminal landscape,
online communities under the umbrella of The Com
network pose an extremely serious threat to children
and society as a whole. The criminal endeavours
carried out by these online communities are multiple,
creating a complex landscape where CSE, cyber-
attacks, extortion, assault, rape, murder, and violent
extremism intertwine. The network is extremely
dangerous and combating it is.a national priority in
several MS and third countries'’.

These networks are largely composed of children,
aged between 8 and 17. At the core of their activities
lays manipulation and violence, which are a constant
feature. There is a full range of individual maotivations
tojoin such communities, with some actors engaging
in_criminal activity for sexual gratification, social
reward or a sense of belonging**. Some members are
driven by a wish to cause fear and chaos, justifying
their criminal actions with ideological belief systems.
In.-many cases, the drivers for engagement in the
network’s criminal activities replicate those that
appear in gaming environments.

Offenders often target potential victims on gaming
platforms popular among children, and in some cases
even on channels used by youth to discuss mental/
physical difficulties. Vulnerable children are then
groomed on social media and messaging applications
with the love-bombing technique. Once sensitive
information and compromising images are shared

by the victim, the perpetrator uses those to force

the child into producing more self-generated sexual
material or perform and capture any other violent acts
against themselves or others.

The extreme violence, the tremendously high mental
and physical health impact on victims, the joining of
different criminal activities and actors, and the many
investigative challenges linked to data access and
E2EE applications, make this online phenomenon
particularly threatening. By constantly shifting their
activities between different digital spaces and E2EE
channels, The Com remains elusive and expands its
influence and reach.

For example, in December 2025, Canada formally designated the 764 network (including Maniac Murder Cult and Terrorgram
Collective) as a terrorist entity defining it a transnational ideologically motivated violent extremist network. This listing grants law

enforcement enhanced powers to counter it.
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4.4 Production of synthetic
CSAM is on the rise

The rapid evolution of Al tools and the ease of access
to them has created more advanced opportunities
for offenders, improving the quality of their grooming
techniques and scaling up the production of CSAM
with the introduction of Al-generated material.
Investigations on Al-generated material have already
emerged, with the identification of platforms made

of international communities of offenders dedicated
to the production and distribution of synthetic CSAM,
where they also exchange of technical skills to improve
quality, ready-made prompts, as well as operational
security tips.

The accessibility of Al tools has multiplied the

volume of CSAM available online, creating additional
challenges in the analysis of imagery and identification
of offenders. There are two main types of Al-generated
CSAM, either fully synthetic or partially synthetic. The
latter is usually generated with image-to-image models
that are able to modify existing images and produce
Al-altered CSAM.

Fully synthetic images are usually generated with
text-to-image models, where the user inserts a prompt
and obtains the desired image. Text-to-video models
have emerged, following the rapid development of
text-to-image models. In order to overcome content
moderation and obtain accurate results, Al-generated
CSAM is often produced in offline models trained with
authentic sexual abuse material. Bots editing images
to produce synthetic CSAM have also been detected in
E2EE groups.

MONTHLY SUBSCRIPTION TO Al-GENERATED
CSAM

A subscription business that gave paying
customers access to high-quality Al-generated
CSAM as well to exclusive communities of

Al offenders was created and managed by a
28-year-old suspect, who was also producing
Al-generated CSAM and distributing it on the
online platform. The exclusive community of
Al offenders had around 1 500 members who
were exchanging tips on how to best exploit
technology to obtain CSAM and how to avoid
detection. Customers were from 29 countries
worldwide. The platform’s administrator was
firstly arrested in Denmark in 2024, in an
investigation led by Denmark and supported by
Europol and the J-CAT, with the involvement

of 19 countries. Further coordinated actions

in 2025 resulted in the identification of 273
suspects and 25 arrests worldwide*®.
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Looking ahead

The cybercrime landscape will continue to present LEAs with an
array of evolving challenges, making a proactive and strategic
approach more necessary than ever. In the coming years, law
enforcement’s ability to tackle cybercrime will depend on its
capacity to harness innovative technologies, to be able to
lawfully access critical data, and to collaborate more closely
with the private sector. Below some examples of how the future of

cybercrime might look 1like.

The rise of autonomous cybercrime

Cybercrime actors have already begun leveraging
agentic Al systems capable of autonomously
conducting entire criminal workflows with little to no
human involvement. As adoption accelerates, these
systems will further enable offenders to distance
themselves from illicit operations, transforming
cybercrime into an increasingly intangible and evasive
threat.

Hybrid threats, between ransomware
and hacking coalitions

The relationships between state-sponsored hybrid
threats and cybercrime actors will continue to pose
challenges to society as a whole. DDoS attacks will
likely continue to be used as a means to undermine
public confidence and trust in governments’ ability
to protect their citizens and critical infrastructure,
instilling insecurity and triggering political instability.
The cyber-attacks landscape will likely remain
dynamic, with the emergence of hacking coalitions
targeting governments, private companies and
customers’ data, and carrying out cyber-attacks as
well as fraud schemes.

More synthetic CSAM and abuse of
E2EE

Synthetic CSAM will further expand the variety and
severity of child sexual exploitation, exposing victims
to deeper and longer-term harms. Social media
platforms are likely to remain crucial environments
for CSE offenders, and the widespread adoption

of E2EE by popular tech companies will continue

to thwart swift and effective detection and referral
mechanisms. The fight against CSE and online violent
extortion networks will be increasingly challenged by
the availability of decentralised platforms, which offer
high levels of privacy and minimal monitoring.
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Online fraud: Al-driven schemes and
resilient networks

OFS are expected to continue leveraging Al for various
aspects of the criminal process, from sophistication
of social engineering to infrastructure management.
Al-driven fraud will mean simultaneous multi-tasking,
and replacing labour-intensive operations with
autonomous digital workforce. On the other hand,
the resilience of online fraud networks - especially
those relying on CaaS - is based on their ability to
legally purchase and activate SIM cards in bulk. As
long as bulk purchasing and registration protocols
are possible, networks will be able to regenerate
their infrastructure indefinitely. Countering the use of
SIM boxes requires robust anti-spoofing measures
and enhanced identity verification processes in the
telecommunications industry.

Cybercrime and financial enablers

Cybercriminals’ use of exchange services in non-

EU jurisdictions with loose anti-money laundering
(AML) standards continues to create barriers to
international cooperation. A fragmented regulatory
landscape for cryptocurrency oversight impedes
authorities’ coordination across borders, resulting

in enforcement gaps and reduced accountability. In
addition, the integration of neo-banks into criminal
operations reflects the evolution of criminals’ fintech
abuse. Strengthening LEAs power of action against
services that are non-compliant with current EU AML
regulations is therefore paramount.

IOCTA

2026
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Appendix

METHODOLOGY

The Internet Organised Crime Threat Assessment
(IOCTA) is a strategic analysis report providing an
assessment of the latest threats and the impact

of cybercrime to the EU. The report provides a

law enforcement centric view of the threats and
developments related to cybercrime, in order to inform
decision-makers at strategic, policy and tactical

levels in the fight against cybercrime, and with a

view to updating the operational focus for EU law
enforcement authorities.

Europol's first threat assessment on Internet
Facilitated Organised Crime was published in 2011.
Since then, the threat assessment is a regular product
issued on a yearly basis.

The assessment of the threat is based on a set

of indicators established by Europol, focusing on
developments related to criminal actors and networks,
criminal processes, infrastructure used, financial
transactions, and the impact on society.

IOCTA 2026

SOURCES

Criminal intelligence stemming from operational
activities supported by Europol’'s European
Cybercrime Centre (EC3) constitutes the core dataset
for the analysis. EU Member States and operational
cooperation partners contribute this information to
Europol, which is continuously monitored, thoroughly
analysed and enriched by additional sources. The
criminal intelligence is related to major investigations
supported by Europol in 2025.

Additionally, the assessment draws on the knowledge
and expertise of subject matter experts from EC3.
The collected data consists primarily of qualitative
information complemented by internal and external
reports and open-source information.
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Abbreviations

2FA Two-factor Authentication

2G Second Generation

Al Artificial Intelligence

AML Anti-Money Laundering
AMM Automated Market Makers
AP  Analysis Project

ATO Account Takeover

BEC Business Email Compromise
C2 Control-and-Command

CaaS Crime-as-a-service

CEO Chief Executive Officer
CSAM Child Sexual Abuse Material
CSE Child Sexual Exploitation
CSP Communication Service Provider
DDoS Distributed Denial of Service
DeFl Decentralised Finance

DEX Decentralised Exchange
DNS Domain Name System

E2EE End-to-End Encryption

EC3 European Cybercrime Centre
ENISA European Union Agency for Cybersecurity
EU European Union

EUR Euro

IAB Initial Access Broker

ID Identity Document

IMSI  International Mobile Subscriber Identity

IP Internet Protocol

J-CAT Joint Cybercrime Action Taskforce
KYC Know Your Customer

LDCA Live-Distance Child Abuse

LE Law Enforcement

LEA Law Enforcement Agency

LLM Large Language Model

ML Money Laundering

MS Member State

NATO North Atlantic Treaty Organization

NCMEC National Center for Missing & Exploited
Children

NFT Non-Fungible Tokens

OFS Online Fraud Scheme

OTP One-Time Password

RaaS Ransomware-as-a-service
RDP Remote Desktop Protocol
SIM Subscriber Identity Module
SMS Short Message Service
S0OC Serious and Organised Crime
SSL Secure Socket Layer

TOR The Onion Router

USD United States Dollar

USDT United States Dollar Tether
VLOP Very Large Online Platform
VDS Virtual Desktop Service

VPN Virtual Private Network
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About Me

* Senior Digital Forensic Investigator at Northumbria Police
O Manage a team of Digital Forensic Investigators & technicians
O Support Investigators with Digital Forensic Strategies
o Based in Newcastle Upon Tyne, England

O Worked in the field of Digital Forensics for 12 years

Deliver training inputs to both new and existing police officers on a regular basis:

o Seizure of digital evidence and best practice

o Analysis of digital evidence & digital forensic opportunities




Q What will we discuss?

f# Overview of open source Investigations

1 Protecting your privacy during open source investigations

© Tracing domain name owners, the origin of an email and email blacklists
) Geo-location tools for open source Investigations

#A Investigating Web 2.0 — social networking, blogs and online gaming




OFFICIAL

* All of the techniques shown in this presentation are to
demonstrate the ability to locate information during
OSINT investigation

* Be aware of local legislation when considering the use
of any of these techniques

°* I’'m not an expert in law

* As part of my role | work with specialists in
legislation (RIPA, DSA, TEI) when considering
investigative techniques

* Al Warning — Data may be stored by the Al
application to train Al models.
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WHAT IS OPEN
SOURCE?

“The collection, evaluation and analysis of materials
from sources available to the public whether on
payment or otherwise to use as intelligence or evidence
within investigations”

National Police Chiefs Council (NPCC)
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DIGITAL FORENSICS

Digital Forensics has developed .
e
i

rapidly over the past few years

Smartphones Tablets Feature phones Wearables

Traditionally, digital forensics

GPS devices Drones / UAVs

SSD ,

Desktop computers Hard disk drives (HDD) Solid state drives (SSD) USB devices SD / MicroSD cards

>

Dashcams CCTV systems Gaming consoles Vehicle infotainment systems Set-top boxes / media devices

has been referred to as “dead

box forensics”

080ia

A Digital Forensic Investigator

will encounter an array of

different devices on a case-by-

case basis
* Dynamic field, adapting to

new technologies

To understand the importance of opensource investigations, it is beneficial to

understand the Digital Forensic Lifecycle



PRESERVE

Digital Forensic Investigation Lifecycle

DISCLOSE

From Device Seizure to Evidential Reporting ACHIEVE JUSTICE

Data Acquisition Analysis & Review Reporting & Disclosure
EXTRACT AND MAINTAIN INTEGRITY INTERPRET AND IDENTIFY PRESENT AND SUPPORT JUSTICE

Device Seizure Pre-Acquisition

SECURE AND PRESERVE e Assessment

RECORD AND ASSESS

Device secured and Device condition & Forensic extraction Artefacts examined Findings documented
documented documented w= performed (logical, file and interpreted in a clear, structured
— ' p
system or physical) report
Preservation strategy m Fiaiaias- C il Investigative
m initiated S o o a?ii;ra]itr?ggtt{qroughout a II opportunities identified (‘ l‘ EViC:jenti«‘Z\jlfrepoArtsl
I""ll Device identifiers the process (.g. hashing) (e.g. timelines, links, patterns) produced for disclosure
Netwarkisolation recorded (e.g. IMEI, serial P 9. g
i number) i ;
a co_r;snde'rei(.j 0 ploiect Q Device remains isolated “. Findings assessed 111 .MZF?”?I prepared for
SVidential tegnty Q Initial evidential from the network to aean aggingt IS s = J(Z gICLaou?';OZ?:csiizure
assessment completed prevent remote data objectives Fesa files)' ’

changes



Device Seizure & Isolation Offline Forensic Acquisition Cloud Services Not Accessible
Mobile device is seized and placed in Forensic tools extract data from the device's Network isolation prevents access to cloud-based
an isolated state (no network connectivity). internal storage while it remains offline. data and online services.

No Network
Connectivity
Device Information

L
Messages = = P n
- "i & ‘5 "j

Tuesday 14 May A Call History

Cloud Photos Cloud Storage  Social Media  Social Media

Contacts

Extracting Media

device data... ®
Applications 6 oFe

[r—————
488

78% Fifes & Documents
Messaging Location Cloud Backups Account
Services Services Activity

Airplane Mode
All connections off

\ R Yooklieap | Potentially Unavailable Evidence

\ SO Recovered Local Evidence i e e TR
Data successfully extracted from the device's internal storage - et abaube g 155 S AR e

loud- Ph Vi 9 Location Histo
Bluetooth w SMS / MMS Messages &/ 0‘ Device Photos & Videos ‘/ a Cloud-stored Photos & Videos | ry
Oft
i : : tos % Synced Messages
) ¢ Social Media Activity M (e.g. email, IM, social media)
‘ Call History v a Local Documents v
o Cloud Backups < Shared Files & Documents
Contacts BB Installed Applications
8 v BB andAppData v i ®
ISOLATED FROM NETWORK SERVICES Account Activity Logs '...‘ Other Cloud-stored Data
CELLULAR | WI-FI | BLUETOOTH
KEY Traditional mobile forensic acquisitions focus on artefacts stored locally on the handset. SRS
PRESERVE
MESSAGE When devices are examined in an isolated state, investigators may not identify or preserve potentially valuable cloud-based UNDERSTAND

evidence, including remotely stored communications, media, location history and account activity. ACHIEVE JUSTICE




Protecting your privacy during open
source investigations

V4 VQQJ,


https://impresavda.blogspot.com/2016/06/gianfranco-sapia-privacy-impresa.html
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
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PROTECTING YOUR

PRIVACY ONLINE

* The use of technology records a vast amount of information as part of its

functionality, primarily to improve the user's experience

/< Kot phone SN ECE I =
< General About ’ P x ¥
xx
Model name Galaxy S20 FE 56 »
Model number SM-G781B/DS Name IPheng
. . x* * -
Serial number K3 Vereich
Model Name Phone 14 Pro
IMEI (slot 1) 35265995
Model Number MQO83HN/A
IMEI (slot 2) 35296392 I =
— ial Numbar xxoxxovaxo.
Device details (Device Device name Location Data Usernames/passwords
make, model, serial (longitude and
number, IMEI) latitude)

ﬁl mtnl Status
General | Detals

Connecton

Network Connection Details

No
59.179.133 %
255.255.285.255

Actity
Bytes:
Comression:
Errors:

Internet History Download history Social media IP Address
information

1Pv4 Defauk Gatoway
1Pv4 DNS Servers 2867222
9.179.26)
1PY4 WINS Servers winazfy
10.11.12'%
NetBIOS over Tepp En... No
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PROTECTING YOUR

PRIVACY ONLINE

* Cookies during OSINT investigations may reveal our identity
* Cookies are small text files created and stored on your device after visiting a website
* Used to store information about your use on that website, such as the items in your
basket

* |t is important that we protect our identity when conducting open source

investigations

Cookies Settings X

We use cookies and similar technologies to help personalize
content, tailor and measure ads, and provide a better expe-
rience. By clicking accept, you agree to this, as outlined in our
Cookie Policy.

OFFICIAL
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* Step 1) Visit Google
* Step 2) Search “What’s my IP”

* Google will usually display your IP address, if not it will list a number of free tools which may
help
* https://www.whatismyip.com is one of many tools which are available
* Make a note of your IP address
e Step 3) Visit GeolP2 Databases Demo | MaxMind

* Step 4) Enter your IP address in the GeolP2 precision service search box and press go

Postal | Approximate Latitude / Longitude®, | ISP / Connection

Location Network Code and Accuracy Radius Organization | Domain Type

Gateshead,
England,

United
1.53.75 . 86.22.52.0/22 | NE9 54.9313, -1.5855 (5 km) Virgin Media | virginm.net | Cable/DSL
Kingdom
(GB),

Europe
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https://www.whatismyip.com
https://www.whatismyip.com
https://www.maxmind.com/en/geoip-demo

OFFICIAL

VIRTUAL PRIVATE

NETWORKS

e VPN stands for Virtual Private
Network

« VPN is an encrypted connection
between a device (Computer) and
a network (The Internet)

&

E 110101101

YOUR DEVICES ~

011010101
R~

INTERNET

« VPN providers often don’t keep
logs,

 preventing requests for r 1 T r 1 r 1
information from the police and Al Al Al Al
Other Organlsatlons CORPORATIONS HACKERS GOVERNMENTS ISPs

« Using a VPN is an easy way of
hiding your IP address (Return
address on a letter) from people.

OFFICIAL



OFFICIAL

VIRTUAL PRIVATE

NETWORKS

« Each VPN will advertise their own benefits:

« Download Speeds
« Bandwidth Limits
« Number of connections
« Supported Devices
« Torrent Support
 Streaming support
* There are numerous VPN providers on the market

« Some VPN'’s are free, others charge a subscription fee

n ¥ ProtonVPN % MVOZS‘N

NordVPN

OFFICIAL
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VIRTUAL PRIVATE

NETWORKS

According to Top10VPN’s most recent report, 31%
of global internet users have a VPN. Going by
Data Reportal’s numbers, there are 5.03 billion
internet users in the world today. Which amounts
to over 1.5 billion VPN users globally

." There are 1.5 billion VPN
‘ users inthe world

.

OFFICIAL

v Proton VPN & [ T
@ProtonVPN

Just a few minutes after the Online Safety Act went into effect last night,
Proton VPN signups originating in the UK surged by more than 1,400%.

Unlike previous surges, this one is sustained, and is significantly higher
than when France lost access to adult content.

2025-07-17 2025-07-21 2025-07-25
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Step 1) Identify your IP address. (Hint: Search “What’s My IP” on Google)

Google  whatsmyip Q

All News Shopping Maps Videos More Settings Tools

About 1,360,000,000 results (0.41 seconds)

142.61.139.112

Your public IP address

- Learn more about IP addresses

OFFICIAL
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Step 2) Enter your IP into Maxmind

Postal | Approximate Latitude / Longitude®, | ISP / Connection

Location Code and Accuracy Radius Organization | Domain Type

Gateshead,
England,

United

'.53.75 e B6.22.52.8/22 | NE9 54.9313, -1.5855 (5 km) Virgin Media | virginm.net | Cable/DSL
ingdom

(GB),
Europe

OFFICIAL
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Step 3) Register and Download Proton VPN
Step 4) Login to Proton VPN Connect to a country of your choice

Successfully Connected

Connected to
United States US-FREE#1

OFFICTALC
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Step 5) Identify your IP address

Google  whatsmyip Q

All News Shopping Maps Videos More Settings Tools

About 1,360,000,000 results (0.41 seconds)

209.58.142.161

Your public IP address

- Learn more about IP addresses

OFFICIAL
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Step 6) Enter your new IP into Maxmind

Before
VPN

After
VPN

Location

Gateshead,
England,

United
» 53 .75

Kingdom
(GB),
Europe

86.22_.52_a/22

Postal

Code

NES

Approximate Latitude / Longitude™, ISP

and Accuracy Radius

54.9313, -1.5855 (5 km)

I

Organization

Virgin Media

Doma in

wirginm.net

Connection

Type

Cable/DsL

Postal Approximate Latitude / Longitude™, IsP /f Connection
Location Code and Accuracy Radius Organization Domain Type
San Jose,
Califtornia,
United Leaseweb San
§.142.161 299.58.136.08/21 95141 37.3388, -121.8916 (1992 km) ) = Corporate
States Francisco
(Us), MNorth
America
4 @ -
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TOR BROWSER

* Tor Browser was developed in the mid 1990’s by US Naval Research Laboratory.

* The name “TOR” derived from the original project named

* The
* Onion
* Router

* Tor was originally developed to allow anonymous communication

* The TOR Browser directs web traffic through multiple servers, encrypting it each step of the
way,

* As a result, this makes it difficult to trace a user
* Can be slow due to multiple layers
* Some websites such as Wikipedia limit a users function when using the Tor Browser or an |P
address associated the Tor network

* Wikipedia will not allow you to edit any pages when this is detected
* Could be used during open source in an effort to protect your identity

OFFICIAL



About Tor

Gy @ Tor Browser Search or enter address

The Tor Network

How onion routing anonymises internet traffic through layered encryption
and multiple relay nodes

Layer 1 is removed Layer 2 is removed
Your data is encrypted at the entry node. at the middle node.
in multiple layers The node learns your The node learns the
(onion encryption). IP address and the previous and next hop
next hop. only.

Tor |»f = co » (5) » G » (©) » GED =)

Your Computer . Entry Node Middle Node
(Tor Browser) (Guard Node) (Relay)

Entry Node GEED Middle Node
D PO e (Guard Node) =5 (Relay)

Knows: Knows: Knows:
e Your IP address » Your IP address e The previous hop

« The entry node (guard) » The next hop (entry node)
(middle node) e The next hop
(exit node)

OFFICIAL

Knows:

No single node knows
both the source and
destination.

Layer 3 is removed
at the exit node.
The node learns the
destination, but not
your IP address.

s

Exit Node Destination Website
(Relay) (e.g. a .onion site
or regular website)

Exit Node
(Relay)

) Destination Website

Knows:

« The destination e The IP address of the
website exit node (not your IP
« The previous hop address)
(middle node)
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OSIRT BROWSER
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OSIRT is a web browser which was
developed specifically for use in open
source investigations

OSIRT stands for

* Open

* Source

* Internet

* Research
* Tool

OSIRT was a free and open source
application:

* OSIRT have is no longer free,
however they do offer a free trial

OSIRT is your investigation, simplified; it provides a comprehensive, collaborative platform from artefact capture to

report to court, all without the need to be an expert user.

0 3

Capture Audit Report
Built in tools for screenshots, video and Actions are autormatically logged within Export what you need in popular file
complete webpage downloads; including your OSIRT casefile. formats.

on the dark web.

OFFICIAL



Screenshots

With just a click, easily capture

full page, partial, and specific

area screenshots for detailed
documentation.

i

Dark Web

Advanced investigator? Easily

access the Dark Web via Tor in

conjunction with our OSIRT iii
Digital Casehook.

2

Full Page Capture

Effortlessly capture source
code, MHTML, links, and even

just the human-readable text on

any given webpage.

Fully Auditable

All your captures are
automatically logged, hashed,
and date and time stamped in
the OSIRT iii Digital Casebook.

Download Capture

Capture downloads and save
them automatically to your

case. Including video
downloads.

Reporting

Export your report easily with

all your captures in a variety of

formats for easy presentation
and dissemination.

A

Page Alerts

Enter the tag you are looking for
and working with the OSIRT iii

Digital Casebook, it will highlight
and alert you to the match.

Privacy By Design

Data captured with OSIRT iii
stays only on your machine and
never touches our servers,
respecting your privacy.
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DOMAIN NAMES

User enters web address

WWW.GOOGLE.CO.UK

A domain name is a unique name for identifying a website

* 212.58.226.75 > www.bbc.co.uk/news
* It is a user friendly version of an IP address
Website developers can purchase a domain name from a number of

DNS SERVER
This translates the human read-

different companies:
Like many online purchases, a user is required to provide information sl s o mactine

Web Browser used by user
Microsoft Edge, Internet Explorer,

when purchasing a domain: oo ol
00gle chrome,

=) Name

WEB SERVER

This is where the website you
“ are visiting resides

OFFICIAL


http://www.bbc.co.uk/news
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DOMAIN NAMES -

WHOIS

* As investigators, this information may

Registrant:
US Postal Service
4200 wake Forest Road

help us identify the owner of a :
Raleigh, NC 27668-9000

website: us
* http://whois.domaintools.com Domain Name: USPS.COM
e WHOIS search conducted for the Administrative Com‘:act, Technical Contact:' S
U S Postal Service domainadmin@imail.usps.gov
US Postal Service domain name A0 WEkS FoEaRt
Raleigh, NC 27688
*  www.usps.com us

(919) 501-9100

o . .
This reveals a number of details qacord expizee on I8t aonh:
Record created on 10-Jul-1997.

* Postal address
Domain servers in listed order:

* Telephone number

DNS100.USPS.COM 56.0.100.25
e Email address DNS141.USPS.COM 56.0.141.25
DNS082.USPS.COM 56.0.82.25

* |P addresses

OFFICIAL


http://www.usps.com/
http://www.usps.com/
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DOMAIN NAMES -

PROXY

* Privacy is important part of many peoples lives

*  Think about the latest Apple adverts — all about privacy!

* To assist with privacy, domain name sellers offer a service called Domain Proxy
*  Domain proxy is a paid service which allows you to privately register a domain name
* The service replaces the domain name owners details with the domain proxy providers details

* What does this mean to an investigator?

*  Enquiries would therefore need to be made with the domain proxy company to identify the “registered owners” details

* This may prevent its own legislative challenges

Domain name:
inZ2locks.co.uk

Data wvalidation:
Hominet wa=s able to match the registrant's name and addreszs egainst a 3rd par
ty data
source on 10-Dec—-2012

Eegistrar:

Eazsily Limited tfa easily.co.uk [Tag = WEBCONSULTANCY]
URL: http://www.easilv.co.uk

OFFICIAL
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EMAILS

* Emails can contain hidden information which
is useful during an open source

investigations

* An email contains two main parts Email Body
* Body Dear Colleague,
* Header Please find the meeting update attached.
Kind regards,
Alex
@ Meeting_Update.pdf

OFFICIAL
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EMAIL HEADERS

* Often difficult to interpret, until we understand
the different areas of interest

o] o R ived: £ tivi l.its. hester.ed tivi l.its. hester.ed
* Content-Type: Notes whether the email is HTML or (190181 57800 o tA-rorhester.ad (antivirusl. 169, mochester. ady
Iqin Tex-'- by mail.rochester.edu (8.12.B/B.12.4) with ESMTP id h20GQs%c002563;
. . . Mon, 24 Mar 2003 11:26:54 —-0500 (EST)
L4 Dql‘e: When 'I'he emcﬂl wdas Wr|1'1'en. Received: from antivirusl.its.rochester.edu {(localhost [127.0.0.1])
° . . . by antiwvirusl.its.rochester.edu (8.12.8/8.12.4) with ESMTPF id
Delivery Date: When the email was received by h206Qr0x003450;
H Mon, 24 Mar 2003 11:26:54 -0500 (EST)
our mqll server. . Received: from galileo.cc.rochester.edu (galileo.cc.rochester.edu
* rom: Who Sent the emdll. [128-1511-3224-5:!)' 1.it hest du (8.12.8B/8B.12.4) ith SMTP id
. o v antivirusl.its.rochester.edu .12, .12, wi i
* Received: All of the servers the email has passed h20G0rDC0034475
Th h Mon, 24 Mar 2003 11:26:53 -0500 (EST)
rou . . . Received: (from majord@localhost)
* Return-Path: Where a reply to the email will be by galileo.cc.rochester.edu (8.12.8/8.12.4) id h2060991029757;
sent. Date: Mon, 24 Mar 2003 11:26:50 -0500 (EST)
. R LU . From: somesender@mail.rochester.edu
° Sub|eci. The email's SUbleCT- Message-Id: <200303241626.h20GQ0jt002507@mail . rochester.edu>
* To: Who the email was addressed to fo: someuserdits.rochester.edu

Subject: My mail message is about:

* X-Originating-IP: The IP address from which the
email was sent.

* X-Spam: Spam information generated by your
email service.

What information may be useful when trying to identify the sender?
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Good day,

Please, give me your direct email address and co-operation, so that I will introduce to
you a business proposal that would benefit both of us immensely.

Await your co-operation.
Yours sincerely,

Wynne| Baxter
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Remember: this could be assigned by a VPN

X-Originating-IP: [221.193.216.144) ‘/////////////////////

Authentication-Results: mtall39.mail.ir2.yahoo.com from=gmail.com; dkim=neutral (no
sig)
Received: from 127.0.0.1 (EHLO ld.cn) (221.193.216.144)
by mtall39.mail.ir2.yahoo.com with SMTP; Tue, 02 Apr 2019 10:01:46 +0000
Received: from User (unknown [197.242.107.126])
by ld.cn (CSmail for UNIX) with ESMTP id 8D2935FAA32E;
Tue, 2 Apr 2019 17:42:36 +0800 (CST)
Reply-To: <wynnebaxtercollpfgmail.com>
From: "Wynne Baxter" <wynnebaxtercollpl@gmail.com>
Subject: Proposal
Date: Tue, 2 Apr 2019 10:55:20 +0100
MIME-Version: 1.0

GeolP2 Precision: City Results

Accuracy
Country Postal Approximate Radius Metro
IP Address Code Location Code Coordinates* (km) ISP Organization Domain Code
221.193.216.144 CN Handan, 36.5667, 500 China China
Hebei, 114.5333 Unicom  Unicom
China, Hebei Liaoning

Asia
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Good Day,

Hope you are doing great Today.I have a proposed BUSINESS DEAL that will benefit both
parties. This is legitimate,legal and your personality will not be compromised.Please
Reply to me ONLY if you are interested and consider your self capable for details.

Sincerely,

Peter OWEN
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Remember: this could be assigned by a VPN

X-Originating-IP: [58.99.32.32]

Authentication-Results: mtall87.mail.ir2.yahoo.com from=gmail.com; dkim=neutral (no

sig)

Received: from 127.0.0.1 (EHLO tdtv.tinp.net.tw) (58.99.32.32)

by mtall87.mail.ir2.yahoo.com with SMTP; Wed, 27 Mar 2019 05:52:47 +0000

Received: by tdtv.tinp.net.tw (Postfix, from userid 10734)
id 83A33364B20; Wed, 27 Mar 2019 13:52:45 +0800 (CST)

X-Spam-Flag: YES

X-Spam-Checker-Version: SpamAssassin 3.2.4 (2008-01-01) on tdtv.tinp.net.tw

X_Spam_Level: LR E R E R EE SRS

X-Spam-Status: Yes, score=12.8 required=11.0 tests=AWL,BAYES 60,
DNS_FROM_AHBL_RHSBL,FH_DATE_PAST 20XX,FORGED MUA OUTLOOK,MSOE_MID WRONG_CASE,
RCVD IN BL SPAMCOP NET,RCVD IN XBL,RDNS NONE autolearn=spam version=3.2.4

GeolP2 Precision: City Results

Accuracy
Country Postal Approximate Radius Metro
IP Address Code Location Code Coordinates* (km) ISP Organization Domain Code
58.99.32.32 TW Taichung, 24.1469, 100 Taiwan Taiwan tinp.net.tw
Taichung 120.6839 Infrastructure Infrastructure
City, Network Network
Taiwan, Technologies Technologie

Asia
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EMAIL BLACKLISTS

Email Blacklists were developed in an effort to reduce
spam being received by users
Email Blacklists are a real-time list of IP addresses and
domain names which are known to send spam emails
There are a number of companies who maintain email
blacklists

* Barracuda

* Spamhaus
Aggregate blacklist checker mxtoolbox.com is a useful tool
which searches around 100 different blacklists

1L

Email Blacklists are used by a number of people
* Internet Service Providers (Virgin, Sky and Plusnet etc.)
* Mailbox providers (Hotmail, Gmail)
* Organisations

OFFICIAL
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GEO-LOCATION

9:269 ol T .
* Geo-location is defined as a technique of identifying the < Jun23,2019 (3 - ,
vevenLIwLEn - - R?‘.’.‘.r‘u"- | N @
geographical location of a person/device using digital data. O L et °o

Norma Tﬂangl‘e_l'

* Geolocation data can be found within various forms of digital data oo
Los Angeles ()
including: e w0 @ N\

a
Restaurant & Bar
ore

rhe Melt

* Photographs
* Social Media

Schroeder's Cafe
Children's Book World

Jica w ﬁ
* Video | -
M 14 mi [\ #
5 hr 44 min & KQED M Cash Back
* Posts o 4 S
o Home ( Left at 10:55 AM > Restaurants
* Digital devices record the location for various reasons and in many Lo el G RO0A 36 found
fo r m S . fm Driving 1.6mi-9min > Yank sing
% Dim Sum - 0.2 mi
.. ° Century City 11:04 - 11:32AM D *3.5 (2509) on Yelp - $$$
* Record your commonly visited places Los Angeles, CA
Waterbar
* Booking an Uber ™ ST Sestod G4
. o Home ( 233-6:08PM > Popular Seafood Italian Breakfast & Bru
e Recommendation for a restaurant Los Angekes, CA 80024
* Location of photographs SRS
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GEO-LOCATION

When taking a photograph on a digital device, the device
can often embed metadata (EXIF) within the photograph

* Settings need to be enabled
*  Many people just press “Accept”

Metadata is defined as data about data, the metadata

will vary from the device make/model and the settings
enabled.

Various pieces of EXIF/Metadata can be embedded

Most paid forensic tools will interpret the image
metadata, including plot the geo-location of a photograph
on a map.

Free tools available online which will interpret this data.

OFFICIAL
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* During an investigation we have recovered two photographs

* IMG_7300.JPG
* IMG_3561.JPG
* The investigation team need to understand more information about the

images

* Using a free online tool, we will see what other information we can
obtain from the photograph

* For this exercise we will use www.pic2map.com

OFFICIAL


http://www.pic2map.com/
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* Filename: IMG_7300.JPG
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* Filename: IMG_3561.JPG

OFFICIAL



OFFICIAL

* PIC2MAP is one of many free tools available online

* Can be used to parse EXIF data in photographs

& PIC2MAP

Pic2Map Photo Location Viewer

Can't remember the location where you took a picture with your camera or
smartphone? Upload your photos and find out where they were taken.
Pic2Map analyzes EXIF data embedded in the image to find the GPS
coordinates and location. The result would be a map view of your photo
with detailed address and additional EXIF information if available.

Drag and drop your images here to upload

[C] Keep photos private €

By uploading a photo, you agree to Pic2Map's Terms of Service and Privacy Policy

OFFICIAL



(Clerand:  Agple (3| Model:  iPhane & i @) Lens nfo:  iPhane & back camera 4.15mmi. O i

() shutter:  1/30 (00333 seconds) D F Humber: 1122 imlmw 150 125 ﬂi

¥ Fiasn Nt Uised <] Focal Length: 4.2 mm i &5 Color Space: 5RO & i
FILE INFORMATION

B File Name:  IMG_7300.JPG [t Image Size: 1000 x 750 pixels i 0| Megapixeis: 0.8 regapixels “ E

[ File size: 202675 bytes (0.20 M8) .aulﬁw imageipeg !Em 72081 ﬂé

DATE & TIME

£ oate: 20 5-06-24 () Time: 20:30:13 (GMT -04:00) i I Time Zone:  America 7 Nassau o i
GPS INFORMATION

(9 Latitude:  28.431397 rE-,Lmqu-u: 1473206 i & LatRet:  MNarth o i

& Long Ref:  West ™ Coordinates: 28° 25 53.03° N, B1" 25 23.54°W i A Altitude:  39m. (Above Sea Level) & !

() Direction Ref: True Narth (¥) Direction: 3721 Degrees ! \ Pointing:  Nartheast '-'fi

LOCATION INFORMATION
&, city: :ﬂm Florida ilﬁcmr usA |

{0y Address:  Rosen Inn a1 Pointe Orlando, Samean Court, Drange Caunty, Flarida, 32819-8502, USA




{Location was guessed from coordinates and may not be accurate.)

(Clerand:  Apple {5 Model:  iPhones @©) Lensinfo:  iPhone 5 back camera 4.12mm f..
M) shutter: /15 (0.0667 seconds) (D FNumber: /24 (3 150 Speed: IS0 2000
¥ Fiasn: Not Used <[ Focal Length: 4.1 mm & color space: sRGB
FILE INFORMATION
{3 File Name:  IMG_3561.JPG []t image Size: 1000 x 750 pixels ‘ Megapixels: 0.8 megapixels
[ File size: 290,968 bytes (0.29 MB) fZ) MIME Type: image/ipeg ‘ ] Resolution: 72 DPI
DATE & TIME
i Date: 2014-06-04 (5 Time: 20:56:05 (GMT -05.00) [[3 rime zone: America / Cancun
GPS INFORMATION
| (9 Latitude:  20.605933 (P Longitude: -87.092392 & LatRef:  North
& LongRef:  West % Coordinates: 20° 36'21.36° N, 87" §' 32.61'W &a Altitude: O (Below Sea Level)
(&) Direction Ref: True North (%) Direction:  199.76 Degrees /\ Pointing:  South
LOCATION INFORMATION
2 city: Playa del Carmen ﬁ State: Quintana Roo ‘ ‘ @ Country: Mexico
£} Address:  RIU Yucatén, Avenida Paseo Xaman-Ha, Playacar Fase 2, Bosque Real, Playa del Carmen, Solidaridad, Quintana Roo, 777717, Mexico




OFFICIAL

* Not all photographs have EXIF Data

@ PIC2MAP

Sorry, an error occured...

« No EXIF data was found in the files. Pic2Map requires unaltered photo files in order to
process the data. Social networking sites like Facebook and Twitter strip out EXIF data
from uploaded photos.

« A DSLR or compact camera with a built-in GPS or external GPS unit is required to
automatically geotag your photos while you are shooting. If you are using a smartphone
(Android, iPhone, etc.) to take your photos, location and geotagging services should be
enabled.

Return to Main Page
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EXIF DATA REMINDER

Cancel Adjust Date & Time Adjust

T

Original
There are free tools available online which will allow Adjusted 25-Dec-2021 at 6:60:00 PM
users to:
December 2021 > £ >

* Edit the metadata embedded within a photograph

* Remove the metadata embedded within a
5 6 7 8 9 0 N

photograph
. . ] . 12 13 14 15 16 17 18
As a result, keep in mind that the metadata, including

19 20 21 22 23 24 25
the geo-location data could be altered!

26 27 28 29 30 3

In iOS16, Apple implemented a feature which allows Time —P 650PM
users to edit EXIF using the native Photos application: T Koy Eiclid
WhatsApp or Facebook Messenger often strip the The original photo willbe adjusted by -2 days,

56 seconds

metadata from files

* To reduce file size for transfer

Cancel Adjust Location Revert

Q. New Delhi (x]

8 No Location

Map Locations

New Delhi

Delhi, India

New Delhi Railway Station
Ajmeri Gate, New Delhi, Delhi, India

New Delhi Indira Gandhi International Ai...

IGI Airport Area, New Delhi, Delhi 110037, India

New Delhi Railway Station
Ajmere Gate, New De

Gate, hi, Dethi 110006, India

!lew Delhi )
-+ Delhi Del Dell
q w e r t y u i o p

How to Edit the Metadata for Multiple Photos on iPhone on iOS 16 (nerdschalk.com)
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https://nerdschalk.com/how-to-edit-the-metadata-for-multiple-photos-on-iphone-on-ios-16/
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X - TWITTER

* In April 2025 X reported they have had 650 million monthly active

users

* UK Population in 2022 was 66 million people
* Users are often unaware that social media tracks lots of data

useful to an investigator

. . Allow “Maps" to access your

* A lot of people (myself included) just press “Allow” when ocaton whie you areusing
e app?

Your current location will be displayed

installing a new application g s ordrchons,

“results, and estimated
\QI times.

e X is one of the social media sites which can track the location of

|
Don't Allow Allow

tweets

* A number of free tools which are available online which can be

used to search tweets containing geo-location data
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SORSA API

Account & profile checks

Look up any public account: its age, location, badge, username history and how genuine

it looks.

Shadowban Checker

Check if any X account is shadowbanned,
search-restricted, or has limited
timeline visibility.

Account Age Checker

Find the exact creation date and age of any
public X account, down to the day.

Blue Check Checker

See whether an account has the blue checkmark
and when its X Premium subscription started.

round/twitter-account-analyzer

Location Finder

See the country or region any public X account
is based in, from X's own account data.

Account Analyzer

Audit any public account: a 0 to 100 score,
median views, engagement, posting rhythm and
top posts.

Username History Checker

See how many times an X account changed its
@username and when it last did.

OFFICIAL

ID Converter

Convert any X username to its numeric user ID
and back, with full profile details.

Bot Checker

Check ten signals that a public X account may
be a bot or a fake, from X's own account data.

Username Checker

Check if an X username looks available, and
whether a taken one is active or dormant.

Free X (Twitter)

Tools — All Sorsa

Playground

Utilities

Sorsa



https://api.sorsa.io/tools
https://api.sorsa.io/tools
https://api.sorsa.io/tools
https://api.sorsa.io/tools
https://api.sorsa.io/tools
https://api.sorsa.io/tools
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X (TWITTER) API

Open source tools often rely upon the use of
API’'s(Application Programming Interface) to collect
data from the website /service

APl’'s are a mechanism which allows two software
components to communicate with one another.

* For example the weather application on your phone will likely
use an APl to communicate with the main weather applications
computer systems.

Elon Musk announced from 9™ February 2023, the free
APl service will become a paid service.

Since February 2023, a large number of Twitter OSINT
tools have went offline

* One of the many challenges associated with OSINT
Investigations

OFFICIAL

BREAKING

Twitter Ends Its Free API:
Here’s Who Will Be Affected

Jenae Barnes Former Staff
Forbes Staff
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SNAPCHAT

* In 2026 Snapchat had around 971 million monthly active users worldwide

* The application was originally developed for person to person sharing,

* Since evolved to the use of public stories and other sharing features

* Snapchat launched Snap Map in June 2017, it allows users to see the location of their
friends

* It also allows users to view a world map and view publicly available Snaps
* Snap Map can be accessed on the Snapchat Website

. Snap Map (snapchat.com) (Now need a Snapchat login to review Snapmap)

e Users can use Ghost mode to hide their location and choose not to share their Stories to
the public Snap Map.

County lines gang 'recruited teen in
80 minutes via Snapchat'
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https://map.snapchat.com/
https://map.snapchat.com/
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WHAT IS WEB 2.0

Web 2.0 is defined as the second generation of the world
wide web

Originally the internet was relatively static
* In order to share information, a user would need to have skills
such as web design. (HTML/CSS Programming skills)
The introduction of Web 2.0 made the internet more
dynamic
* This version focused on the ability for people to share information
online.
Web 2.0 websites often utilises information from other
websites

* For example, a website which reviews restaurants such as
TripAdvisor may utilise information from a variety of websites
including Facebook, Flickr and Google maps.

OFFICIAL

Web 1.0

“The mostly read-only web"

250,000 sites

Published
content
generc:’red
content

thit

fhit

45 million global users

1996

Web 2.0

“The widely read-write web"

80,000,000 sites

Published

content
user

generated
content

thetbiteetiettitiee

thittttttttttiieees
thitthiitieittniet
thittetteettettbitte

1 billion+ global users

2006
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WEB 2.0 WEBSITES

Examples of web 2.0 websites commonly used:

e Social Content
Wk Blogs Networking Hosting
* Wikipedia * Tumblr * Facebook * YouTube
* WordPress e X * Flickr
* Blogger * TikTok

* |If there are no tools available specifically for the above websites, consider using the
OSIRT browser to record the webpage.
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URLSCAN

* URLScan.io provides users with a sandbox environment to review a website

* A sandbox is an isolated virtual machine in which potentially unsafe software
can execute without affecting network resources or local applications.

* Warning: it does show the recent scans on their homepage!

* This is a useful tool if you want to obtain further information about a particular
website without visiting the site itself

Sponsored by

urlscan. A Home QsSearch @ Live EEAPI 4 Blog M Docs [ Pricing A Login SecurityTraiIs

ARecorded Future’ Company

urlscan.io

A sandbox for the web
URL to scan P Public Scan £+ Options
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Sponsored by
O urlscan. A Home Q search ® Live B API 4 Blog M Docs d Pricing SecurityTraiIs

ARecorded Future’ Company

www.bbc.co.uk A Back to summary
=] Publicscan

URL: www.bbc.co.uk/news

Submission: On June 03 via manual (June 3rd 2025, 7:35:04 pm UTC) from GBS — Scanned from UK

Screenshot during scan Screenshot now

E E € sionin A Home «MNews Sport 4 Weather I3 iPlayer  dff Sounds |\ Bitesize  =ss  Q SearchBBC E E ) signin A Home «MNews Sport 4% Weather I3 iPlayer Al Sounds  |f\ Bitesize  *+r  Q SearchBBC

NEWS NEWS

Home | InDepth | Israel-Gaza war = War in Ukraine | Climate | UK | World | Busin litics | Culture Home | InDepth | Israel-Gaza war War in Ukraine | Climate | UK | World | Business | Politics | Culture

England | N. Ireland | Scotland | Alba | Wales | Cymru | Local News | My News England | N.Ireland | Scotland | Alba | Wales | Cymru | Local News | My News

Discover your BBC é % Discover your BBC

Sign in or create an account to wi n and join in Sign in or create an

2 signin Register ? / 2 Signin Register

Jeremy Bowen: Killings Madeleine search officers  Ukraine says it hit Crimea
near Gaza aid centre will  dig at abandoned building  bridge with underwater
deepen criticism of Israel's in Portugal explosives

new distribution system

y_Bowen: Killings Madeleine search officers  Ukraine says it hit Crimea
near Gaza aid centre will ~ dig at abandoned building  bridge with underwater
deepen criticism of Israel's in Portugal explosives

Middie East - Sh Europe - 5! Europe - 5t Europe - 5h Europe - 5

MIS lied ‘deliberately and . MIS lied ‘deliberately and -

repeatedly’ in neo-Nazi spy case, [’ repeatedly’ in neo-Nazi spy case,

BBC tells High Court ' BBC tells High Court

M X 2 but says contempt of court proceed » f e but says contempt of cou

Pr A ! 4

Has good weather helped @ LIVE The Today debate:  Brits could face death for Has good weather helped @ LIVE The Today debate:  Brits could face death for
to fuel record small boat Israel-Gaza - are we Bali 'Angel Delight' drugs to fuel record small boat Israel-Gaza - are we Bali 'Angel Delight’ drugs
crossings? witnessing war crimes? plot crossings? witnessing war crimes? plot

UK BBC Verify - 1 Sussex - 7h UK -1 BBC Verify Sussex

South Korean opposition ~ Lower energy costs make  Dutch government Schoolgirl known as Child Lady Gaga and Pulp South Korean opposition ~ Lower energy costs make  Dutch government Schoolgirl known as Child Lady Gaga and Pulp

wins p! less expensi pses after far-right Q 'physically violated' in rumoured for surprise wins presidency after retirement less expensive  collapses after far-right Q 'physically violated' in rumoured for surprise
months of political chaos leader quits coalition police strip search, hearing Glastonbury sets as full months of political chaos leader quits coalition police strip search, hearing Glastonbury sets as full
told line-up revealed told line-up revealed
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B
TWITCH EWILEh

* Twitch is a popular American video live streaming service

* Launched in June 2011, in 2025 it was reported that Twitch has 240 million monthly
active users

* Various platforms available to interrogate information held on a Twitch account

* TwitchTracker is an OSINT tool which allows you to obtain data sssociated with a
particular Twitch account

. Time zone
TwitchTracker Channels Games Clips Stats ~ Subscribers Q SEARCH #) LOGIN UTC+1

S 37

ANALOG

Db‘é"(},é‘ég MAX1177
DEVICES tal

Learn More

16-Bit, 135ksps, Single-Supply ADC with 0 to 10V Input Range

Zackrawrr
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Overview EEINS Games Subs Statistics Clips
PERFORMANCE SUMMARY 7DAYS 30DAYS 3MONTHS ALLTIME
51.1 § 49,105 | 110,355 | 2,509,266 @

Hours streamed Average viewers Peak viewers Hours watched

5,625 | 110 3 1/7

Followers gained Followers / hour Games streamed Active days

LIFETIME OVERVIEW
8,016 #s6 309,124 #se 2,095,023 168
Total hours streamed Highest number of viewers Total followers Total games streamed
Jan 20, 2025

PRESENTATION TITLE 60
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INSTAGRAM

* Instagram is a social media platform owned by Meta, designed to share
images and movies

* Users can lock down their profiles to allow access to only those who follow
them

* This has an impact on our open source investigation

* In my experience, there is a significant Increase in users choosing to lock their
account to followers only

* In 2025, Instagram reported 2 billion active users each month

* What sort of information can we obtain from a users profile?
* Posts (Media with captions and tags)
* Instagram Stories
* Followers
* Following

* Personal bio

* Tagged posts
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The official Instagram account of Newcastle United Football Club.

Instagram Exercise 1
Step 1) Visit https://www.inflact.com

@nufc
Newcastle United FC

Step 2) Enter “nufc” search for the profile

Tagged 5,063 Posts 2,224,380 Followers 109 Following

Can we see the profile?

BEAPARTOF .. .

Be part of our new history. For more information
head to our official club website - link in bio. &

Our 2023/24 #UCL group...

Thank you for your magnificent backing at the Amex
this evening. & Safe journey home. @
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Instagram Exercise 2
If you have an Instagram account, try the following
Step 1) Visit https://www.inflact.com
Step 2) Enter your Instagram name and review your profile

Can we see the profile?

OFFI
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FACEBOOK

* Facebook is another commonly used social network
* In January 2024, Facebook had over 3 billion monthly active users

* Facebook has the ability to record lots of data about a user
* Friends
* Employer
* Photographs
* Location data

* Over the years Facebook has been under increased scrutiny regarding how they protect a users
privacy
* A large number of accounts are restricted with privacy settings

* Open source with Facebook has become challenging in recent years Although challenging, there are a

number of sites which provide tools

* Inteltechniques.com & Osintframework.com

* Facebook built in search can be very useful

* To use this you need an account, this may present legislative challenges
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TIKTOK

e TikTok is a social video app that allows users to share short videos.

* Statista reported that TikTok have approximately 1.7 billion users worldwide

* Up by over 66% when compared to 2020

The application allows users to comment on videos and also offers private messaging.

The application is incredibly popular in the UK, as a result as Digital Forensic Investigators we
need to understand how the application works and any relevant forensic/open source techniques.

As the platform is relatively new, techniques are constantly changing

Video app TikTok fails to remove
online predators

Video-sharing app TikTok is failing to suspend the accounts of people

sending sexual messages to teenagers and children, a BBC investigation has
found.

OFFICIAL



OFFICIAL

There aren’t always tools available to
assist in open source investigations for a
particular website

Imagine you have been provided with a
photo obtained from a TikTok account of
interest.

In this example, the image is low quality to
simulate compression which is very common
on social media platforms

OFFICIAL
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* PimEyes is a free tool which can reverse image search similar to tools such as

Google
* Pimeyes also utilises facial recognition to identify other instances of the same person online

* It searches the
* Conducting a reverse image search of the TikTok profile picture may assist us

Search Pricing Blog Optout FAQ Contact

Face Search Engine
Reverse Image Search

UPLOAD PHOTO AND FIND OUT WHERE IMAGES ARE PUBLISHED

<° Upload photol(s) O)

Or you can take a photo with the device’s camera. Don’t worry, we will not store it!
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Face search 7 edit photo(s)

Add more photos for better results

'ime: Any Time M

Start Search

Free searches available: 10/10
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TOKTURBO
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* TokTurbo is a tool designed to help users grow their channel

* It has various tools useful to use as investigators

Research

01

02

03

TikTok username availability checker

Probe the live TikTok profile API. Instant signal on whether a handle is claimed, plus the full
profileifitis,

TikTok profile analyzer

Engagement rate, follower-to-following ratio, posting cadence, and a fake-follower grade
fromAtoF.

B @example.creator  4.2%engagement ~ 12.4Kfollowers - B8posts/wk

TikTok video metadata viewer

Every public field for a single TikTok video. Stats, hashtags, dimensions, audio, raw JSON.

Download

18 TikTok video downloader

Save the watermarked MP4 and the audio track for any TikTok URL or short link. No watermark
stripping.

19 TikTok audio downloader

Extract the original TikTok audio track. Playable in-browser, downloadable as a standalone
file.

20 TikTok thumbnail downloader

Full-resolution coverimage for any TikTok video. Cross-platform poster source.

OFFICIAL

3 TOOLS

Free TikTok toolkit

- Tokturbo


https://tokturbo.com/tools
https://tokturbo.com/tools
https://tokturbo.com/tools
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WAYBACK MACHINE

* Wayback machine offers a useful tool for capturing web pages, both past and
present

INTERNET ARCHIVE |http:h‘www.northumbria.po\ice.ukﬂ ‘ Go JUL

mnﬂnﬂﬂumﬂﬂ"mﬂ 37,441 captures

25 Jan 1999 - 30 Sep 2026

|».Top banner showing the force crest and various images of police officers and support staff

This website was last updated September 25, 2001

_ Every year Northumbria Police, jointly

About us with the Northumbria Police Authority,
reports on how crime and community i
. safety issues have been tackled over 25/09/2001 - Newcastle community
Join us the previous 12 months. centre reopens thanks to the charities
News and appeals committee, Newcastle West

Report a crime The latest review of policing in Tyne and 25/09/2001 - Police move into new cop
Wear and Northumberland shop, Wallsend

Links . !
- demonstrates how the force is making 18/09/2001 - Vital witnesses sought for
ACBIZEETe LR (6 o) 's lives safer and putting the fear the Sara Cameron murder enqui!r’y

Help with the site ((:n;ir(i:ilrrgla back where it belongs - with the 1710912001 - Sunderiand kids get a
’ taste of policing, Sunderland West

Find out how people living in the country's sixth biggest 14/09/2001 - Employment Tribunal
policing area now have a below average chance of falling outcome

victim to any type of offence, including violent crime, compared |14/09/2001 - Community cop aims for
with the rest of the country. the top, South Tyneside

. . L L . 14/09/2001 - Personal safety training
Read details of major crime investigations, how technology is  |for50/community workers, Newcastle
preventing and detecting crime and meet some of the West
Northumbria Police and Police Authority personalities who help
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Contact us
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GOOGLE

* Google itself can be a very powerful OSINT tool

* Most people are familiar with Google

* Using advanced filters as part of OSINT
* Search for:
* Spedcific file types
* Searching for “exact” terms across the internet

* Finding files created between specific dates
* For example, you could search a website of interest for all PDF files

* “site:company.website.domain filetype:pdf”

* More information about Google Search operators can be found at Debugging with Google Search Operators
| Google Search Central | Documentation | Google Developers

IRISH DRUG KINGPIN'S WHEREABOUTS REVEALED THROUGH GOOGLE REVIEWS

CHRISTOPER KINAHAN SR. DINES IN FIVE-STAR RESTAURANTS, RACKS UP LUXURY HOTEL REWARDS POINTS


https://developers.google.com/search/docs/advanced/debug/search-operators/overview
https://developers.google.com/search/docs/advanced/debug/search-operators/overview
https://developers.google.com/search/docs/advanced/debug/search-operators/overview
https://developers.google.com/search/docs/advanced/debug/search-operators/overview
https://developers.google.com/search/docs/advanced/debug/search-operators/overview
https://developers.google.com/search/docs/advanced/debug/search-operators/overview
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ONLINE USERNAMES

* Users often use recycle usernames across various platforms
* This is often very useful when trying to identify any other platforms of interest
* There are a number of resources freely available online to identify whether a given

username is available on a website

*  Whatsmyname.app
* Searches 667 online platforms for instances of the username

* https://checkusernames.com is a useful resource to identify whether the username is used on another website

*  Checkusernames searches 160 social networks

OFFICIAL


https://checkusernames.com/
https://checkusernames.com/
https://checkusernames.com/
https://checkusernames.com/

Found: 38 Processed: 6

Bandcamp

chatango.com

championat

B oo oo oo unninathe

Document these results are document first
Results: searches with the search term

Allresults PDF Spreadsheet Word Document PowerPoint Text Files Python Code

JavaScript Code

About 219,000 results (0.19 seconds) Sort by: Relevance ~

Did you mean: "Alan Shearer"

Alan Shearer (@alanshearer) / X

X (formerly Twitter) » alanshearer

260 Premier League goals @BBCMOTD analyst, @premierleague @primevideosport
@callawaygolf @hublot @SpeedflexLtd Instagram @alanshearer.

Alan Shearer (@alanshearer) / X

X (formerly Twitter) » alanshearer

260 Premier League goals @BBCMOTD analyst, @premierleague @primevideosport
@callawaygolf @hublot @SpeedflexLtd Instagram @alanshearer.

Alan Shearer (@alanshearer) * Instagram photos and videos

www.instagram.com » alanshearer

946K followers - 711 following - 1683 posts - @alanshearer: “@bbcfootball analyst. Former @england
captain. 260 @premierleague goals.

Alan Shearer (@alanshearer) * Instagram photos and videos

www.instagram.com > AlanShearer

944K Followers, 711 Following, 1682 Posts - Alan Shearer (@AlanShearer) on Instagram: "@bbcfootball
analyst. Former @england captain.

Alan Shearer | RIP Boss. | owe you so much. You were amazing ...
Instagram » ..
Nov 26, 2023 ... 58K likes, 224 comments - alanshearer on November 26, 2023: "RIP Boss. | owe you so

much. You were amazing. @".

Alan Shearer | An amazing day playing RCD. The course is ...

Instagram » ...

May 20, 2025 ... 7582 likes, 64 comments - alanshearer on May 20, 2025: "An amazing day playing
RCD. The course is sensational. Even a lesson from Butch ...

Alan Shearer | What a great day @goswickgolfclub with lovely lads ...
Instagram » ...

Apr 11, 2025 ... 4027 likes, 26 comments - alanshearer on April 11, 2025: "What a great day
@goswickgolfclub with lovely lads!!!! Great weather and course in ...

Alan Shearer | Oh what a night that was !!! Ryan and the Jersey Boys ...

Instagram > reel

Mar 9, 2025 ... 1385 likes, 22 comments - alanshearer on March 9, 2025: "Oh what a night that was !!!
Ryan and the Jersey Boys were bloody amazing.

Alan Shearer | Cheers @theowalcott Come on ...

Instagram » ...

Jul 6, 2024 ... 40K likes, 293 comments - alanshearer on July 6, 2024: "Cheers @theowalcott Come on
Pressure is for tyres ".

username in the list used as the

m

Google these results are google searches first username in the list used as the
1 irs
Search: with the search term
Web Image
About 219,000 results (0.21 seconds) Sort by: Date -

Team ACL | Find your Team ACL and Info | | Which player came ...

Instagram » reel » DKXmucRsUJV

2 days ago ... ... alanshearer @rvnistelrooij @robybaggio_official @kendrickperkins @iambarondavis
And some other icons such as R9, Ricky Rubio, Jamal Murray ...

Amazon Prime Video Sport | @WayneRooney and @AlanShearer ...
Instagram > ...

5 days ago ... 572 likes, 4 comments - primevideosport on May 29, 2025: "@WayneRooney and
@AlanShearer make their #UCL final predictions...".

Jack McNamara on X: "Thanks for coming @alanshearer" / X

X (formerly Twitter) » JackMcNamara81 » status

b 5 days ago ... @alanshearer. -. 5h. Had a great night with my friend #PaulFerris at the
@LiveTheatre to celebrate the launch of his new book '‘Once Upon a Toon'.

Alan Shearer (@alanshearer) « Instagram photos and videos

www.instagram.com » AlanShearer

7 days ago ... 944K Followers, 711 Following, 1682 Posts - Alan Shearer (@AlanShearer) on Instagram:
"@bbcfootball analyst. Former @england captain.

Baller League UK | A Bakary Sako hat-trick in an absolute goalfest ...

Instagram > ballerleagueuk » DKIPOpUMzib

8 days ago ... ... League UK in Copper Box Arena with @johnterry.26, @. johnterry.26 - micahrichards -
garylineker - alanshearer - _26ers - deportriofc - 1,141 ...

Alan Shearer | From then to now @garylineker!!! It has been an ...

Instagram » ...

May 24, 2025 ... 77K likes, 444 comments - alanshearer on May 25, 2025: "From then to now
@garylineker!!! It has been an honour to share the MOTD studio with ...

Gary Lineker on X: "RT @alanshearer: It has been an honour to ...

X (formerly Twitter) » GaryLineker > status

May 24, 2025 ... RT @alanshearer: It has been an honour to share the MOTD studio with
you @GaryLineker THANK YOU for everything over the years. You are an...

Premier League on X: "Read more about @alanshearer's picks here ...
X (formerly Twitter) » premierleague » status

*“’E May 20, 2025 ... Read more about @alanshearer's picks here https://t.co/vtMCbgh8rN.

Graeme Bandeira on X: "Brilliant to hear @alanshearer on ...

X (formerly Twitter) » GraemeBandeira » status

== May 19, 2025 ... Brilliant to hear @alanshearer on @RestIsFootball going on about wingers
not putting balls into the box!

Alan Shearer | An amazing day playing RCD. The course is ...

~ ~ v "

shearer
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Newcastle upon Tyne, England

@ Google Street View
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Computation path of the sun for:

River Drive, South Tyneside, South Shields, Tyne

03.Jun.2025 | 21:47 UTC+1 =

Solar data for the selected location
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SunCalc - sunrise, sunset,

shadow length, solar eclipse,

sun position, sun phase, sun

height, sun calculator, sun

movement, map, sunlight

phases, elevation,

Photovoltaic system,

Photovoltaic

SunCalc.org ©Torsten Hoffmann 2015-2025


https://www.suncalc.org/#/47.4943,19.0599,18/2026.10.09/16:39/1/3
https://www.suncalc.org/#/47.4943,19.0599,18/2026.10.09/16:39/1/3
https://www.suncalc.org/#/47.4943,19.0599,18/2026.10.09/16:39/1/3
https://www.suncalc.org/#/47.4943,19.0599,18/2026.10.09/16:39/1/3
https://www.suncalc.org/#/47.4943,19.0599,18/2026.10.09/16:39/1/3
https://www.suncalc.org/#/47.4943,19.0599,18/2026.10.09/16:39/1/3
https://www.suncalc.org/#/47.4943,19.0599,18/2026.10.09/16:39/1/3
https://www.suncalc.org/#/47.4943,19.0599,18/2026.10.09/16:39/1/3
https://www.suncalc.org/#/47.4943,19.0599,18/2026.10.09/16:39/1/3
https://www.suncalc.org/#/47.4943,19.0599,18/2026.10.09/16:39/1/3



https://geohints.com/
https://geohints.com/

THANK YOU el

ANY QUESTIONS?

s

Seanpaul Gilroy Useful Resources

* The Ultimate OSINT Collection - start.me
* OSINT Framework

* Open Source Intelligence Techniques — Book
* UK-OSINT

* Inteltechniques.com

* bellingcat - the home of online investigations

OPEN SOURCE
INTELLIGENCE
TECHNIQUES

'
)


https://start.me/p/DPYPMz/the-ultimate-osint-collection
https://start.me/p/DPYPMz/the-ultimate-osint-collection
https://start.me/p/DPYPMz/the-ultimate-osint-collection
https://start.me/p/DPYPMz/the-ultimate-osint-collection
https://start.me/p/DPYPMz/the-ultimate-osint-collection
https://www.bellingcat.com/
https://www.bellingcat.com/
https://www.bellingcat.com/
https://www.bellingcat.com/

CONINScC

CONSULTING INVESTIGATION SECURITY

Digital Investigations, Open-Source Intelligence Tools and Al

15 October 2026 Budapest

Evidence Collection, Due Diligence and Online
Searches

Bilal Sen

Corporate Investigations and
Cybercrime Advisor



Julia Reitz
Placed Image


Cybercrime Centre - Turkish National Police

Manager, Global Program on Cybercrime Program - UNODC

Senior Consultant - Industry

Led Tech Investigations
Consulted International Organisation
Delivered sessions in five continents

Currently Helping Businesses and Law Firms

Please Ask Me
OSINT

Cybercrime

Electronic Data from ISPs
Case Discussions

Digital Forensics



OSINT

Open-Source Intelligence (OSINT) is the practice of collecting
and analysing publicly available information such as websites,
social media, news, breach data repositories, archive records

and official records to uncover valuable insights.

It supports legal, investigative, and business decisions by
revealing hidden connections, verifying facts, and identifying

risks, all through ethical and legal means.

Open source intelligence systematic can strengthen your

legal practice, uncover the truth.



OSINT USAGE FOR JUDICIAL AUTHORITIES

Evidence validation: Authenticity, timelines, source reliability, digital evidence
assessment.

Investigative support: Identifying persons, entities, locations, affiliations, and
relevant facts.

Asset identification: Real estate, vehicles, business interests, beneficial
ownership, cross border assets.

Fraud and forgery: False identities, forged documents, shell companies,
deception indicators.

Network analysis: Relationships between individuals, companies, organizations,
and criminal groups.

Cybercrime investigations: Social media, digital footprints, online threats, and
internet based offences.

Public safety & corruption: Organized crime, corruption risks, emerging threats,
and public interest concerns.



WHO CREATES ONLINE INFO ABOUT US

We

Our Private And Professional Contacts
Competitors

Professionals

Institutions / Companies

Machines

Breach Records



€3 SPORTS
a8 TRACKER

Power your passio
sports

DOWNLOAD THE FREE APP!



Google

{.-

site sports-tracker.com X

sports-tracker.com
https:fsports-tracker.com » view_profile » arivenem

Ari Venemies
AriVenemies - 11500 - 13536 km - 1134 b - 25044 km - 134 b 1711 km. Mo public wiorkouts

sports-tracker.com
https: #sports-tracker.com » view_profile » albomax

Albonino Massimo

2rd fastest time on this route. Albonino Massimo Maniva. Send. Albonino Massimo Jul 1, 2021 at
8:56 AM - Openstreettap, Thunderforest.

sports-trackercom
hittps:sports-tracker.com » rah_kis - Translate this page

Kimmo Rahkamaa

Kimmo Rahkamaa Kolmen huipun paiva: Tennkogel-2333, Frauenkogel-2424 ja Gamskarkogel-
2467 . Lahdettiin 1740 mista, johon myds palattiin, Kokonaisnousu 800m. HRE .

sports-tracker.com
htt[:IISZﬂSFIEIFtS-tI'EIEHEI’.EDm > ViEW_pI’EIfilE » eouardosamuco

Eduardo Samuco

Eduardo Samuco. Add friend. Request sent Request pending. Follow Requested Cancel
Following Unfollow Follows you Um pouco da minha rotina desportiva.

Y



SOME OF COMMON BREACH RECORDS

Platform
LinkedIn
LinkedIn
LinkedIn
Facebook
Facebook

X (Twitter)

Year

2016

2021

2023

2019

2021

2023

Records
117 M
700 M
500 M
419 M
533 M

235 M+



MOST HELPFUL INFO TO START

PERSON

Full Name

Date of Birth

Email Address

Mobile Phone Number
Headshot Photo

Profession or Position

ENTITY

Full Name

Website

Tax Number

Email Addresses
Business Addresses

Shareholders/Managers



SEARCH POSSIBLE WITH

REVERSE IMAGE

> ] VIRuSTOTAL
Text =

Image/ Live Photo SEARCH

Voice

=
Video Lo
File Google Lens

Domain Name or URL

Berify.com
https://berify.com }

Berify.com: Reverse image search for images and video

HERE'S HOW IT WORKS - 1. IMPORT YOUR PHOTOS OR VIDEOS USING OUR SITE. You upload
images from your site (this can be a sitemap or rss feed, too) - 2. WE PROCESS ...



GOOGLE SEARCH PROCESS

How Google Works
Behind the Scene

Crawling Indexing Ranking



GOOGLE LOCAL COPY SEARCH TEST

Google Search I'm Feeling Lucky



isearchfrom.com

Multi-page searchis here — scrape up to 10 SERP pages per query, load more ondemand. >

@ ISearchFrom AboutUs UseCases Pricing Blog ContactUs G Login Try for free

Location-based search tool

| Search From

Google Search from a different location & device

Simulate Google Searches from Any Location — No VPN Required. It's useful for searching Google as if
youwere somewhere else, as well as for SEO & SEA testing

@ Country Slovakia v @ Language Slovak v " M Device Mobile v
@ SearchTerm

Put Your Keyword Search—

, ¥ Clickto see real searchresults!
1

= Pages@ 2 pages v

 Advanced Options ¥ ProAccount
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OSINT TOOLS

OSINT

OPEN SOURCE INTELLIGENCE

Collect. Analyze. Understand. FORUMS &
X COMMUNITIES
Intelligence from open sources. :
GOVERNMENT
SOURCES
FIND FILTER ANALYZE VERIFY
Discover relevant Remove noise, Extract insights Validate and cross-
information focus on what and patterns check information

matters

02
D

SOCIAL MEDIA \
\.

=

o O
o I
\ VIDEOS
PUBLIC RECORDS
S :l 7’
UNDERSTAND

Turn information
into intelligence
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HIDDEN BUSINESS OWNERSHIP

UK companies with hidden ownership

Swansea
Cardiff
Bristol
Wells
Exeter
Plymouth
Truro,
Guernsey
(O}
St Peter P
93
I
O
2
3
Brest
retagne
5

Legend

B Active UK company

Active UK company, dormant
accounts

B Active UK company, in default
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USERNAME SOLUTION WHATSAPPMYNAME

Enter the username(s) in the search box, select any category filters & click the search icon or press CTRL+Enter

bilalsen

= Category Filters ~

Active Filter: All (exclude NSFW)

Found: 45 Processed: 592 / 592 Filter by Username:

Show False Positives | Show Not Found § Show All JRe/ol WA INEGIS @

ABe

s ) () )

Search:

-

SITE * USERNAME CATEGORY LINK
Behance bilalsen business https://www.behance.net/bilalsen
— buymeacofieo biolink bilalsen misc https://bio.link/bilalsen
Blogspot bilalsen blog http://bilalsen.blogspot.com
buymeacoffee bilalsen finance https://www.buymeacoffee.com/hilalsen
e v Chess.com bilalsen gaming https://www.chess.com/member/bilalsen
Clubhouse bilalsen social https://www.clubhouse.com/@bilalsen



[l % paypal.com/paypalme/bilalsen n Q2 A i,

rivatkunden v KMU v  GroBunternehmen v  Developer Hilfe Einloggen

Bilal Sen

@BilalSen
Lommel

Senden

Diesen Link melden



chess.com/member/bilalsen

} Chesscom

& Play : = bilalsen [&

=
P >
s

F‘g’p!‘a Bilal Sen
‘ Puzzles ’ ~
{;

‘] Learn | 2 S N\ x ,))

Jan 3, 2024 Jan 2, 2018 8
Watch

News EE; Challenge Eé Message

Social

eee More Current Games (0)

Search
No games in progress

Sign Up




site:drive google .com limited payment x _!,
Al Images Mews \Videos Maps i More
Life insurance Visa Policy Solutions Sumlp Wise SWIFT

: google.com
https:ffdrive google.com » viewerng » viewer  custom... §

customer-information-sheet-for-inward-payments-to-hong ...

Please instruct remitting banks to send the payment instruction to us (HSBCHKHHHKH) by
SWIFT MT103 with *the ... HSBC Bank Australia Limited, Sydney HSBC Bank ...

: google.com
https:f/drive google.com » viewerng = viewer » 3 -term._.  §

3.-terms-of-sale.pdf

FPaid Content. means purchase of Paid Content on our website as a. one-off transaction;. “Sale
Confirmation” means our acceptance and confirmation of your.

L google.com

https:/'drive.google.com » drive » my-drive 3
Google Drive: Sign-in
Sign in. to continue to Google Drive. Email or phone. Forgot email? CAPTCHA image of text
used to distinguish humans from robots.

: google.com
https:ffdrive.google.com » Viewerng : viewer : year_ro...

year_round e.pdf
— The above offers are valid from 1 January to 21 December 2020. — Customer must settle the
payment with enJoy Card to enjoy the above offers (Some offers must ..

%)

Toals

Depop



ALTERNATIVE COULD BE BETTER

GOOGLE MAP RESULTS
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ALTERNATIVE COULD BE BETTER
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GEOLOCATION - RAVEN & PICARTA

«=» Raven Capabilities

No landmarks. No
metadata. Just a region.

Geoestimation rea °nt, § ture, and context from a single image, returning

ranked, high-confide

One frame in. A city out.

* RAVEN - GEOESTIMATION

@ Picqrtq Resources API GitHub Pricing Contact Us

Find Photo Location

Picarta finds where any photo was taken worldwide using Artificial Intelligence. How fo use Picarta

Upload a Photo Paste Photo Link




GEOLOCATION - DUALMAP

< (@ [J %= mapchannels.com/dualmaps7/map.htm?addr=eiffel%20tower%20paris N2 C? A D E aexe =
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suncalc.org

Computation path of the sun for: r +

Sad Apelacyjny w Krakowie, ulica Przy Rondz -

21Mar2022 | 14:20 UTC+1 [N

Solar data for the selected location

11:47:20
17:54:50
18:26:49
12h14m2s /
51 149.021.703 § .

Altitude: 30.65°

Azimuth:.

shadaw. length.[m];

at.an.ohiect Jevel. (ml:

[Set Lat/ion| B
50.06492°
19.96178°

More solar data
Print

Contact

Help & AP1

More for Moon|Planets|Satellites

N TSI T T O G G s

Donate

Legal Disclosure|Privacy Policy|Cookies -
NE

ROBLOX « 1 Moot

Earn Robux \ Y
with Microsoft

Redeem points for
Robux

SunCalc is a sunlight calculator that helps determine the time
and date based on the sun's movement and sunlight analysis
for a given day and location.

www.suncalc.org/#/50.0649,19.9618,19/2022.03.21/14:20/1/1



tineye.com

Search Technology Products About

Reverse Image Search

Find where images appear online. How to use TinEye.

@ Upload Paste or enter image URL Q




Tineye Test

T,




tineye.com

STOCK - SPONSORED

www.shutterstock.com

image-photo/paris-sept-17-2014-wester.

STOCK - SPONSORED

stock.adobe.com

images/Prospetto-di-Notre-Dame-a-Par

STOCK - SPONSORED

www.alamy.com

paris-sept-17-2014-the-western-facade-

DY 15% OFF. Use TINEYE15 on Shutterstock.

.. - First found on Jun 11, 2022

... - First found on Oct 25, 2021

... - First found on Sep 25, 2021

dinneratmidnight.wordpress.com

2010/11/14/travels-part-2-paris/ - First found on May 14, 2017
2010/11/14/travels-part-2-paris/ - First found on May 14, 2017

view all 3 matches

Filename: paris-29.jpg (1963 x 3081, 558.4 kB)

shuttersteck | @ ¢ @

GET 10 FREE




@EPIEOS

The ultimate [(¢}5]'1J tool for email
and phone reverse lookup

Email Phone (New)

Use 1 credit

=Q search options




ALERT MANAGEMENT

Search alerts are created and managed through an automated

process that passively collects timely and up to date information.

www.talkwalker.com/alerts

www.google.com/alerts



OSINT FRAMEWORK

Username O)

Email Address )

Domain Name )

IP & MAC Address )

Images / Videos / Docs O

Social Networks )

Instant Messaging O

People Search Engines O)

Dating ©)

Telephone Numbers ()

Public Records )

Business Records ()

Transportation ©)

Geolocation Tools / Maps )

Forums / Blogs / IRC ©)
OSINT Framework ()

Archives O)

Language Translation ©)

Metadata ©)

Mobile Emulation ©)

Terrorism )

Dark Web ©)

Digital Currency O
Classifieds ©)

Faandiidd ! NS aadic-. M
Tools ©)

Malicious File Analysis ©)
Exploits & Advisories )

Threat Intelligence O
OpSec O
Documentation / Evidence Capture )

Training ©)

Username O

Email Address ()

Domain Name )

IP & MAC Address O
Images / Videos / Docs )
Social Networks )
Instant Messaging ©)
People Search Engines ©)
Dating O

Telephone Numbers )
Public Records )
Business Records ()
Transportation )
Geolocation Tools / Maps )
Search Engines )
Forums / Blogs / IRC )

Aot r

OSINT Framework ()

Email Search ©)

Common Email Formats )
Email Verification )
Breach Data ()

Mail Blacklists ©)

() Reacher Github (T)
() Reacher Demo

(O MailScrap

() Read Notify

() Email Reputation
() MailboxValidator

osintframework.com



ONLINE DATA IS VOLATILE

Archive
URL Collection

Freezing The Time



SAMPLE SOCMINT CHART

_f\\

Thomas More

Email Address

Mobile Phone Number

» France Companies Index (SIRENE) Companies House »
+44 444 123 456 . thomasmore888888@gmail.com
" = V]
Skype THOMAS MORE THOMAS MORE

LY § h

Vodafone Active Thomas Consultant ) Maria Sonders HETANIT08
55.181.143.27
U} U

eoe N sapag e 4 a
HH g U = 0] Thomas M Thomas More
,'L a

\/ \

Befiin London. UK This chart is a re-construction of a real case with a fictitious data

+44 444 123 4567 Melissa 44444123456 e o



VERIFICATION & ADMISSIBILITY

Analytics Investigations Chaly: Economics News wif ith Chaly  Antifake / Factcheck News

felotusion
» r anestigative ’ " — _ ” » -
'..!L tentar Who and how: Laundcring millions from illegal bets in a Minsk casino

Casino owners are linked to Belarusian officials, politicians and security officials

uth Yana
editors: Lola Burvieva. Maksym Sa

anislan teashkevich

| » Play 21 | I ©] Show summary v I

-
Belarusian

Investigotive Analytics Investigations Chaly: Economics News with Chaly News Q
Center

Donate BY RU EN =

Belarusian Investigative Center



PROTECTING YOUR PRIVACY WHEN INVESTIGATING

® New ® Desktop
Unique visitors 99% - 410 Site sessions 83% - 371
415 ® Returning 446 ® Mobile
1% - 5 17% « 75
See Full Report See Full Report
Sessions by country
Countries
United States > 68
[}
Germany > 42
-
."\ . , Russia > a1
- ~ . -
w United Kingdom > 30
. -
Turkey > 27
-

Ukraine > 14
[ ]



PROTECTING YOUR PRIVACY WHEN INVESTIGATING

=
@AMIUNIQUE? i@ MY FINGERPRINT M MY EXTENSION [ GLOBAL STATISTICS @ SURVEY B BLOG & USEFUL LINKS @& LANGUAGE
=

Aurioute simuarity rauo vaiue

Mazilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/126.0.0.0
Safari/537.36

1-User agent o 0.04 %

2-Platform () Win32

3- Cookies enabled () [/]

4-Timezone () UTC+03:00

5- Content language () en-Usentr

6-Canvas (@ s b o -

7 - List of fonts (JS) o Agency FB Algerian Arial Arial Black Avrial Narrow And 158 others
8- Use of Adblock () 6425% [ %)

5-DoNotTrack (@) (x]

10 - Navigator properties () 81 properties detected

2
=
5]
Ed

11-BuildiD @ 03 % Not supported

=
@LAM|uN|QuE? & MY FINGERPRINT M MY EXTENSION M GLOBAL STATISTICS @ SURVEY B BLOG & USEFUL LINKS @ LAN
]

24 - Screen available Left () 83.54% 0
25 - Screen available Height () @ 752

26 - Screen available width () 1280

accelerometer : granted
accessibility : Not supported
ambient-light-sensor : Not supported
camera - denied
clipboard-read : prompt
clipboard-write : granted
geolocation : denied

27 - Permissions o background-sync : granted
magnetometer : granted
microphone : denied
midi : prompt
notifications - denied
payment-handler : granted
persistent-storage : prompt
push : Not supported

28 - WebGL Vendor () Google Inc. (Intel)

29 - WebGL Renderer o ANGLE (Intel, Intel(R) Iris(R) Plus Graphics (0x00008A52) Direct3D11 vs_5_0 ps_5_0, D3D11)



PROTECTING YOUR PRIVACY WHEN INVESTIGATING

23.12.201¢
https:/fwwe | =@ un

E:rv_bqrb(:w‘an ) Objects and their links
| o T [opo—
T
8 07.02.2020 19:58:58 i o
X https://www.instagram.com/p/B8RzuYbh3BR/ dog s m—
- 4 ]
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e Prmoot Bives. Fooe Dot Roon Kok [receses @ soos

$ . Matthias Wilson - 3rd+ + Follow -
f‘r Intelligence & Investigations Professional / Intelligence Trainer /...

< 1yr-®

Just a friendly reminder: the company behind the #OSINT tool Lampyre is actually
Norsi Trans. And they're on the U.S. Department of the Treasury OFAC sanctions list.

Be careful what you OSINT with
keyfindings.blog



OPERATION SECURITY

VPN (Virtual Private Network)
Encrypts your connection, hides your IP/location, and ensures anonymity.
VM (Virtual Machines)

Separates your investigation from your main system, protects against threats,

and supports secure OS/configuration use.
Extension: User Agent Changer

Spoofs browser/device info to avoid detection. Tools: User-Agent Switcher and

Manager.
Check Only Through Verified Sources

Always verify the origin of tools, extensions, and data sources. Using unverified

sources can lead to exposure, malware infection, or misinformation.



COMPETITOR ANALYSIS

Uncover Everything About Your
Trade Partner and Make Informed
Decisions




BLOCKCHAIN ANALYSIS

O
OQOO QQO




Large Language Model (LLM) & OSINT




Before hiring OSINT expert Bilal Sen, I'd like to verify whether he has a
strong track record in cyber capabilities, Please assist me in researching

his background.

| was unable to find verifiable evidence of someone named Bifaf Sen who matches the description “OSINT
expert” with a strong, documented track record in cyber/intelligence work. Here's what | found (and what |

couldn’t), plus suggestions for how you might dig deeper to verify for yvourself,

What | could find
* Thereis a GitHub account under the name bilalseen (or "Bilal Sen™). e

o [tidentifies itself as a Frontend Developer / Computer Engineering Graduate, e
* The publicrepos are mostly front-end / Ul work (React Native, etc) and general app /S projects.

GitHub

* | didn't see evidence in those repos of OSINT, threat intelligence, orinddent response tools or

research.
* There's a Linktree and “"Read CV" link assodated with Bilal Sen via Instagram,  Linkes

* But the Instagram/Linktree page doesn't clearly show a verified cybersecurity portfolio or spedific

OSINT-projects. ke

What | couldn’t (but tried to) find
*  Any credible publications, reports, or whitepapers authored by Bifal Sen in OSINT / threat intelligence /

cyber investigations (peer reviewed or othenwise),



Here's a more formalized prompt you can use with ChatGPT (or other Al assistants) to ensure you receive
detailed, well-sourced information — induding only from verified or government sources (including Turkish

government sources) — about Bilal Sen's cybersecurity / OSINT credentials:

Prompt:

“| need a detailed, well-sourced background check on Bilal Sen, with focus on his cybersecurity and
OSINT expertise. Please provide:
1. "Official qualifications, certifications, training in cybersecurity and open-source intelligence”
2. "Documented professional experience — roles, employers, clients — especially in cyber-threat
intelligence, investigations, penetration testing, or related fields.”
3. "Any publicly verifiable achievements, publications, awards, or recognized contributions in
OSINT or cybersecurity”
4. "Known affiliations (companies, research institutions, government or NGOs) relevant to

cybersecurity.”
5. "Any controversies, security incidents, or credible negative reports, if available”

Important requirements:

+ Use only credible, verifiable sources: official government websites, court or regulatory filings,
well-established institutions or universities, recognized industry publications.

- For Turkish sources, include documents or statements from Turkish government agendies, Turkish
courts, requlatory bodies, or other official Turkish institutions.

» For each daim, provide the source (URL) and date.

+ Clearly distinguish between confirmed facts and unverified or speculative caims.

If yvou cannot find substantial publicly verified infe J, 3tion on Bilal Sen's cybersecurity/OSINT track record,
state that explicitly.”



What are you working on?

| need a detailed, well-sourced background check on Bilal Sen, with focus on his cybersecurity and

0 Add photos & files

15, training in aybersecurity and open-source intelligence.
@) Createimage

Q- Think longer ance — roles, employers, dients — espedially in cyber-threat
ration testing, or related fields,

P Deep research ‘ -

Q0 study and learn nts, publications, awards, or recognized contributions in OSINT or

w00 Bdore >

+ 9



LETS DO PRACTICAL

Your job should you choose to accept it




QUESTIONS & DISCUSSION

Bilal Sen

info@coninsec.com



DIGITAL EVIDENCE
AND Al IN CRIMINAL
JUSTICE

Using electronic evidence and Al in criminal
investigations and presenting them at court

Wv\

A S AV NNSUASINE

Senior Public Prosecutor Linda Bertram

ERA - ACADEMY OF EUROPEAN LAW | BUDAPEST, 15-16 OCTOBER 2026 =
#DIGITALISATION AND #ARTIFICIAL INTELLIGENCE IN CRIMINAL JUSTICE R



Julia Reitz
Placed Image


Generalstaatsanwaltschaft Frankfurt am Main

HESSEN

SETTING THE SCENE

Introduction to Al in Criminal Proceedings

Artificial intelligence refers to

computer systems capable of
performing tasks that ordinarily
require human intelligence.

RELEVANCE IN CRIMINAL JUSTICE

© 000

Enhanced data analysis
Greatly enhances the capacity to analyse large and complex datasets.

Forensic & prognostic support

Assists in forensic investigations, judicial prognostic assessments in criminal law
and predictive policing.

Legal assistance
Supports legal work - e.g. analysis & summarization of case law.

New legal questions
Raises questions about evidence admissibility and defendants’ rights.
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Al IN CRIMINAL INVESTIGATIONS AND PROCEEDINGS

Where Al Enters the Investigation

e General preliminary investigations @ Technical support in investigations

« Threat analysis & prioritization (cybercrime, money « Speech recognition, analysis & translation (encrypted chats...)

laundering...) - Image & video analysis (facial recognition, deepfakes...)

- Al-generated criminal complaints (fraud prevention...) « Social-media monitoring & OSINT analysis (web crawlers,

 Situation & sentiment assessment (media analysis...) bots...)

« Generation of images & voice imitation (undercover

« Data analysis & pattern recognition (serial-offence operations...)

detection...)
« Integration of relevant data (HessenData...)

« Use of third-party Al results (e.g. Klette case...)
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Al IN CRIMINAL INVESTIGATIONS AND PROCEEDINGS

Analysing Data & Assessing Risk

@ Analysis of large data volumes @ Judicial prognostic assessments

(as distinct from predictive policing)

» Detection & categorization of files (IT forensics...) » Risk of violence by individuals & overall threat assessment

« Pre-evaluation of images and videos (child-abuse imagery, (police...)

juvenile pomnography...) « Criminal liability of statements & preliminary evaluation

« Communication & network data analysis (chats, emails...) (hate speech...)
+ Financial data & transaction analysis (account data, - Risk of flight & reoffending (grounds for detention...)
blockchain...)

« Risk of recidivism (probation, preventive detention...)




Generalstaatsanwaltschaft Frankfurt am Main HESSEN

Al IN CRIMINAL INVESTIGATIONS AND PROCEEDINGS

Al as Legal Assistance

Speech recognition & translation @ Analysis & summarization of case law

Legal assistance and complaint chatbots. Research support such as Beck-chat.

Document analysis & information integration @ Deadline tracking & statistics

Form-filling and “robo-judge” drafting support. Automated reminders and case statistics.




Generalstaatsanwaltschaft Frankfurt am Main HESSEN

CASE STUDY

Predictive Policing in Germany

finl

Implementation Challenges Open debate

Deployed across various German Data-protection compliance and Effectiveness and legality remain
federal states. concerns about algorithmic bias. actively contested.
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CASE STUDY - HESSENDATA (PALANTIR) - 1/7

Cross-Database Analysis in Practice

HESSEN

nessenDATA 5

Daten-Analyseplattfor

e

Vorgang Fall Auskunft Verkehrs- Tele- Asservate / Polizeilicher Staatliche Offene
daten kommu- Forensik Informations- Register Quellen
nikation austausch

Central analysis dashboard - the HessenDATA platform (built on Palantir).
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CASE STUDY - HESSENDATA (PALANTIR) - 2/7

Cross-Database Analysis in Practice
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I Geospatial view: case locations linked on an interactive map.
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CASE STUDY - HESSENDATA (PALANTIR) - 3/7

Cross-Database Analysis in Practice

I Link analysis: entity-relationship network across data sources.
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HESSEN

CASE STUDY - HESSENDATA (PALANTIR) - 4/ 7

Cross-Database Analysis in Practice

Combined media grid and relationship analysis.

@ Alla Enditsten 36
@ Person 36
Entitdtseigenschaften

» .Name: Exakte Ubereinstinmung (...
» .Name: Vor- und Nachname (56)
» .Name: Nur Nachname (54)
» .Name (alternative Schreibweise): ...
» .Name (alternative Schreibwelse): ...
» .Name (alternative Schreibwolse): ...
» .Geburtsdatum (23)
» .Quelle (0)
» Account-ID: Exact Match (0)
» Account-ID: Emittent (0)
» Account-ID: Emittent (0)
» Adresse: Exaste Ubereinsimung...
> Adresse: Adresse, Stadt (33)
» Adresse: Adresse, PLZ (72)
» Adresse: PLZ Ubereinstimmung (38)
» Adresse: Stadt, Stadt,BL (12)
» Adresse: Stadt/GL (6)
> Ausgeiible Tatigkert (15)
v BKA Gefahrder Einstufung: All
@ Relevanta Person (Arteur)
® Relevanta Person () =
@ Relevanta Person ()
» BKA Gefhrder Einstufung: Gefihrd...
» BKA Gefahrder Einstufung: Gefahrd...
» Bemerkung (20)

» Crime Aktenname (6)

(O] L b4

g 5

Wenig
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CASE STUDY - HESSENDATA (PALANTIR) - 57/7

Cross-Database Analysis in Practice

I Location radius and geofencing around points of interest.

Digital evidence and Al in criminal justice - ERA - Academy of European Law, Budapest, 15-16 October 2026
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CASE STUDY - HESSENDATA (PALANTIR) - 6 /7

Cross-Database Analysis in Practice

I Connected locations plotted across the city.

Digital evidence and Al in criminal justice - ERA - Academy of European Law, Budapest, 15-16 October 2026
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CASE STUDY - HESSENDATA (PALANTIR) - 7/ 7

Cross-Database Analysis in Practice

I Aerial / satellite view of a location of interest.

Digital evidence and Al in criminal justice - ERA - Academy of European Law, Budapest, 15-16 October 2026



Generalstaatsanwaltschaft Frankfurt am Main

HESSEN

CASE STUDY - WIESBADEN RECKLESS-DRIVING CASE

VR and Al Used in a Murder Trial

Prozess in Wiesbaden

Todlicher Unfall — Raser zu lebenslanger Haft
verurteilt

Er raste mit Tempo 130 durch die Innenstadt: Ein 25-Jahriger ist in Hessen des Mordes
schuldig gesprochen worden. Vor Gericht hatte der Mann Reue gezeigt.

29.11.2023, 20.22 Uhr




Generalstaatsanwaltschaft Frankfurt am Main HESSEN

WIESBADEN RECKLESS-DRIVING CASE

VR and Al Used in a Murder Trial

e The facts of the case

o October 2022: a 24-year-old drove at 120 km/h in a 50 km/h zone in
Wiesbaden.

km/h driven in a 50 km/h zone

» Heignored ared light and fatally crashed into another vehicle.

« The victim was a 55-year-old woman. § 2 1 1

« The driver had a prior history of traffic violations.

Murder - German Criminal Code
o Trial held in 2023 at Wiesbaden Regional Court.
« Charged with murder under § 211 StGB.

« The court found he acted with conditional intent (bedingter Vorsatz).

Outcome: life imprisonment
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WIESBADEN RECKLESS-DRIVING CASE

How VR and Al Shaped the Verdict

Assessing intent
Al-assisted VR helped the court weigh intent and foreseeability.

A German first
Pioneering use of VR in German criminal justice.

Al-assisted VR reconstruction

The court rebuilt the crime scene in 3D, enabling an

Evidentiary clarity
immersive view of:

Enhanced spatial understanding and clarity of the evidence.

» Driving path and speed
o . Legal classification
» Visibility and timing Reinforced classifying extreme speeding as murder.

« The possibility to prevent the crash

Precedent
Sentencing set a strong precedent for reckless-driving cases.
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WIESBADEN CASE - FROM THE WRITTEN JUDGMENT

“Getting into the Car”: VR in the Verdict
éé

In the second step, according to witness “police officer 6 (PHK 6)”, it was necessary to select the correct technology to capture the images
so that a realistic rendering of the perspectives could be achieved. A problem was that ordinary cameras have a static viewing angle, which
cannot be changed afterward and thus only allows a limited representation of the actual perspective. It was crucial to create the possibility
of virtually "getting into the car" and seeing the actual positions. The solution was the use of "virtual reality” (VR), which here essentially
meant recording with 360° cameras, so that one could subsequently select the respective viewing angle oneself. (...) To obtain an even more
realistic impression of the visibility conditions, the court could follow in real time on a screen what witness PHK 6 saw in the VR headset he
was wearing. First, the view from the perspective of the Mercedes driver was shown - initially at 70 km/h (original speed), and then at 140
km/h (double playback speed), viewed multiple times. Witness PHK 6 moved his gaze on the court's instructions and at the request of other
parties, thereby steering the perspective displayed on the screen. This confirmed the impression already gained from the VLC version, while
conveying a more realistic perception.

- Excerpt from the court's written judgment
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CASE STUDY - Al IN THE COURTROOM

“Im Namen des Volkes” - The Written Judgment

Landgericht Darmstadt

Geschéftsnummer

3 KLs 200 Js 2761/24
(2/24)

IM NAMEN DES VOLKES

URTEIL
In der Strafsache
gegen
zuletzt ohne festen Wohnsitz,
z. Zt. JVA Weiterstadt,
ledig (verlobt), deutscher Staatsangehdriger
wegen sexuellen Missbrauchs von Kindern

I Excerpt from the court's written judgment (“In the name of the people - Judgment”).
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CASE STUDY - Al IN THE COURTROOM

Forensic & Investigative Documentation

semerr  Ermittlungen wegen schweren sexuellen Missbrauchs von Kindern
Hier: Authentifizierung von Bild- und Videodaten

@ Bundeskriminalamt

szue Untersuchungsantrige des PP Darmstadt vom 02.04.2024 und 26.04.2024,
Az ST/0044172/2024

Tabelle 8: Liste der relevanten Metadaten der eingereichten Bilddateien Nr. 4-7. sowie fiir
ein Referenzbild (IMG 20240429 110034 jpg). welches mit dem eingereichten Mobiltelefon
A aufgenommen wurde.

Bundeskriminalamt (Federal

o . . . Beschreibung IMG_20220 | IMG_20220 | INMIG_20220 | IMG_20220 | ING_20240
Crl mlnql‘ P0llce Offlce) 618_215537 618_215537 618 215537 618_215537 429 _110034.
_29l.jpg _404.jpe _ST73jpe _T75l.jps ipg
ImageWidth 6560
ImageHeight 3028
EncodingProcess Baseline DCT, Huffman coding
BitsPerSample 8
ColorComponents 3
YCbhCrSubSampling YCbCr4:2:0 (2 2)
Model Mi Note 10 Pro
Ornientation: Rotate 180 180 270 CW 90 CW Horizontal
ModifyDate [MESZ] 2022:06:18 2022:06:18 2022:06:18 2022:06:18 2024:04:29
21-44-26 21-49-27 21:45-51 21-40-00 11:00:37

Y CbCrPositioning Centered
IS0 2458 | 2642 | 2382 | 2385 | 148
ExposureProgram Program AE
Fnumber 20
ExposureTime 1/11 | 1/10 | 1/10 | 1/13 | 1/60
Exif 0x9999 "mirror” ‘true, "sensor_type":"front","Hdr":"off"
SensinghMethod Not defined
SubSecTime 266879 | 480441 | 272532 | 804955 | 833845
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CASE STUDY - AUTHENTIC EVIDENCE CHALLENGED

“The Video Was Al-Generated” - A Defendant's Claim

THE DEFENDANT'S CLAIM

An incriminating video - found on his mobile phone and showing
him engaging in sexual acts with his three-year-old biological
daughter - had, he claimed, been artificially generated using Al.
He asserted that the video did not depict a real event.

Criminal proceedings concerning the

sexual abuse of a child.
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CHILD-ABUSE CASE - FROM THE WRITTEN JUDGMENT

Why the Court Rejected the “Deepfake” Claim

éé

The fact that video file no. 1 was not artificially generated using Al follows, in the court's view, from expert witness
K's convincing statements, according to which the metadata of video file no. 1 rules out artificial generation.
Furthermore, the recording position of the video - and the fact that it was recorded only 47 minutes before video
files no. 2 and no. 3, likewise found on the defendant's mobile phone - indicate that this video must also have been
recorded by the defendant.

- Excerpt from the court's written judgment
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CHILD-ABUSE CASE - THE SENTENCE

The Outcome

Convictions

The defendant was sentenced to a total term of imprisonment of seven years
for aggravated sexual abuse of children with child-pornography intent in two
cases - each in conjunction with sexual abuse of wards and with the

Total term of imprisonment

production of child-pornography content - and, in one further case each, for

third-party possession of child-pornography content and possession of child-
pornography content.
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CHILD-ABUSE CASE - THE EXPERT'S REASONING

Why the Video Could Not Have Been Al-Generated
éé

When asked whether it would theoretically be possible to create the videos using Al, the expert explained that, in theory, itis possible to
generate a video synthetically - but this would require suitable training material: images of a person with a similar appearance. Here, a
particularly notable feature is the penis shown in the videos, due to implants located beneath the glans; this distinctive feature makes
synthetic generation even harder without corresponding original image material. The real crux, however, is that the Al-generated video
would have needed to be compressed into the file format of the device - specifically the Xiaomi Mi Note 10 Pro - which would require an
extremely high level of IT expertise; the expert stated that even he himself would not be capable of doing this. Moreover, an Al-generated
video would only produce random noise, not the systematic noise present in the examined files. The expert therefore concluded that the
videos could not have been generated using Al.

- Expert witness, as recorded in the judgment
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LESSONS LEARNED

The “Liar's Dividend”

A\

The liar's dividend

Casting doubt on authentic
evidence is as serious a
courtroom threat as fabrication
itself.

Authentic, dismissed as fake

Defendants increasingly try to dismiss authentic recordings as possible deepfakes.

Demand a factual foundation

Courts should require a factual basis before entertaining such challenges - yet in this
case questioning was allowed though the defence offered no support for its Al-
manipulation theory.

Detection is contested

Expert evidence is the pivot point, but deepfake detection is genuinely unreliable - with
documented performance collapse on unseen, real-world fakes.




Generalstaatsanwaltschaft Frankfurt am Main

HESSEN

WHEN GENUINE EVIDENCE IS CALLED A “DEEPFAKE”

United States v. Reffitt

D.D.C., No. 21-cr-00032 - the first January 6 trial and an early appearance of the deepfake defense

WHAT HAPPENED AT TRIAL

A genuine 360° helmet-camera video of the defendant at the Capitol was admitted on
direct examination - with no defence objection.

On cross-examination, defence counsel asked the FBI analyst about deepfakes and
suggested the footage could have been Al-manipulated.

The prosecution objected; the court asked for a good-faith basis. Counsel offered none
beyond an intention to ask whether exhibits were altered - and was allowed to
continue.

The analyst confirmed no reason to think the video was fake. Defence argued
“deepfake” at closing anyway. The jury convicted on all five counts.

THE CAUTIONARY POINT

items of evidence ever offered to support the Al-
manipulation theory

95/5

counts of conviction

Real evidence was put in doubt at no cost - the essence
of the “liar’'s dividend.”
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FROM AN EARLY DEEPFAKE-DEFENSE CASE TO COURTROOM PRACTICE

Five Takeaways for Bench and Prosecution

G Low bar, big gap

Sufficiency-level authentication lets

manipulation be raised without any showing
that it occurred.

° A graduated burden

Proposed U.S. FRE 901(c): an objection needs
a plausible basis; then authenticity is proven
to a higher bar.

a Good faith needs teeth

Requiring a basis helps only if a bare
intention to ask is not treated as enough to
proceed.

e Al literacy first

No rule works unless judges and counsel

grasp what generative Al can and cannot do.

e Ready the examiner

Forensic witnesses should affirm that media
shows no indicia of synthesis - not merely
describe it.

A

As fakes grow familiar, the guilty can
discredit real evidence by merely invoking
the possibility.
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EUROPOL IOCTA 2026

The Rise of Synthetic CSAM

Fir das Bild pi_02054_.png wurden folgende Prompts eingesetzt:

POSITIVE | pre teen child girl walking up a bcachl‘arrying a surfboard under her arm,

PROMPT long wavy brunettc hair blows in the wind, wearing a wetsuit unzipped and The evolving

’ showing a bit of cleavage, long sleeves, morning sunlight reflects off the |

threat landscape
—A{'L“.(}ATIVF ((censored) ), ((Asian) ), ((bad anatomy) ), bad h:mds.'lhrcc hands, three N HOW enCl’ypthn
)

water, hcavy surf

PROMPT | legs, bad arms, missing legs, missing arms, poorly drawn face, bad face,

proxies and Al

fused face, cloned face, worst face, three crus, extra crus, fused crus, worst d
| feet, thuee feet, fused feer, fused thigh, three thigh, fused thigh, extra thigh, a e exp g
worst thigh. missing fingers. extra fingers, ugly fingers, long fingers, horn, Cybercnme

extra eyes, huge eyes, amputation, disconnected limbs, cartoon. cg, 3d,
unreal, animate bad anatomy, bad hands, breasts, threc hands, three legs, bad

arms, missing legs, missing arms, poorly drawn face, bad face, fused face, ’

cloned face, worst face, three crus, extra crus, fused crus, worst feet, three |
|

feet, fused feet, fused thigh. three thighs, fused thigh, extra thigh, worst

thigh. missing fingers, extra fingers, ugly fingers, long fingers, hom, extra

Abbildung 3 — Workfliow aus Abb. 2 nach Verarbeitung durch ComfyUl
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EUROPOL IOCTA 2026

The Rise of Synthetic CSAM

Production at scale
The rapid evolution and accessibility of Al tools have drastically scaled up the production of Child Sexual Abuse Material (CSAM)
and sophisticated offender grooming techniques.

Organised exchange
9 Investigations reveal international platforms where offenders exchange technical skills, ready-made prompts, and OPSEC tips to
refine synthetic production.

This multiplied volume of highly realistic Al-generated material poses severe, unprecedented challenges for imagery analysis and
the identification of offenders.

‘ Unprecedented challenge
AN
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EUROPOL IOCTA 2026

Al Generation & Evasion Tactics

L &

Fully vs. partially synthetic Offline models Bots in E2EE groups
Image-to-image models alter existing To bypass online content moderation Automated generation bots operate
photos to create partially synthetic and safety guardrails, offenders use within encrypted communications. Bots
CSAM. In parallel, advancing text-to- offline Al models - deliberately trained capable of editing images to produce
image and text-to-video models on authentic abuse material for synthetic CSAM on demand have been
generate entirely new, fully synthetic accurate, unmoderated generation. detected inside end-to-end-encrypted

material from offender prompts alone. groups.
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CASE STUDY

Al in Investigative Journalism

Terroristen

Im Zusammenhang mit den Straftaten der »Rote Armee Fraktion« fahndet die Polizei unter anderem nach folgenden Personen:

Sabine Elke Daniela Andrea Martina
CALLSEN KLETTE KLUMP
32 Jahre, ca. 175 cm groB 34 Jahre, ca. 165 cm groB 36 Jahre, ca. 170 cm groB

dunkle Haare

Tracking a fugitive
Used to help track fugitive terrorist Daniela Klette.

Facial recognition
Journalists applied facial-recognition tools to public images.

Public vs. private

Raised questions about Al's role in private versus public
investigation.




Generalstaatsanwaltschaft Frankfurt am Main HESSEN

DANIELA KLETTE CASE

How Facial Recognition Reopened the Hunt

ARESOAANT  Daniela Klette: former RAF (Red Army Faction) member.
Ex-RAF Titer gESUCht » Suspected of involvement in serious crimes from the 1980s and 1990s.
s Mty e sty « Went underground in 1993 and lived undetected for over 30 years.
: ) « One of Germany's most-wanted fugitives.

« In 2024, investigative journalists used the facial-recognition tool PimEyes.

Emnst-Volker STAUB -s10:195¢

« PimEyes compared public images to online sources using Al algorithms.
« A match was found between old RAF photos and a woman in Berlin.

« This led to a reactivation of law-enforcement efforts.

Daniela KLETTE 1110

Burkhard GARWEG - a109.15e

Kénnen Sie Hinweise ge Bepit .1 +49(0)511/ 262620
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DANIELA KLETTE CASE - THE VERDICT

Sentenced in Verden, May 2026

« Arrested in early 2024 in Berlin after the renewed investigation.

« Convicted of aggravated armed robbery, attempted kidnapping, and possession of
military weapons.

Prison sentence (Verden court, 27 May « The ruling rested on a series of heists on supermarkets and cash-transport vehicles
2026) between 1999 and 2016, committed to finance her life underground after the RAF
disbanded.

« The verdict focused strictly on these criminal acts - separate from any politically
motivated terrorism charges from her earlier RAF years.

» Alleged accomplices Burkhard Garweg and Ernst-Volker Staub, both ex-RAF members,
remain at large.
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LEGAL PERSPECTIVES ON BIOMETRIC SCRAPING & DIGITAL IDENTIFICATION

Al Biometrics in Criminal Procedure

Legality of biometric
scraping

GDPR Article 9 constraints and the
impact of the EU Al Act on mass-
scale facial harvesting.

Private vs. public
surveillance

A shift of investigative tasks to
private-sector databases - and the
resulting challenges for public
oversight.

Evidentiary value &
standards

The weight of Al-generated matches
in court, and the procedural fairness
of algorithmic evidence.
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LEGAL FRAMEWORK

The European Union's Rules

Bl B

Charter of Fundamental

EU Artificial Intelligence Act e-Evidence Regulation

Rights
Regulation (EU) 2024/1689 classifies Guarantees the rights to privacy, Cross-border access to electronic
Al by risk - unacceptable, high, data protection, and a fair trial. evidence - directly affecting Al-
limited, minimal. High-risk systems generated data.

(e.g. biometric ID) face strict
requirements.
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EU ARTIFICIAL INTELLIGENCE ACT

A Risk-Based Approach

The Al Act defines four levels of risk for Al systems:

Digital evidence and Al in criminal justice -

ERA - Academy of European Law, Budapest, 15-16 October 2026

Unacceptable risk

Prohibited Al practices

High risk

Strict requirements (e.g. biometric ID)

Limited risk

Specific transparency obligations

Minimal risk

Most Al - no specific obligations
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PROHIBITED Al SYSTEMS - CHAPTER Il, ART. 5

Real-Time Biometric ID: Banned - Except...

Real-time remote biometric identification (RBI) in publicly accessible spaces for law enforcement is
in three situations:

Finding victims Preventing grave threats Serious-crime suspects
Searching for missing persons, Preventing a substantial and imminent Identifying suspects in serious crimes -
abduction victims, and people who threat to life, or a foreseeable terrorist e.g. murder, rape, armed robbery, drug
have been human-trafficked or sexually attack. and illegal-weapons trafficking,
exploited. organised crime, environmental crime,

etc.
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PROHIBITED Al SYSTEMS - CHAPTER Il, ART. 5

The Safeguards on Real-Time RBI

AIA Strict necessity

a Permitted only where not using the tool would cause considerable harm - and always weighing the rights and freedoms of
affected persons.

Before deployment: a fundamental-rights impact assessment and registration in the EU database. In duly justified urgency,
deployment may start before registration, provided it is registered later without undue delay.

a @ Assessment & registration

& Judicial authorisation

Prior authorisation from a judicial or independent administrative authority. In urgency it may begin first, but authorisation must be
requested within 24 hours - and if refused, deployment must cease immediately, deleting all data, results and outputs.
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EUROPEAN COMMISSION

Guidelines on Prohibited Al Practices

COMMISSION

fo the

European Commission Communication to the Commission

Brussels, 4.2.2025 - C(2025) 884 final Approval of the content of the draft Communication from the Commission -
Annex: Guidelines on prohibited Al practices Commission Guidelines on prohibited artificial intelligence practices established by
established by the Al Act. Regulation (EU) 2024/1689 (AI Act)
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PROHIBITED Al SYSTEMS - ART. 56 - EXAMPLE 1

Festival: Untargeted Facial Recognition

During a busy festival, police deploy live facial recognition to monitor the area and
identify wanted individuals with outstanding arrest warrants for illegal drug
trafficking and sexual offences. At the entrances, live video of passers-by is

compared against a watchlist. Concerning the offence types, RBI can be used for
illegal drug trafficking. However, sexual offences are not on the list - unless they
relate to the sexual exploitation of children, child sexual abuse material, or rape. The ASSESSMENT
police are not allowed to deploy real-time facial recognition in a broad, untargeted

manner, in the hope of finding wanted criminals and taking them off the streets.

Broad, untargeted use - and most of
the cited offences fall outside Art. 5.

- European Commission, Guidelines on prohibited Al practices
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PROHIBITED Al SYSTEMS - ART. 5 - EXAMPLE 2

Festival: A Targeted Search

The case is different if the police have received a physical description with a
photograph of a wanted individual who is subject to a European Arrest Warrant for
drug trafficking, and they have reason to believe he will be present at the festival. In
those circumstances, deploying real-time facial recognition to identify a targeted

individual may be covered by Article 5(1)(h)(iii) Al Act.
ASSESSMENT

May be permitted

A targeted search for one identified
person, on a qualifying offence.

- European Commission, Guidelines on prohibited Al practices
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PROHIBITED Al SYSTEMS - ART. 5 - EXAMPLE 3

After a Terror Attack

After a serious terror attack at a Christmas market with 12 deaths, the police use

real-time facial recognition to identify the offender and track where he is escaping.
They also use the real-time facial recognition of the nearby train station and at the
destination stations of trains leaving shortly after the attack. In the case of a terror

attack, such use can be permitted under Article 5(1)(h)(iii) Al Act.
ASSESSMENT

Can be permitted

A foreseeable / actual terrorist
attack is an express exception.

- European Commission, Guidelines on prohibited Al practices
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CONSIDERATIONS AND DISCUSSION

Concerns and Counterpoints

COMMON CONCERNS COUNTERPOINTS

« Bias and discrimination. « Human expert witnesses are themselves biased and
inconsistent - why should Al be regulated more than
« Transparency and accountability - the difficulty of fallible human judgment, despite offering more
explaining Al decisions. transparency?
« Legal uncertainty - the lack of clear Al rules in « Alis not the decision-maker - criminal procedure
criminal law. already has oversight (e.g. judicial review), so extra

regulation is redundant and burdensome.

« Regulatory burden hampers law enforcement - while
Al offers superior traceability.

Digital evidence and Al in criminal justice - ERA - Academy of European Law, Budapest, 15-16 October 2026
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CONSIDERATIONS AND DISCUSSION

A Call for Proportionality

The EU Al Act overregulates Al tools in criminal justice - placing an undue burden on investigations

without equivalent scrutiny of human actors.

Regulate by function Safeguard, don't stifle Hold everyone to account
Regulate based on function and Ensure safeguards without stifling Focus on accountability across both
context - not on Al status alone. innovation. human and artificial contributors.
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LEGAL FRAMEWORK

Al Act timeline — updated October 2026

1 Aug 2024 Al Act (Regulation (EU) 2024/1689) entered into force

2 Feb 2025 Prohibited practices (Art. 5) and Al literacy obligations apply
2 Aug 2025 Governance rules and obligations for general-purpose Al models apply
2 Aug 2026 General date of application, incl. transparency obligations for deepfakes (Art. 50)

2 Dec 2026 NEW: bans on Al systems generating non-consensual intimate imagery and CSAM

NEW DATE: high-risk systems under Annex lll (incl. law enforcement, justice) — previously 2 Aug

2 Dec 2027 2026

2 Aug 2028 NEW DATE: high-risk Al in regulated products (Annex |) — previously 2 Aug 2027

Changes introduced by the Digital Omnibus on Al, Regulation (EU) 2026/1744 (OJ 24 July 2026, in force since 27 July 2026)

Source: Regulation (EU) 2024/1689; Regulation (EU) 2026/1744 — eur-lex.europa.eu
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Al IN PRACTICE

Beck-Noxtua - a legal Al workspace

« Launched on 26 November 2025 by the legal publisher
C.H.Beck and the Berlin-based legal Al company Noxtua

« Combines the beck-online database with legal Al -
answers are based on curated legal sources, not on the

open internet 60 m o

« Functions: legal research with verifiable citations, documents in the beck-online
analysis of several documents in parallel, first drafts of database
documents, also in Microsoft Word

- Transparency: agentic workflows show each work step 26 N oV 2025

’ [ ]
and the Al's reasoning market launch

« Target groups incl. law firms, the public sector and the
judiciary

Source: Noxtua press release “Launch of Beck-Noxtua”, 26 Nov 2025 - noxtua.com; beck-
noxtua.de/produkt

Digital evidence and Al in criminal justice - ERA - Academy of European Law, Budapest, 15-16 October 2026
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Al IN PRACTICE

Beck-Noxtua - data security and our test

« Hosting in Germany: processing in data centres of IONOS
and Open Telekom Cloud; according to the provider
compliant with GDPR and § 203 StGB

. Open-weights model (“Athena”) runs as an encapsulated

copy on European infrastructure TQSt

« Certifications stated by the provider: BSI C5, ISO/IEC currently running in our office
27001 and ISO/IEC 42001

« We are currently testing Beck-Noxtua in our office: H uman

quality of research and citations, data protection, fit with

prosecutorial workflows review of every result remains

mandatory
« Keep in mind: Al assisting judicial authorities in

researching and interpreting facts and law is high-risk

under Annex lll Al Act

Source: noxtua.com, 26 Nov 2025; beck-noxtua.de/produkt (provider information); Annex lll no. 8
Regulation (EU) 2024/1689

Digital evidence and Al in criminal justice - ERA - Academy of European Law, Budapest, 15-16 October 2026
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Overview

1 Remote trials

During and after the pandemic — the Hungarian experience,
the numbers, immediacy, and the safeguards on screen

3 Videoconferencing practice

The legal framework and the practical rules of cross-border
hearings

E-files

The image and audio recording as part of the case file —
storage, protection, access

Assessing evidence & Al

Authenticity of recordings — when must expert evidence be
ordered if manipulation is alleged?
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Remote trials

During and after the pandemic



The Hungarian remote-hearing project

A nationwide system for electronic court administration

» Goal: widespread, efficient electronic court administration

+** The judiciary joined the project in 2018
» Endpoints: courts, government offices, customer-service points, police, prisons, expert institutes
» Who can join: anyone (authorised), from anywhere

¢ Call / content: end-to-end encrypted



Frequency of use during the pandemic

2 16 (20% of all courtrooms)

courtrooms equipped

Non-stop

the judiciary kept operating during
the pandemic

~3X

rise in the number of remote hearings



Remote hearings / videoconferences .

January 2018 — December 2025

18.000 ~
16.000 -
14.000 -
12.000 -
10.000 -
8.000 -
6.000 -
4.000 -

2.000 -

Jan

Feb

Mar

Apr May Jun Jul Aug
m2018 m2019 m2020 m2021 m2022 m2023 m2024 m2025

Sep

Oct

Nov

Dec



Remote hearings / videoconferences Il.

January 2018 — December 2025

2025 27.615

2024 26.816

2023 25.488

2022 24.844

2021 29.157
2020 20.569

2019 6.423

2018 § 294



Hearing of persons in detention

Share of remote hearings vs. production (court-ordered transport), 2020-2025
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B Remote hearings  H Production (transport)

Key point: during COVID up to 80% of in-person appearances were replaced by remote hearings



Immediacy and the fair trial

The constitutional tension behind every remote format

» Immediacy principle — direct, first-hand perception of evidence

» The defendant’s right to presence and effective participation (ECHR Art. 6)

J/

+* Marcello Viola v. Italy (2006) — “Videoconference participation is compatible with Article 6, provided it pursues legitimate

aims and the defence rights are safeguarded.”

+* Khodorkovskiy and Lebedev v. Russia (2020)

» Ensuring the publicity of the hearing



Practical experience l.

1) » No more reluctance to use

2) » Theright to ask and initiate questions, to make comments and observations, even cross-

examination, can be easily exercised

3) » The participants — witnesses, the accused, lawyers, experts — are in favour of the system too

4) » safety of protected victims and witnesses



Practical experience ll.

5)
6)
7)
8)
9)

>

>

Less trouble with keeping order during the trial

Recordings as trial minutes

»issues” might occur with weblinks / / direct dialing

hearing witnesses abroad via weblink - C-255/23 and C-285/23 (suveregnity issues?!)

Judges are skilful at using the system



Hearing a witness on screen: risks and safeguards

» Credibility on screen — fewer non-verbal cues

> Is the witness alone? — who is off-camera?
*» Highlighting / speaker view — controlled by the judge
s Mute-all (forced mute)

> Protected-witness mode — image/voice masking

» Every safeguard feeds into one recording



2

E-files

The image and audio recording as part of the case file



The recording is part of the file — by law

» The remote hearing is always recorded (recording on by default)
¢ reason: legal compliance (Cp. § 125(2); Decree 12/2018. (VI. 12.) MoJ, § 52-53)
*» recording and streaming each appear as a separate “participant”

** the recording must be released on the parties’ request

» Recordings as trial minutes



Why integrity matters: three safeguards

Encrypted

The recorded image and audio
are stored encrypted

Access-controlled

Not reachable through the
organiser interface — only the
institution can retrieve it

Chain of custody

Per-session files and full logs
(who, what, when) make it
traceable



Witness (and defendant) videoconferencing



EIO - Rules & experiences |I.

Specific grounds for refusal

» No consent of the defendant (Art. 24.2 (a))
¢ in writing or recorded in the minutes
» No consent of the witness

» Execution contrary to the fundamental principles of the executing State's law (Art. 24.2 (b))

% C-325/24 - Bissilli



EIO - Rules & experiences Il

Procedural rules

» ,forum regit actum” — but also ,locus regit actum”

» A member of the executing court should be present

O/

+* verifies identity + ensures enforcement of national rules

» Minutes of the hearing:

’0

% issuing court — minutes on the merits

\/

s executing court - records who is present and compliance / sends recording without delay



EIO - Rules & experiences lll.

Interpretation

» Interpreter as mediator = criminal cost

» Contact language to be agreed (form A, section K)

» Appointment = not regulated, but: the issuing state (reasonable for criminal costs)

» In the executing MIS — may be needed to follow the proceedings - own costs (Art. 21(1))

» Too high costs - negotiation (Art. 21(2))

Background rule: Directive on Interpretation (2010/64/EU)



Videoconference with non-EU States

» Art. 9 — Second Additional Protocol (2001) to the European Convention on Mutual Assistance in

Criminal Matters (Strasbourg Convention)

> Main difference:

O/

%* as ageneral rule — only witnesses and experts

\/

** defendants only by special agreement, or not at all

’0

% reservations and declarations (CoE Treaty No. 182)

https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=182

If addressed to Hungary: consent of witness and expert required


https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=182
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=182
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=182
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=182
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=182

a4

Assessing evidence and artificial intelligence

Authenticity of image and audio recordings — when must the court order expert evidence if a party alleges Al
manipulation?



Comparative supreme-court practice

on the authenticity of digital recordings

FRANCE

Cour de cassation

Ireciv., 2021.02.11., 19-23.501

Free proof, but a credibly
contested digital exhibit may
be set aside. On serious
doubt (doute sérieux) the
judge must order the
necessary examination
(expert).

GERMANY

Bundesgerichtshof

,objektiv tragféhige Tatsachengrundlage”;

StPO 244(2), 261, 267. §

Free evaluation of evidence
is limited by the duty of
investigation: the court must
clarify the authenticity of
multimedia evidence.
However, it examines only
the obvious (naheliegende)
alternatives, that rest on
concrete indications.

POLAND

Sad Najwyiszy

Ministry of Justice & Ombudsman (RPO),
2024

Not a substantive “doubt
threshold”, but a procedural
burden: the expert motion
must be filed by the party
contesting authenticity —
the court does not examine
every file ex officio.

HUNGARY
Kuria

Be. §§ 167, 188(1), 520 — no dedicated
Curia ruling

Free evaluation; expert is
mandatory where a fact
requires special expertise —
a recording's authenticity is
such. On well-founded doubt
expert evidence is due.



International context and the common principle

ECHR — Strasbourg

Lisica v. Croatia (20100/06, 25 Feb 2010)

Under Article 6, what matters is not the objective
genuineness of the recording, but whether the defence
had a real opportunity to challenge its authenticity.
Admissibility itself is a matter of national law.

USA — the burden-shifting model

Proposed FRE 901(c); (Rittenhouse (2021); State v. Puloka (2024))

1) The contesting party must first make a threshold
showing that the evidence is a deepfake.

2) The proponent must prove genuineness by the higher
(“preponderance”) standard.

The court need not subject every recording to an authenticity check, and a bare allegation is not enough. The duty to order

expert evidence arises on a concrete, objective indication (well-founded doubt) — and then the burden of proving

authenticity (partly) shifts to the party submitting the recording.




Can the forensic expert give certainty?

» No method can categorically prove — genuine or Al

» Structural reason: detection and generation share the same basis

O/

** a detector spots a flaw = the generator is trained to remove it

» The expert opinion is probability, not certainty

O/

** chain of custody, device, metadata, witnesses, circumstances



There 1s no foolproof way today to classify ... as authentic
or Al-generated.

Linna, Grimm, Grossman, Tunheim et al., ,Deepfakes in Court: How Judges Can Proactively Manage Alleged Al-Generated Material in National Security Cases”, 2024

University of Chicago Legal Forum 75.



Huang v. Tesla, 2023— “deepfake defence” rejected

Superior Court of Santa Clara County, California (Judge Evette Pennypacker)

» 2018 fatal crash — Autopilot engaged == wrongful death lawsuit
¢ Plaintiffs: Autopilot failed; E. Musk on a 2016 statement (self-driving “safer than a human”)
¢ Tesla: Musk is often a target of deepfakes

» The court rejected the deepfake argument based on mere possibility



The deeper lesson

> lIrony: the “most objective” evidence undermines itself

O/

** authenticating and deceiving systems share the same basis — no independent check

» Proof of origin (C2PA, cryptographic origin) — only if built in at capture

¢ Kuria, BH 2015.2.38. — judging a recording's value as evidence: how was it made, and could it

have been manipulated?

» The focus shifts: expert opinion = overall weighing of evidence

/

% the expert opinion is one factor, not the last word



Conclusion




Thank you for your attention!
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WHY AND HOW ISTECH CHANGING « TRADITIONAL »
CRIMINAL INVESTIGATION?

COMMISSION OF CRIME INVESTIGATION ABOUT CRIME/ PROSECUTION
Fast to commit crime — Fast to disappear Takes time to investigate, identify, find, and prosecute
No rules and no ethics Procedural rules and human rights

Catch me if you can ! | do not know borders! « Low cost »  Jurisdiction according to the law, international mutual
compared to other types of crime legal assistance tools

Electronic evidence easy to erase Electronic evidence not easy to obtain, read and interpret

Creative methods but not-so-complicated tools available Not using any kind of tools without guarantees and need
on the internet/darknet/market to respect the law and people’s rights

Technology keeps evolving everyday / « Al revolution » Criminal procedural law and investigative techniques

sometimes take a long time to keep up with tech/real
world developments l
.t ' =




CYBER POLICY BY CYBER PEOPLE: The dominance of the Al perspective in
cybersecurity is leading people to focus on the wrong issues, Marcus Hutchins told

Morning Cyber in an interview. Hutchins is a cyber threat researcher and former hacker AI a 1] d Cybe rsecu rity:
best known for stopping the huge WannaCry ransomware attack in 2017.
the new threat

Context: Since Anthropic unveiled Mythos back in April, the cybersecurity world has
become overwhelmed by fear, uncertainty and doubt about the capabilities of frontier
Al models. Incidents like OpenAl’s accidental intrusion into Hugging Face have hit the
highest political level, the musings of top Al voices like Dario Amodei and warnings
from former employee Jacob Coxon have made front page news.

Unhelpful: Not only does the focus on outlandish or unlikely outcomes mean potentially
more pressing concerns are sidelined, it is actively unhelpful, Hutchins argued. “The
doomer stuff is very counterproductive,” he said, adding that it leads people to
disengage and causes “disaster fatigue,” in turn disincentivising them from taking steps
like doing security updates that could actually help them.

The vulnerability obsession: Hutchins acknowledged that Al systems are good at
finding software bugs, known as vulnerabilities. But it's more common for hackers to
break into systems through other means, like phishing. EU cyber agency ENISA said in a
key report last year that hackers got into systems by exploiting vulnerabilities in only
21.3% of cases. Hutchins put that number at about 30%.

Looking in the wrong places: That means that even if an Al model was invented that
could find and fix every single vulnerability — an extremely unlikely outcome — it still
wouldn’'t stop the majority of attacks, Hutchins argued. In any case, in that scenario,
hackers would just try a different method, he said. “This hyper fixation with software
vulnerabilities has kind of sucked all the air out of the room.”

Politico, October 2", 2026




On the crime side ...

Al QUANTUM 5G

Botnets, cyber attacks

3D-

loT . ..
printing




« OLD » TECHNIQUES, LIKE PHISHING, STILL WORK

EUROPE’S INBOX PROBLEM: Three out of every four EU employees have encountered

suspicious emails, messages or links at work, according to a new Eurobarometer survey
released this week.

Phishing wins: Phishing remains the most common workplace cyber threat, with 39% of
workers reporting fraudulent messages or websites designed to steal information or
gain access to systems. Other common threats include attempts to steal personal data,
at 18%, malware attacks, 17%, and efforts to compromise passwords, 16%.

Enter Al: Another 15% reported encountering Al-generated scams. But spotting them
remains tricky — 83% of workers could understand that cyberattacks have serious
consequences, but only 48% said they could recognize an Al-generated fake video.

Politico, October 2026




EXAMPLES OF MORE « SOPHISTICATED »
CYBERCRIME

Malware/ransomware

Encrypted criminal communications/criminal networks

Darkweb markets/ Cryptocurrencies- financial infrastructure — money laundering

Crime-as-a-service: phishing tools, personal data, botnet services...

3-D printing for firearms... and more to come?

Al for biocrime/bioterrorism?




Encrypted criminal network (Encrochat) Ransomware (Lockbit)
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3-D PRINTING - CRIMINAL CASES EXAMPLES - from firearms to ATM skimming devices and
counterfeiting?

Al Overview (Google’s reply): « Notable Recent Cases

*  Robert Adamski (London, UK — January 2026):

*  Offenses: Jailed for 17 years total (15 years imprisonment, 2 years on licence) at the Old Bailey after counter-terrorism police caught him manufacturing an FGC-9 Mk2 9mm semi-automatic firearm, alongside
terrorismy.and weapon possession charges,

*  Counter Terrorism Policing +1

* David Boylett (Telford, Shropshire, UK — August 2026):

*  Offenses: Sentenced to 4.5 years in jail following a National Crime Agency (NCA) investigation. Officers found him 15 minutes away from finishing a 3D-printed firearm, along with two 3D printers and instructional
videos.

*  National Crime Agency +1

*  Roy Tucker (Edmonton, Canada — September 2026): iz

* Offenses: Sentenced to 3 years in prison after being found guilty of multiple weapons charges involving a commercial-grade 3D printer, 16 privately made Glock-style handguns, and thousands of rounds of
ammunition.

*  YouTube-CityNews

*  AmmaniJustino (Jacksonville, Florida, USA — September 2026):
*  Offenses: Charged with federal weapons offenses for using a 3D printer to mass-produce and sell roughly 50 "Glock switches" (devices that convert handguns into machine guns) at a time.

*  YouTube:News4JAX The Local Station

*  Marquel D. Payne (Evansville, Indiana, USA):
* Offenses: Sentenced to 7 years in federal prison for possessing a 3D-printed ghost gun, a 3D-printed silencer, and about 60 3D-printed Glock switches as a convicted felon.

*  Department of Justice (.gov)

*  Demetrio Daga (Albany, New York, USA — October 2026):

* Offenses: Convicted on all 15 counts after a 15-month investigation into an arsenal that included dozens of 3D-printed ghost-gun handguns and AR-style rifle frames, facing up to 40 years in prison.

*  WRGB»




From Al for science and medical use ...




.. and on the investigation/prosecution side ...

Collection of
electronic evidence/ Smartphone data

—  Chain of custody — extraction

Jurisdiction/ Cross-
border evidence

OSINT/big data
Expertise in cyber

investigation
(regulated?)

Biometrics/facial Fake news/

Privacy rights recognition? Deepfakes

Different laws, dlfferent;ulgs different |Imlt;, d|ﬁ"’ rent~court, mglons different capaC|t|es, different results

But qulte the sarﬁe l = aII" and techn_lcally)



TOWARD AI-POWERED CRIMINAL INVESTIGATION?

(o]
NeWsleu.er /

PRO Article [ Cybersecurity and Data Protection ] + 2 more yber’s '-‘ur:tyandoaga Proree
= = - Ah&)anetak pani ha
Europe’s Al policing plan stokes privacy concerns " ocr, Sa
lNUT

The EU police =~

acti-

P

Faster, at scale

Jargen Ebner, the agency’s deputy executive director, who was named last month to
take its helm, said that crimefighting today requires equipping your organization with
the full powers of artificial intelligence.

“Al is transforming how crime is committed across a broad range of criminal activities,”
Ebner said a week after being selected by national representatives to take the top job,
pending a review by the European Parliament. “Al makes criminal activities faster, more
sophisticated and easier to carry out at scale. This is a significant challenge for law
enforcement.”

Politico, October 5th, 2026

have to contend with both cybercriminals and privacy

AA ‘ Wiewidrowski’s EDPS has previously reprimanded Europol for its data-gathering

practices, and has pushed back against a previous proposal to expand Europol’s remit.

He has cautioned that the proposal to revamp Europol poses serious privacy risks, and
would allow the agency to retain data on a “vast” number of people with no links to
criminal activity “for an extensive and unspecified period of time.”

Furthermore, Stéphane Duguin, a former Europol Cybercrime officer who now leads
Protect.ngo, says law enforcement also finds it challenging to keep up with adversaries’
technological and strategic advances. Beyond the challenges of their technical
capacity, he argues that Europe’s policing network must also overcome its own
longstanding structure.

Criminals aren’t “only doing cybercrime or foreign interference or information
manipulation, but that’s how police forces operate. And that’s a problem,” Duguin said.
“If you look at Europol in a vacuum, it doesn’'t make any sense because it’s the whole
value chain of justice that needs to be evolving. If you have more capacity to investigate
online crimes but, at the end of the day, it doesn’t stand in front of a court because of

national legislation, then it doesn’t make any sense.”



THANKYOU FOR YOUR ATTENTION!
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For centuries, criminal
justice has asked what
happened.

At what point does
technological assistance
begin to transform the
nature of criminal justice
decision-making itself?

ingly asks what

When Al creates reality (?)

When Al learns reality (?)
When Al predicts reality (?)
When Al recommends reality (?)



ALEAIACTAEST




2024 /1689 Regulation

Al system’ means a machine-based system that is designed to operate with varying
levels of autonomy and that may exhibit adaptiveness after deployment, and
that, for explicit or implicit objectives, infers, from the input it receives, how to
generate outputs such as predictions, content, recommendations, or decisions that

} can influence physical or virtual environments (Article 3, 1)

PROHIBITED HIGH-RISK OTHER

Article 6 (2) and Annex III Section 8 - Administration of justice and democratic processes:
(a) Al systems intended to be used by a judicial authority or on their behalf to assist a judicial authority in
researching and interpreting facts and the law and in applying the law to a concrete set of facts, or to

fitness

~
~,
S

’
~o R
~o -
————————

be used in a similar way in alternative dispute resolution;
APPIICATION by

the authorities [ APPLICATION by the parties

But not by the criminals if...
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Al DEEPFAKE - Al creates realit

a fundamental

assumption of criminal AL ACT Art 50, 2; Art 50, 4
evidence - Transparency obligations
seeing or hearing
something provides at
least some basis for outputs shall be marked in a
believing that it actually machine-readable format and

happened are detectable as artificial;

false evidence must be disclosed that the

: : : content has been artificially
— synthetic material presented as authentic semensied or memipulled

false denial
— authentic material challenged as Al-generated

AI ACT does not determine
its admissibility or evidential
value in criminal proceedings



DEEPFAKE

AI ACT Art 50, 2; Art 50, 4
Transparency obligations

outputs shall be marked in a
machine-readable format and
are detectable as artificial;
must be disclosed that the
content has been artificially
generated or manipulated

Al ACT does not determine
its admissibility or evidential
value in criminal proceedings

OR HARMONISATION /UNIFICATION
ON EU LEVEL?

NATIONAL LEGAL SYSTEMS

Who bears the burden of establishing its
authenticity?

What degree of authentication should be required?
When should the court appoint an expert?

How should the chain of custody of digital material
be documented?

Does uncertainty affect the assessment of
reasonable doubt?



Al DEEPFAKE ... Al detecting ar

»,96% probability that the
recording has been manipulated.”

AI ACT Annex III 6, c
High risk Al - evaluation the reliability of evidence!
»Al systems intended to be used by or on behalf of law

0:07/024 & enforcement authorities, or by Union institutions, bodies,
6:29 AM - Sep 18, 2026 141 Views offices or agencies, in support of law enforcement
o “ o 0 i authorities to evaluate the reliability of evidence in the

course of the investigation or prosecution of criminal
»
https://factcheck.afp.com/doc.afp.com.C8V34NQ offences
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':‘ Machine Learning

Traditional programming Machine learning
RULES + DATA - OUTPUT DATA + OUTCOMES - PATTERNS - PREDICTION
Rules New image Output Training data Learning patterns New image
(written by a human) (to be classified) (apply the rule) (with known labels) (from many examples) (to be classified)

IF ears are large

and upright

AND muzzle is short

AND fur is short o
THEN classify as
chihuahua.

The system learns
which visual features

ELSE IF round shape S —— 2 :; (e.g. shape, texture, Prediction

AND dark colour ’ colour, ears, eyes) (based on learned patterns)

AND texture is rough g !

THEN classify as 2 ' are associated with Chihuahua 96%
Chocolate muffin each label.

chocolate muffin.
Chocolate muffin 4%

Key legal difference: In traditional programming, the rule is explicitly formulated by a human decision-maker.
In machine learning, the rule is inferred from data: the system learns which features are associated



':‘ Machine Learning (2)

Traditional programming &Q Machine learning
RULES + DATA - OUTPUT li‘a DATA + OUTCOMES - PATTERNS - PREDICTION
Rules Data Output .Data Learning Prediction
(written by a human) (W'ih know)n patterns
outcomes
High fiS':( ThefSystet Estimated
. L 1 A
i&ggggg; S Lo €.g. previous identifies r;: k zf
THEN classify as offenders and statistical (ECHENCING
highted ok . whether they patterns in
’ reoffended the data.

Key Iegal difference: In traditional programming, the rule is explicitly formulated by a human decision-maker.
m In machine learning, the relevant rule may no longer have been explicitly formulated by a human.

R L =% Lo S GRS Rl il R e Ll el



':‘ Machine Learning (3)

INIeremnce

Al ACT does not regulate it

separately as ,special” Al ACT - Al definition highTisk Al system

technology (function)
+

WITH machine learning

,inference”

Al ACT technology-neutral _
= inference

An Al system uses inputs to
infer how to generate outputs
such as predictions,
recommendations or
decisions. In machine-
learning systems, these rules
are typically not written
explicitly by a human
programmer; they are
inferred from data.




:‘ Machine Learning (3)

Inference: the Al applies patterns learned from high risk Al system

to this new person (object) (function)
+

S _ D WITH machine learning
Prediction: ,68% risk of reoffending

Classification: “high-risk / low-risk offender” = inference
Recommendation: “consider pre-trial detention”

Decision support: “similar cases typically resulted

in 24-36 months’ imprisonment”

Content: a summary of evidence, argumentation

etc.
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':‘ ML and Prediction

Past police
decision ‘
Historical z
data

Recorded crime reflects:

Machine * police presence
learning * control and stop practices

* reporting patterns

- * recording practices
Prediction . . . .
* previous risk classifications

AT ACT Art 10
requires appropriate data- The algorithm may learn the institutional record of
decision

governance practices for
high-risk Al systems

crime, not crime itself.




':‘ Prediction

prohibited Al practice:

AT ACT Art 5 (1) (d) the placing on the market, the putting
into service for this specific purpose, or the use of an Al
system for making risk assessments of natural persons in
order to assess or predict the risk of a natural person

committing a criminal offence, based solely on the
profiling of a natural person or on assessing their
personality traits and characteristics; this prohibition shall
not apply to Al systems used to support the human
assessment of the involvement of a person in a criminal
activity, which is already based on objective and verifiable
facts directly linked to a criminal activity;




WHO YOU ARE

profiling
personality traits
predicted personal characteristics

PROHIBITED

Art. 5(1)(d) Al Act

Example: Person A

Age: 21

Unemployed

Personality score: impulsive
Social profile: high-risk
Neighbourhood: X

)

Al output

Probability of future
offending:

72%

- PROHIBITED

J

WHAT YOU HAVE DONE

objective conduct
verifiable facts
facts directly linked to criminal activity

HIGH-RISK / PERMITTED

(subject to safeguards)

Example: Person B
&r CCTV at the scene
@ Fingerprint on the weapon

D Phone location at the time

Previous convictions for
similar offences

Art. 5 (exception) and Annex Il (6d) Al Act

)

Al output
Probability of reoffending:

68%

- HIGH-RISK / PERMITTED

(subject to safeguards)



~~ADAPTATION &

THE APPEARANCE AND ESSENTIALLY UNLIMITED POSSI-
BILITIES OF “"BIG DATA” MEAN THAT A WIDE VARIETY OF
DATA CAN BE EXAMINED COLLECTIVELY BY ALGORITHMS,
NAMELY DATA THAT HAVE NOT BEEN RESEARCHED IN RE-
LATIONTO ONE OTHER ORTO CRIME INTHE ABSENCE OF A
BASICTHEORETICAL MODEL.

IF BY CONNECTING LARGE AMOUNTS OF DATA AN ALGORITHM DE-
TECTS CORRELATIONS, WE TEND TO THINK THAT THIS PATTERN IN-
DICATES A REAL LINK.

IN MANY CASES, HOWEVER, ACCEPTED SCIENTIFIC METHODOLOGY
CANNOT BE USED TO ESTABLISH THE CORRECTNESS AND EXPLAN-
ATORY POWER OF THE CORRELATION, YET WE STILL THINK THAT IF
THERE IS A LOT OF DATA, THERE MUST ALSO BE PATTERNS.
#CORRELATIONS




:‘ ML and Correlations '

a newly discovered statistical
relationship can legitimately support
an inference about a fact that matters

in the proceedings?

how should a court interpret and
evaluate a probabilistic output
produced by such a system?




Probabilistic evidence Machine-learning evidence

Established forms of evidence that express uncertainty Outputs generated by a model that has learned patterns
in statistical terms. from data.

DNA evidence Fingerprint comparison  Voice comparison Facial recognition Deepfake detection Voice recognition

. \ \‘“ il
' i Probability of
\

Similarity score: manipulation: Match probability:

| 0,
92% | 96% 87%
“The probability of observing A system or expert provides “The observed features are A machine-learning system The system concludes, A machine-learning model
this DNA profile if it came from a similarity score or probability much more likely if the compares a face captured on CCTV for example, that there is a analyses speech
an unrelated person is of a match (e.g. 99.7%). questioned and known voice with a suspect's image and generates 96% probability that a video characteristics and
1in 1 billion.” come from the same speaker.” a similarity or confidence score. has been manipulated. estimates whether two
recordings belong to the
same speaker.
Gunshot residue Cell-site / location evidence Gait recognition Object / activity recognition  Forensic image classification

person

Statistical analysis indicates 2 i The system analyses a person’s Al may identify a weapon, a vehicle, ~ Machine learning may classify
how likely a particular trace StatlsFlcal analys.ls may be used walking pattern and estimates whether  a violent act or another relevant patterns in bloodstains, injuries
would be under different to estimate the likelihood that a phone the person in the video is the accused. ~ event in CCTV footage. or tool marks.

hypotheses was in a particular area at a given time.

Probabilistic evidence expresses uncertainty numerically.
Machine-learning evidence generates an evidential conclusion by applying patterns learned from data.
The two categories can overlap (e.g. a facial-recognition score may be both probabilistic and machine-learning based).



Al MLandProbabiliy I

a newly discovered statistical
relationship can legitimately support

an inference about a fact that matters
in the proceedings?

/ To what extent the evidence
supports a given conclusion;
What the probability of error is;

how should a court interpret and

evaluate a probabilistic output

And how reliable the system is produced by such a system?
that produced the probabilistic

\ result
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/

A Sentencing

o

Here are 200 comparable judgments.

The median sentence in 1,420 comparable cases was 28 months.

In comparable cases, imprisonment was imposed in 82% of cases.

Recommended sentence: 32 months.

Sentence: 32 months’ imprisonment.

Al Act does not contain a separate category called a
“sentencing algorithm”

Annex III, point 8(a) - high-risk Al system if intended to
be used by a judicial authority, or on its behalf, to assist in
researching and interpreting facts and law and in
applying the law to a concrete set of facts

At which point does
information become
influence, and influence
become decision-making?

Al Act Recital 61: Al may support
judicial decision-making, but should
not replace it



':‘ Sentencing (2)

o

Automation bias

Al Act Art 14 (4) b)
to remain aware of the possible tendency of
automatically relying or over-relying on the
output produced by a high-risk Al system

(automation bias), in particular for high-risk Al
systems used to provide information or
recommendations for decisions to be taken by

Paradox of consistency

Similar cases should receive similar sentences. Al
can analyse thousands of judgments, detect
sentencing patterns and potentially reduce

unjustified variation between judges.
But: What if past sentencing practice itself contains
unjustified disparities? A machine-learning system
trained on historical sentences may not correct

natural persons

those disparities. It may learn them.
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Application Al Act response Key provisions
Deepfakes Transparency Art. 50(2), (4)

Data quality, bias control,

Machine Learning
accuracy & robustness

Arts. 10, 15

Prohibition or high-risk

Prediction R Art. 5(1)(d); Annex III 6
Sentencing / : : _
Judicial Al High-risk safeguards Annex 11 8(a); Arts. 14, 27, 86

The Al Act does not regulate all uses of Al
in criminal justice in the same way.

The Al Act regulates the Al system.
[t does not replace criminal procedure.



AL ACT CRIMINAL PROCEDURE

Risk classification Admissibility of evidence
Data governance Evidential value
Documentation Standard of proof
Accuracy & robustness Presumption of innocence
Human oversight Equality of arms
Transparency Defence access

Fundamental Rights Impact
Assessment

Judicial reasoning

Individualised sentencing

A compliant Al system does not

automatically produce a lawful criminal The Al Act regulates the Al system.
justice decision. [t does not replace criminal procedure.
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Al Literacy: the final safeguard
Al literacy is not technical expertise

It is the ability to understand:
* what the system can and cannot do;
 what data and assumptions its outputs depend on;
* what uncertainty and error rates mean;
* when an output may reflect bias or weak correlations;
 when human judgment must override the system.




Article 3 (56) ‘Al literacy’ means skills, knowledge and understanding that allow
providers, deployers and affected persons, taking into account their respective rights
and obligations in the context of this Regulation, to make an informed deployment of
Al systems, as well as to gain awareness about the opportunities and risks of Al and
possible harm it can cause;

Article 4 - Providers and deployers of Al systems shall take measures to ensure,
to their best extent, a sufficient level of Al literacy of their staff and other persons
dealing with the operation and use of Al systems on their behalf, taking into account
their technical knowledge, experience, education and training and the context the Al
systems are to be used in, and considering the persons or groups of persons on whom
the Al systems are to be used.

Article 95 - (1) The Al Office and the Member States shall encourage and facilitate the
drawing up of codes of conduct...




':‘ Al Literacy

AI ACT Regulation 2024 /1689

Article 3 (56) ... ,providers, deployers and affected persons”
yinformed deployment” ,gain awareness about the opportunities and
risks... possible harm it can cause”

Article 4, 95

Role When can a court act in this role? Relevance of Al literacy

When the court develops or Ensures legal compliance,

Provider . . transparency, and
commissions its own Al system 1
accountability
When the court uses an Al system in Requires awareness of
Deployer ) : proper use, safeguards,
its operations or procedures L
and limitations
,Affected When an external Al system Esgiggzgr;?;ﬂim act hen th_e parties
Person” influences proceedings or evidence p are using Al...

and potential misuse




':‘ Summary

Al in criminal justice can create, learn, predict and
recommend

The Al Act tells us when these systems are prohibited,
high-risk or subject to transparency obligations

Final question: what role are we willing to let statistical
and algorithmic reasoning play in decisions about
individual liberty and responsibility?
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https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
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Information System (ECRIS), and replacing Council Decision
2009/316/JHA, PE-CONS 87/1/18, Strasbourg, 17 April 2019

B6-05

Report from the Commission to the European Parliament and the Council
concerning the exchange through the European Criminal Records
Information System (ECRIS) of information extracted from criminal records
between the Member States. (COM/2017/0341 final, 29.06.2017)

B6-06

Council Framework Decision 2009/315/JHA of 26 February 2009 on the
organisation and content of the exchange of information extracted from the
criminal record between Member States (OJ L 93/23; 07.4.2009)

B6-07

Council Decision on the exchange of information extracted from criminal
records — Manual of Procedure (6397/5/06 REV 5; 15.1.2007)

B6-08

Council Decision 2005/876/JHA of 21 November 2005 on the exchange of
information extracted from the criminal record (OJ L 322/33; 9.12.2005)

B7) Conflicts of jurisdiction — Ne bis in idem

B7-01 | Case law by the Court of Justice of the European Union on the principle of
ne bis in idem in criminal matters, Eurojust, April 2020
Case-law by the Court of Justice of the European Union on the Principle of
ne bis in idem in Criminal Matters, Eurojust, December 2021

B7-02 | Council Framework Decision 2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of exercise of jurisdiction in criminal
proceedings (OJ L 328/42; 15.12.2009, P.42)

B7-03 | European Convention on the Transfer of Proceedings in Criminal Matters
(Strasbourg, 15.V.1972)

C) Procedural guarantees in the EU

C-01

Report from the Commission to the European Parliament and the Council
on the implementation of Directive (EU) 2016/1919 of the European
Parliament and of the Council of 26 October 2016 on legal aid for suspects
and accused persons in criminal proceedings and for requested persons in
European arrest warrant proceedings, COM/2023/44 final, 1 February 2023

C-02

Commission Recommendation (EU) 2023/681 of 8 December 2022 on
procedural rights of suspects and accused persons subject to pre-trial
detention and on material detention conditions, (OJ L 86, 24.3.2023)

C-03

FRA Report, Presumption of innocence and related rights — Professional
perspectives, Luxembourg, 31 March 2021

C-04

FRA Report, Rights in practice: Access to a lawyer and procedural rights in
criminal and European Arrest Warrant proceedings, Luxembourg, 27
September 2019

C-05

Report from the Commission to the European Parliament and the Council
on the implementation of Directive 2013/48/EU of the European Parliament
and of the Council of 22 October 2013 on the right of access to a lawyer in
criminal proceedings and in European arrest warrant proceedings, and on
the right to have a third person informed upon deprivation of liberty and to
communicate with third persons and with consular authorities while
deprived of liberty, COM/2019/560 final, 26 September 2019

C-06

Report from the Commission to the European Parliament and the Council
on the implementation of Directive 2010/64/EU of the European Parliament
and of the Council of 20 October 2010 on the right to interpretation and



https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://register.consilium.europa.eu/pdf/en/06/st06/st06397-re05.en06.pdf
http://register.consilium.europa.eu/pdf/en/06/st06/st06397-re05.en06.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:322:0033:0037:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:322:0033:0037:EN:PDF
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/caselawanalysis/Case%20law%20by%20the%20Court%20of%20Justice%20of%20the%20European%20Union%20on%20the%20principle%20of%20ne%20bis%20in%20idem%20in%20criminal%20matters%20(April%202020)/2020-04_Case-law-by-CJEU-on-NeBisInIdem_EN.pdf
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/caselawanalysis/Case%20law%20by%20the%20Court%20of%20Justice%20of%20the%20European%20Union%20on%20the%20principle%20of%20ne%20bis%20in%20idem%20in%20criminal%20matters%20(April%202020)/2020-04_Case-law-by-CJEU-on-NeBisInIdem_EN.pdf
https://www.eurojust.europa.eu/publication/case-law-court-justice-european-union-principle-ne-bis-idem-criminal-matters-december-2021
https://www.eurojust.europa.eu/publication/case-law-court-justice-european-union-principle-ne-bis-idem-criminal-matters-december-2021
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680072d42
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680072d42
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023H0681
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023H0681
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023H0681
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2021-presumption-of-innocence_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2021-presumption-of-innocence_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-rights-in-practice-access-to-a-lawyer-and-procedural-rights-in-criminal-and-european-arrest-warrant-proceedings.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-rights-in-practice-access-to-a-lawyer-and-procedural-rights-in-criminal-and-european-arrest-warrant-proceedings.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-rights-in-practice-access-to-a-lawyer-and-procedural-rights-in-criminal-and-european-arrest-warrant-proceedings.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
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translation in criminal proceedings, COM/2018/857 final, 18 December
2018

C-07 Report from the Commission to the European Parliament and the Council
on the implementation of Directive 2012/13/EU of the European Parliament
and of the Council of 22 May 2012 on the right to information in criminal
proceedings, COM/2018/858 final, 18 December 2018

C-08 Directive (EU) 2016/1919 of the European Parliament and of the Council of
26 October 2016 on legal aid for suspects and accused persons in criminal
proceedings and for requested persons in European arrest warrant
proceedings (OJ L 297/1, 4.11.2016)

C-09 Directive (EU) 2016/800 of the European Parliament and of the Council of
11 May 2016 on procedural safeguards for children who are suspects or
accused persons in criminal proceedings (OJ L 132 1; 21.5.2016)

C-10 Directive 2016/343 of 9 March 2016 on the strengthening of certain aspects
of the presumption of innocence and of the right to be present at the trial in
criminal proceedings (11.3.2016; OJ L 65/1)

C-11 Directive 2013/48/EU of 22 October 2013 on the right of access to a lawyer
in criminal proceedings and in European arrest warrant proceedings, and
on the right to have a third party informed upon deprivation of liberty and to
communicate with third persons and with consular authorities while
deprived of liberty (OJ L 294/1; 6.11.2013)

C-12 Directive 2012/13/EU of the European Parliament and of the Council of 22
May 2012 on the right to information in criminal proceedings (1.6.2012; OJ
L 142/1)

C-13 Directive 2010/64/EU of the European Parliament and of the Council of 20
October 2010 on the right to interpretation and translation in criminal
proceedings (OJ L 280/1; 26.10.2010)

C-14 C-209/22 - Rayonna prokuratura Lovech, TO Lukovit (Fouille corporelle), 7
September 2023

C-15 C-660/21 - K.B. and F.S. (Relevé d’office dans le domaine pénal), 22 June
2023

C-16 C-430/22, C-468/22 - VB (Information du condamné par défaut), 8 June
2023

C-17 C-608/21 - Politseyski organ pri 02 RU SDVR, 25 May 2023

C-18 C-694/20 - Orde van Vlaamse Balies i in., 8 December 2022

C-19 C-348/21 - HYA and Others (Impossibilité d’interroger les témoins a
charge), 8 December 2022

C-20 C-347/21 - DD (Réitération de I'audition d’'un témoin), 15 September 2022

C-21 C-242/22 PPU - TL () and de traduction), 1 August 2022

C-22 C-564/19 - IS (lllégalité de I'ordonnance de renvoi), 23 November 2021

C-23 C-282/20 - ZX (Régularisation de I'acte d'accusation), 21 October 2021

C-24 C-649/19 - Spetsializirana prokuratura (Déclaration des droits), 28 January
2021

C-25 Case C-659/18, Judgement of the Court of 2 March 2020

C-26 Case C-688/18, Judgement of the Court of 3 February 2020

Cc-27 Case C467/18, Rayonna prokuratura Lom, Judgment of the Court of 19
September 2019

C-28 Case C-467/18 on directive 2013/48/EU on the right of access to a lawyer
in criminal proceedings, EP, Judgement of the court (Third Chamber), 19.
September 2019

C-29 Case C377/18, AH a. o., Judgment of the Court of 05 September 2019



https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0800&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0800&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0800&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
https://curia.europa.eu/juris/document/document.jsf;jsessionid=C1D95991AD8ADDEC3B5A51B285D77AEE?text=&docid=277070&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=378403
https://curia.europa.eu/juris/document/document.jsf;jsessionid=C1D95991AD8ADDEC3B5A51B285D77AEE?text=&docid=277070&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=378403
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274868&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3282646
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274868&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3282646
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274425&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3305495
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274425&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3305495
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274103&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3280748
https://curia.europa.eu/juris/document/document.jsf?text=&docid=268430&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=3285449
https://curia.europa.eu/juris/document/document.jsf?text=&docid=268433&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2911267
https://curia.europa.eu/juris/document/document.jsf?text=&docid=268433&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2911267
https://curia.europa.eu/juris/document/document.jsf?text=&docid=265550&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2910323
https://curia.europa.eu/juris/document/document.jsf?text=&docid=263736&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2908635
https://curia.europa.eu/juris/document/document.jsf?text=&docid=249861&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2909058
https://curia.europa.eu/juris/document/document.jsf?text=&docid=247868&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2909606
https://curia.europa.eu/juris/document/document.jsf?text=&docid=237088&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=2767818
https://curia.europa.eu/juris/document/document.jsf?text=&docid=237088&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=2767818
http://curia.europa.eu/juris/document/document.jsf?text=&docid=224382&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3888591
http://curia.europa.eu/juris/document/document.jsf?text=&docid=223364&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3888591
http://curia.europa.eu/juris/document/document.jsf?text=2013%252F48&docid=217905&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=995655#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2890439
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2890439
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2890439
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217488&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=995195
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C-30 Case C-646/17 on directive 2012/13/EU on the right to information in
criminal proceedings, Gianluca Moro, Judgement of the Court (First
Chamber), 13 June 2019

C-31 Case C-8/19 PPU, criminal proceedings against RH (presumption of
innocence), Decision of the Court (First Chamber), 12. February 2019

C-32 Case C646/17, Gianluca Moro, Opinion of the AG Bobek, 05 February 2019

C-33 Case C-551/18 PPU, IK, Judgment of the Court (First Chamber), 6
December 2018

C-34 Case C-327/18 PPU, RO, Judgment of 19 September 2018 (First Chamber)

C-35 Case C-268/17, AY, Judgment of the Court (Fifth Chamber), 25 July 2018

C-36 Case C-216/18 PPU, LM, Judgment of 25 July 2018 (Grand Chamber)

C-37 Joined Cases C-124/16, C-188/16 and C-213/16 on Directive 2012/13/EU
on the right to information in criminal proceedings lanos Tranca, Tanja
Reiter and lonel Opria, Judgment of 22 March 2017 (Fifth Chamber)

C-38 Case C-439/16 PPU, Emil Milev (presumption of innocence), Judgment of
the Court (Fourth Chamber), 27 October 2016

C-39 Case C-278/16 Frank Sleutjes (“essential document” under Article 3 of
Directive 2010/64), Judgment of 12 October 2017 (Fifth Chamber)

C-40 C-25/15, Istvan Balogh, Judgment of 9 June 2016 (Fifth Chamber)

C-41 Opinion of Advocate General Sharpston, delivered on 10 March 2016, Case
C543/14

C-42 C-216/14 Covaci, Judgment of 15 October 2015
(First Chamber)

D) Approximating criminal law and Victims”™ Rights

D1) Terrorism

D1-01

EU Centre of Expertise for Victims of Terrorism

D1-02

EU’s Counter-Terrorism Coordinator

D1-03

Eurojust Meeting on Counter-Terrorism, 16-17 November 2022, Summary
of Discussions, 05 April 2023

D1-04

Eurojust Casework on Counter-Terrorism: Insights 2020 — 2021, December
2021

D1-05

Regulation (EU) 2021/784 of the European Parliament and of the Council
of 29 April 2021 on addressing the dissemination of terrorist content online
(Text with EEA relevance), (OJ L 172, 17.5.2021)

D1-06

European Commission, EU Handbook on Victims of Terrorism, January
2021

D1-07

2019 Eurojust Report on Counter- Terrorism, 09 December 2020

D1-08

Communication from the Commission to the European Parliament, the
European Council, the Council, the European Economic and Social
Committee and the Committee of the Regions: A Counter-Terrorism
Agenda for the EU: Anticipate, Prevent, Protect, Respond, 9 December
2020, COM(2020) 795 final

D1-09

Report from the Commission to the European Parliament and the Council
based on Article 29(1) of Directive (EU) 2017/541 of the European
Parliament and of the Council of 15 March 2017 on combating terrorism
and replacing Council Framework Decision 2002/475/JHA and amending
Council Decision 2005/671/JHA, COM(2020) 619 final, Brussels, 30
September 2020

D1-10

Communication from the Commission to the European Parliament, the
European Council, the Council, the European Economic and Social
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data, and repealing Council Framework Decision 2008/977/JHA (4.5.2016;
OJ L 119/89)

G) Police Cooperation in the EU

G1) General

G1-01

Directive (EU) 2023/977 of the European Parliament and of the Council of
10 May 2023 on the exchange of information between the law enforcement
authorities of Member States and repealing Council Framework Decision
2006/960/JHA, (OJ L 134, 22 May 2023)

G1-02

Council Recommendation (EU) 2022/915 of 9 June 2022 on operational law
enforcement cooperation, (OJ L 158, 13 June 2022)

G1-03

Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee, and the Committee
of the Regions on the EU Strategy to tackle Organised Crime 2021-2025
(COM/2021/170 final, 14 April 2022)

G1-04

Proposal for a Regulation of the European Parliament and of the Council on
automated data exchange for police cooperation (“Prum 1I”), amending
Council Decisions 2008/615/JHA and 2008/616/JHA and Regulations (EU)
2018/1726, 2019/817, and 2019/818 of the European Parliament and of the
Council, (COM/2021/784 final, 8 December 2021)

G1-05

European Commission, Press Release, “Police Cooperation Code: Boosting
police cooperation across borders for enhanced security”, 8 December 2021

G1-06

European Commission, Factsheet, “Reinforcing police cooperation across
Europe”, 8 December 2021

G1-07

Commission Staff Working Document: Impact Assessment Report
accompanying the document Proposal for a Regulation of the European
Parliament and of the Council on automated data exchange for police
cooperation (“Prim 11"), amending Council Decisions 2008/615/JHA and
2008/616/JHA and Regulations (EU) 2018/1726, 2019/817, and 2019/818
of the European Parliament and of the Council, (SWD/2021/378 final,
Brussels, 8.12.2021)

G1-08

Proposal for a Regulation of the European Parliament and of the Council
amending Regulation (EU) 2018/1862 on the establishment, operation and
use of the Schengen Information System (SIS) in the field of police
cooperation and judicial cooperation in criminal matters as regards the entry
of alerts by Europol, (COM(2020) 791 final, Brussels, 9 December 2020)

G1-09

European Commission, Inception Impact Assessment on EU Police
Cooperation Code (PCC), Ref. Ares(2020)5077685, 28 September 2020

G1-10

Regulation (EU) 2018/1862 of the European Parliament and of the Council
of 28 November 2018 on the establishment, operation and use of the
Schengen Information System (SIS) in the field of police cooperation and
judicial cooperation in criminal matters, amending and repealing Council
Decision 2007/533/JHA, and repealing Regulation (EC) No 1986/2006 of
the European Parliament and of the Council and Commission Decision
2010/261/EU

Regulation (EU) 2022/1190 of the European Parliament and of the Council
of 6 July 2022 amending Regulation (EU) 2018/1862 as regards the entry
of information alerts into the Schengen Information System (SIS) on third-
country nationals in the interest of the Union, (OJ L 185, 12.7.2022)
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G1-11

Council Decision 2008/617/JHA of 23 June 2008 on the improvement of
cooperation between the special intervention units of the Member States of
the European Union in crisis situations, (OJ L 210, 6.8.2008)

G1-12

Council Decision 2008/616/JHA of 23 June 2008 on the implementation of
Decision 2008/615/JHA on the stepping up of cross-border cooperation,
particularly in combating terrorism and cross-border crime (OJ L 210/12;
06.08.2008)

G1-13

Council Decision 2008/615/JHA of 23 June 2008 on the stepping up of
cross-border cooperation, particularly in combating terrorism and cross-
border crime (OJ L 210/1; 06.08.2008)

G1-14

Council Framework Decision of 18 December 2006 on simplifying the
exchange of information and intelligence between law enforcement
authorities of the Member States of the European Union (OJ L 386/89;
29.12.2006, P. 89)

G1-15

Convention on the stepping up of cross-border cooperation, particularly in
combating terrorism, cross-border crime and illegal migration of 27. May
2005 (10900/05; 27.5.2005)

G2) Joint Investigation Teams (JITs)

G2-01 | Eurojust Information on JITs

G2-02 | Europol Information on JITs

G2-03 |JIT Evaluation Form

G2-04 | Council of Europe: Guidelines on the use of Joint Investigation Teams

G2-05 |Riehle, C. “20 years of Joint Investigations Teams (JITs) in the EU”: An
overview of their development, actors and tools. ERA Forum 24, 163—167,
29 June 2023

G2-06 |Checklist for multilateral joint investigation teams, 22 June 2023

G2-07 |Latest trends and novelties in JIT operations: first-hand experiences of JIT
practitioners and Eurojust | Eurojust | European Union Agency for Criminal
Justice Cooperation (europa.eu) Fourth JITs Evaluation Report, 14 June
2023

G2-08 |Regulation (EU) 2023/969 of the European Parliament and of the Council of
10 May 2023 establishing a collaboration platform to support the functioning
of joint investigation teams and amending Regulation (EU) 2018/1726, OJ L
132, 17 May 2023

G2-09 | Guidelines on the Network of National Experts on Joint Investigation Teams,
2 December 2020

G2-10 | Third JIT Evaluation Report, Eurojust, March 2020

G-11 Joint Investigation Teams: Practical Guide, 16 December 2021

G2-12 |Council Resolution on a Model Agreement for Setting up a Joint
Investigation Team (JIT) — 2017/C18/01, Strasbourg, 19 January 2017

G2-13 | Council Document establishing the JITs Network, 08 July 2005

G2-14 | Council Framework Decision of 13 June 2002 on joint investigation teams

(OJ L 162/1; 20.6.2002)
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