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http://curia.europa.eu/juris/document/document.jsf;jsessionid=9ea7d2dc30d527c534620a244bc98cf0e7961ee6025a.e34KaxiLc3qMb40Rch0SaxuTahn0?text=&docid=179221&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=300091
http://curia.europa.eu/juris/document/document.jsf;jsessionid=9ea7d2dc30d527c534620a244bc98cf0e7961ee6025a.e34KaxiLc3qMb40Rch0SaxuTahn0?text=&docid=179221&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=300091
http://curia.europa.eu/juris/document/document.jsf?text=&docid=178582&pageIndex=0&doclang=FR&mode=lst&dir=&occ=first&part=1&cid=300494
http://curia.europa.eu/juris/document/document.jsf?text=&docid=178582&pageIndex=0&doclang=FR&mode=lst&dir=&occ=first&part=1&cid=300494
http://curia.europa.eu/juris/document/document.jsf;jsessionid=9ea7d0f130d510cf883e7d4c42648eb3d8efe825ebd3.e34KaxiLc3eQc40LaxqMbN4OchiRe0?text=&docid=175547&pageIndex=0&doclang=DE&mode=req&dir=&occ=first&part=1&cid=917709
http://curia.europa.eu/juris/document/document.jsf;jsessionid=9ea7d0f130d510cf883e7d4c42648eb3d8efe825ebd3.e34KaxiLc3eQc40LaxqMbN4OchiRe0?text=&docid=175547&pageIndex=0&doclang=DE&mode=req&dir=&occ=first&part=1&cid=917709
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62015CA0237&from=EN
http://curia.europa.eu/juris/document/document.jsf?docid=137836&mode=req&pageIndex=1&dir=&occ=first&part=1&text=&doclang=EN&cid=47272
http://curia.europa.eu/juris/document/document.jsf?docid=137836&mode=req&pageIndex=1&dir=&occ=first&part=1&text=&doclang=EN&cid=47272
http://curia.europa.eu/juris/document/document.jsf?text=&docid=134203&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5304059
http://curia.europa.eu/juris/document/document.jsf?text=&docid=134203&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5304059
http://curia.europa.eu/juris/document/document.jsf?text=&docid=132981&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5304059
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?isOldUri=true&uri=CELEX:62009CJ0261
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?isOldUri=true&uri=CELEX:62008CJ0123
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?isOldUri=true&uri=CELEX:62008CJ0388
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?isOldUri=true&uri=CELEX:62008CJ0296
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2008:223:0018:0019:EN:PDF
https://www.ejn-crimjust.europa.eu/ejn/libcategories/EN/163/-1/-1/-1
https://www.ejn-crimjust.europa.eu/ejn/libcategories/EN/163/-1/-1/-1
https://www.ejn-crimjust.europa.eu/ejn/libcategories/EN/163/-1/-1/-1
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52022PC0245
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52022PC0245
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B3-04 Proposal for a Regulation of the European Parliament and of the Council 

establishing the Authority for Anti-Money Laundering and Countering the 

Financing of Terrorism and amending Regulations (EU) No 1093/2010, (EU) 

1094/2010, (EU) 1095/2010, (Brussels, 20.7.2021 COM(2021) 421 final) 

B3-05 FATF, COVID-19-related Money Laundering and Terrorist Financing Risk 

and Policy Responses, Paris, 4 May 2020 

B3-06 Money-Laundering and COVID-19: Profit and Loss, Vienna, 14 April 2020 

B3-07 FATF President Statement – COVID-19 and measures to combat illicit 

financing, Paris 1 April 2020 

B3-08 Moneyval Plenary Meeting report, Strasbourg, 31 January 2020 

B3-09 Directive (EU) 2019/1153 of the European Parliament and of the Council of 
20 June 2019, laying down rules facilitating the use of financial and other 
information for the prevention, detection, investigation or prosecution of 
certain criminal offences, and repealing Council Decision 2000/642/JHA 

B3-10 Commission Delegated Regulation (EU) …/... of 13.2.2019 
supplementing Directive (EU) 2015/849 of the European Parliament and of 
the Council by identifying high-risk third countries with strategic 
deficiencies, C(2019) 1326 final 

B3-11 Regulation 2018/1805 of the European Parliament and of the Council on the 
mutual recognition of freezing and confiscation orders, L 303/1, Brussels, 14 
November 2018 

B3-12 Directive (EU) 2018/1673 of the European Parliament and of the Council of 
23 October 2018 on combating money laundering by criminal law, L 284/22 

B3-13 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 
May 2018 amending Directive (EU) 2015/849 on the prevention of the use of 
the financial system for the purposes of money laundering or terrorist 
financing, and amending Directives 2009/138/EC and 2013/36/EU (Text with 
EEA relevance), PE/72/2017/REV/1 OJ L 156, p. 43–74, 19 June 2018 

B3-14 Directive (EU) 2017/541 of the European Parliament and of the Council of 15 
March 2017 on combating terrorism and replacing Council Framework 
Decision 2002/475/JHA and amending Council Decision 2005/671/JHA  

B3-15 Regulation (EU) 2016/1675 of 14 July 2016 supplementing Directive (EU) 

2015/849 of the European Parliament and of the Council by identifying high-

risk third countries with strategic deficiencies (Text with EEA relevance) 

B3-16 Directive (EU) 2015/849 of the European Parliament and of the Council of 20 
May 2015 on the prevention of the use of the financial system for the 
purposes of money laundering or terrorist financing, amending Regulation 
(EU) No 648/2012 of the European Parliament and of the Council, and 
repealing Directive 2005/60/EC of the European Parliament and of the 
Council and Commission Directive 2006/70/EC (Text with EEA relevance) 

B3-17 Regulation (EU) 2015/847 of the European Parliament and of the Council of 
20 May 2015 on information accompanying transfers of funds and repealing 
Regulation (EC) No 1781/2006 (Text with EEA relevance) 

B3-18 Consolidated text: Directive 2014/42/EU of the European Parliament and of 
the Council of 3 April 2014 on the freezing and confiscation of 
instrumentalities and proceeds of crime in the European Union 

B3-19 Regulation (EC) No 1889/2005 of the European Parliament and of the 

Council of 26 October 2005 on controls of cash entering or leaving the 

Community 

B3-20 Council Framework Decision of 26 June 2001 on money laundering, the 

identification, tracing, freezing, seizing and confiscation of instrumentalities 

and the proceeds of crime (2001/500/JHA) 

https://eur-lex.europa.eu/resource.html?uri=cellar:ce0c29bb-ead1-11eb-93a8-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:ce0c29bb-ead1-11eb-93a8-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:ce0c29bb-ead1-11eb-93a8-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:ce0c29bb-ead1-11eb-93a8-01aa75ed71a1.0001.02/DOC_1&format=PDF
http://www.fatf-gafi.org/media/fatf/documents/COVID-19-AML-CFT.pdf
http://www.fatf-gafi.org/media/fatf/documents/COVID-19-AML-CFT.pdf
https://www.unodc.org/documents/Advocacy-Section/EN_-_UNODC_-_MONEY_LAUNDERING_AND_COVID19_-_Profit_and_Loss_v1.1_-_14-04-2020_-_CMLS-COVID19-GPML1_-_UNCLASSIFIED_-_BRANDED.pdf
http://www.fatf-gafi.org/publications/fatfgeneral/documents/statement-covid-19.html
http://www.fatf-gafi.org/publications/fatfgeneral/documents/statement-covid-19.html
file:///C:/Users/MKisgyörgy/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/D85NA2N1/Moneyval%20Plenary%20Meeting%20report,%20Strasbourg,%2031%20January%202020
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019L1153&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019L1153&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019L1153&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019L1153&from=EN
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=2ahUKEwiztIS60b3iAhVhSxUIHVR5DOgQFjAAegQIBhAC&url=https%3A%2F%2Fec.europa.eu%2Finfo%2Fsites%2Finfo%2Ffiles%2Fcommission-delegated-regulation_hrtc.pdf&usg=AOvVaw2HRSMZj2utBt54emo7Zrqg
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=2ahUKEwiztIS60b3iAhVhSxUIHVR5DOgQFjAAegQIBhAC&url=https%3A%2F%2Fec.europa.eu%2Finfo%2Fsites%2Finfo%2Ffiles%2Fcommission-delegated-regulation_hrtc.pdf&usg=AOvVaw2HRSMZj2utBt54emo7Zrqg
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=2ahUKEwiztIS60b3iAhVhSxUIHVR5DOgQFjAAegQIBhAC&url=https%3A%2F%2Fec.europa.eu%2Finfo%2Fsites%2Finfo%2Ffiles%2Fcommission-delegated-regulation_hrtc.pdf&usg=AOvVaw2HRSMZj2utBt54emo7Zrqg
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=2ahUKEwiztIS60b3iAhVhSxUIHVR5DOgQFjAAegQIBhAC&url=https%3A%2F%2Fec.europa.eu%2Finfo%2Fsites%2Finfo%2Ffiles%2Fcommission-delegated-regulation_hrtc.pdf&usg=AOvVaw2HRSMZj2utBt54emo7Zrqg
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1805&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1805&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1805&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018L1673&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018L1673&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018L0843&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018L0843&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018L0843&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018L0843&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018L0843&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017L0541&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017L0541&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017L0541&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R1675&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R1675&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R1675&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L0849&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L0849&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L0849&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L0849&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L0849&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L0849&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015R0847&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015R0847&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015R0847&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02014L0042-20140519
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02014L0042-20140519
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02014L0042-20140519
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:309:0009:0012:EN:PDF
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:309:0009:0012:EN:PDF
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:309:0009:0012:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2001:182:0001:0002:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2001:182:0001:0002:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2001:182:0001:0002:EN:PDF
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B3-21 Council Decision of 17 October 2000 concerning arrangements for 

cooperation between financial intelligence units of the Member States in 

respect of exchanging information (2000/642/JHA) 

 
  

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:271:0004:0006:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:271:0004:0006:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:271:0004:0006:EN:PDF
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B4) Mutual recognition: Convictions 

 

B4-01 Council Framework Decision 2009/829/JHA of 23 October 2009 on the 
application, between Member States of the European Union, of the principle 
of mutual recognition to decisions on supervision measures as an 
alternative to provisional detention (OJ L 294/20; 11.11.2009) 

B4-02 Council Framework Decision 2008/947/JHA on the application of the 
principle of mutual recognition to judgments and probation decisions with a 
view to the supervision of probation measures and alternative sanctions (OJ 
L 337/102; 16.12.2008) 

B4-03 Council Framework Decision 2008/909/JHA of 27 November 2008 on the 
application of the principle of mutual recognition to judgments in criminal 
matters imposing custodial sentences or measures involving deprivation of 
liberty for the purpose of their enforcement in the European Union (OJ L 
327/27; 5.12.2008) 

B4-04 Council Framework Decision 2008/675/JHA of 24 July 2008 on taking 
account of convictions in the Member States of the European Union in the 
course of new criminal proceedings (OJ L 220/32; 15.08.2008) 

B4-05 Case C-234/18, Judgment of 20 March 2020 

B4-06 Case C-390/16, Dániel Bertold Lada, Opinion of AG Bot, delivered on 06 
February 2018 

B4-07 Case C-171/16, Trayan Beshkov, Judgement of the Court (Fifth Chamber), 
21 September 2017 

B4-08 Case C‑528/15, Policie ČR,Krajské ředitelství policie Ústeckého kraje, 
odbor cizinecké policie v Salah Al Chodor, Ajlin Al Chodor, Ajvar Al Chodor, 
Judgement of the Court (Second Chamber), 15 March 2017  

B4-09 Case C‑554/14, Ognyanov, Judgement of the Court (Grand Chamber), 8 
November 2016 

B4-10 Case C‑439/16 PPU, Milev, Judgement of the Court (Fourth Chamber), 27 
October 2016  

B4-11 C‑294/16 PPU, JZ v Śródmieście, Judgement of the Court (Fourth 
Chamber), 28 July 2016  

B4-12 C‑601/15 PPU, J. N. v Staatssecretaris voor Veiligheid en Justitie, 
Judgement of the Court (Grand Chamber), 15 February 2016  

B4-13 C‑474/13, Thi Ly Pham v Stadt Schweinfurt, Amt für Meldewesen und 
Statistik, Judgement of the Court (Grand Chamber), 17 July 2014  

B4-14 Joined Cases C‑473/13 and C‑514/13, Bero and Bouzalmate, Judgement 
of the Court (Grand Chamber), 17 July 2014  

B4-15 C‑146/14 PPU, Bashir Mohamed Ali Mahdi, Judgement of the Court (Third 
Chamber), 5 June 2014 

B4-16 Case C‑383/13 PPU, M. G., N. R., Judgement of the Court (Second 
Chamber), 10 September 2013 

 
  

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:294:0020:0040:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:294:0020:0040:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:294:0020:0040:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:294:0020:0040:en:PDF
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32008F0947&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32008F0947&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32008F0947&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32008F0947&from=EN
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:327:0027:0046:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:327:0027:0046:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:327:0027:0046:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:327:0027:0046:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:327:0027:0046:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:220:0032:0034:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:220:0032:0034:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:220:0032:0034:EN:PDF
http://curia.europa.eu/juris/document/document.jsf?text=&docid=224581&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=3895348
http://curia.europa.eu/juris/document/document.jsf?text=%2522recognition%2Bof%2Bconvictions%2522&docid=199101&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=5848352#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=%2522recognition%2Bof%2Bconvictions%2522&docid=199101&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=5848352#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=&docid=194782&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=40387
http://curia.europa.eu/juris/document/document.jsf?text=&docid=194782&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=40387
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=188907&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=169169#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=188907&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=169169#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=188907&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=169169#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=&docid=185201&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=324997
http://curia.europa.eu/juris/document/document.jsf?text=&docid=185201&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=324997
http://curia.europa.eu/juris/document/document.jsf?text=&docid=184894&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=167435
http://curia.europa.eu/juris/document/document.jsf?text=&docid=184894&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=167435
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=182300&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=169169#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=182300&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=169169#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=174342&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=169169#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=174342&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=169169#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=155107&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=170409#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=155107&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=170409#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=155112&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=170409#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=155112&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=170409#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=153314&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=170409#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=153314&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=170409#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=140861&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=170409#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=detention&docid=140861&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=170409#ctx1
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B5) Mutual recognition in practice: evidence and e-evidence  

 

B5-01 Regulation (EU) 2023/1543 of the European Parliament and of the Council 
of 12 July 2023 on European Production Orders and European Preservation 
Orders for electronic evidence in criminal proceedings and for the execution 
of custodial sentences following criminal proceedings, (OJ L 191, 
28.7.2023) 

B5-02 Directive (EU) 2023/1544 of the European Parliament and of the Council of 
12 July 2023 laying down harmonised rules on the designation of designated 
establishments and the appointment of legal representatives for the purpose 
of gathering electronic evidence in criminal proceedings, (OJ L 191, 
28.7.2023) 

B5-03 REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT 
AND THE COUNCIL on the implementation of Directive 2014/41/EU of the 
European Parliament and of the Council of 3 April 2014 regarding the 
European Investigation Order in criminal matters, (Brussels, 20.7.2021, 
COM(2021) 409 final) 

B5-04 The European Law Blog, „E-Evidence: The way forward. Summary of a 
Workshop held in Brussels on 25 September 2019, Theodore Christakis, 06 
November 2019 

B5-05 Joint Note of Eurojust and the European Judicial Network on the Practical 
Application of the European Investigation Order, June 2019  

B5-06 European Commission, Press Release, „Security Union: Commission 
recommends negotiating international rules for obtaining electronic 
evidence”, Brussels, 05 February 2019  

B5-07 EURCRIM, “The European Commission‘s Proposal on Cross Border Access 
to e-Evidence – Overview and Critical Remarks” by Stanislaw Tosza, Issue 
4/2018, pp. 212-219 

B5-08 Recommendation for a Council Decision authorising the opening of 
negotiations in view of an agreement between the European Union and the 
United States of America on cross-border access to electronic evidence for 
judicial cooperation in criminal matters, COM(2019) 70 final, Brussels, 05 
February 2019 

B5-09 Annex to the Recommendation for a Council Decision authorising the 
opening of negotiations in view of an agreement between the European 
Union and the United States of America on cross-border access to electronic 
evidence for judicial cooperation in criminal matters, COM(2019) 70 final, 
Brussels, 05 February 2019 

B5-10 Fair Trials, Policy Brief, „The impact on the procedural rights of defendants 
of cross-border access to electronic data through judicial cooperation in 
criminal matters”, October 2018 

B5-11 ECBA Opinion on European Commission Proposals for: (1) A Regulation on 
European Production and Preservation Orders for electronic evidence & (2) 
a Directive for harmonised rules on the appointment of legal representatives 
for the purpose of gathering evidence in criminal proceedings, Rapporteurs: 
Stefanie Schott (Germany), Julian Hayes (United Kingdom) 

B5-12 Proposal for a Directive of the European Parliament and of the Council 
laying down harmonised rules on the appointment of legal representatives 
for the purpose of gathering evidence in criminal proceedings, COM(2018) 
226 final, Strasbourg, 17 April 2018 

B5-13 Proposal for a Regulation of the European Parliament and of the Council on 
European Production and Preservation Orders for electronic evidence in 
criminal matters, COM(2018) 225 final, Strasbourg, 17 April 2018 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0118.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0118.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0118.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0118.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0118.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0181.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0181.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0181.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0181.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0181.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021DC0409
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021DC0409
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021DC0409
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021DC0409
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021DC0409
https://europeanlawblog.eu/2019/11/06/e-evidence-the-way-forward-summary-of-the-workshop-held-in-brussels-on-25-september-2019/
https://europeanlawblog.eu/2019/11/06/e-evidence-the-way-forward-summary-of-the-workshop-held-in-brussels-on-25-september-2019/
https://europeanlawblog.eu/2019/11/06/e-evidence-the-way-forward-summary-of-the-workshop-held-in-brussels-on-25-september-2019/
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/Casework/Joint%20note%20of%20Eurojust%20and%20the%20EJN%20on%20the%20practical%20application%20of%20the%20European%20Investigation%20Order%20(June%202019)/2019-06-Joint_Note_EJ-EJN_practical_application_EIO.pdf
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/Casework/Joint%20note%20of%20Eurojust%20and%20the%20EJN%20on%20the%20practical%20application%20of%20the%20European%20Investigation%20Order%20(June%202019)/2019-06-Joint_Note_EJ-EJN_practical_application_EIO.pdf
https://ec.europa.eu/commission/presscorner/api/files/document/print/en/ip_19_843/IP_19_843_EN.pdf
https://ec.europa.eu/commission/presscorner/api/files/document/print/en/ip_19_843/IP_19_843_EN.pdf
https://ec.europa.eu/commission/presscorner/api/files/document/print/en/ip_19_843/IP_19_843_EN.pdf
https://eucrim.eu/articles/european-commissions-proposal-cross-border-access-e-evidence/
https://eucrim.eu/articles/european-commissions-proposal-cross-border-access-e-evidence/
https://eucrim.eu/articles/european-commissions-proposal-cross-border-access-e-evidence/
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_2&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_2&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_2&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_2&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_2&format=PDF
https://fairtrials.org/sites/default/files/JUD-IT-Fair-Trials-Policy-Brief-October-2018.pdf
https://fairtrials.org/sites/default/files/JUD-IT-Fair-Trials-Policy-Brief-October-2018.pdf
https://fairtrials.org/sites/default/files/JUD-IT-Fair-Trials-Policy-Brief-October-2018.pdf
http://www.ecba.org/extdocserv/20190213-ECBAonEPOsEPROs_Final.pdf
http://www.ecba.org/extdocserv/20190213-ECBAonEPOsEPROs_Final.pdf
http://www.ecba.org/extdocserv/20190213-ECBAonEPOsEPROs_Final.pdf
http://www.ecba.org/extdocserv/20190213-ECBAonEPOsEPROs_Final.pdf
http://www.ecba.org/extdocserv/20190213-ECBAonEPOsEPROs_Final.pdf
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1524129181403&uri=COM:2018:226:FIN
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1524129181403&uri=COM:2018:226:FIN
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1524129181403&uri=COM:2018:226:FIN
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1524129181403&uri=COM:2018:226:FIN
http://eur-lex.europa.eu/resource.html?uri=cellar:639c80c9-4322-11e8-a9f4-01aa75ed71a1.0001.02/DOC_1&format=PDF
http://eur-lex.europa.eu/resource.html?uri=cellar:639c80c9-4322-11e8-a9f4-01aa75ed71a1.0001.02/DOC_1&format=PDF
http://eur-lex.europa.eu/resource.html?uri=cellar:639c80c9-4322-11e8-a9f4-01aa75ed71a1.0001.02/DOC_1&format=PDF
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B5-14 Non-paper from the Commission services: Improving cross-border access 
to electronic evidence: Findings from the expert process and suggested way 
forward (8 June 2017) 

B5-15 Non-paper: Progress Report following the Conclusions of the Council of the 
European Union on Improving Criminal Justice in Cyberspace (7 December 
2016) 

B5-16 ENISA 2014 - Electronic evidence - a basic guide for First Responders 
(Good practice material for CERT first responders) 

B5-17 Directive 2014/41/EU of 3 April 2014 regarding the European Investigation 
Order in criminal matters (OJ L 130/1; 1.5.2014) 

B5-18 Guidelines on Digital Forensic Procedures for OLAF Staff” (Ref. 
Ares(2013)3769761 - 19/12/2013, 1 January 2014 

B5-19 ACPO Good Practice Guide for Digital Evidence (March 2012) 

B5-20 Council Framework Decision 2008/978/JHA of 18 December 2008 on the 
European evidence warrant for the purpose of obtaining objects, documents 
and data for use in proceedings in criminal matters (OJ L, 350/72, 
30.12.2008) 

B5-21 Council Framework Decision 2003/577/JHA of 22 July 2003 
on the execution in the European Union of orders freezing property or 
evidence (OJ L 196/45; 2.8.2003) 

B5-22 Directive 2000/31/EC of the European Parliament and of the Council of 8 
June 2000 on certain legal aspects of information society services, in 
particular electronic commerce, in the Internal Market (Directive on 
electronic commerce) (Official Journal L 178/1, 17.7.2000) 

B5-23 Communication from the Commission to the European Parliament, the 
Council, the Economic and Social Committee and the Committee of the 
Regions ensuring security and trust in electronic communication - Towards 
a European Framework for Digital Signatures and Encryption (COM (97) 
503), October 1997 

 
 

 B6) Criminal records, Interoperability 
 

B6-01 
Regulation (EU) 2019/816 of the European Parliament and of the Council of 
17 April 2019 establishing a centralised system for the identification of 
Member States holding conviction information on third-country nationals and 
stateless persons (ECRIS-TCN) to supplement the European Criminal 
Records Information System and amending Regulation (EU) 2018/1726 ) 
(OJ L135/85, 22.05.2019) 

B6-02 
Regulation (EU) 2019/818 of the European Parliament and of the Council of 
20 May 2019 on establishing a framework for interoperability between EU 
information systems in the field of police and judicial cooperation, asylum 
and migration and amending Regulations (EU) 2018/1726, (EU) 2018/1862 
and (EU) 2019/816 (OJ L 135/85, 22.05.2019) 

B6-03 
Regulation (EU) 2019/817 of the European Parliament and of the Council of 
20 May 2019 on establishing a framework for interoperability between EU 
information systems in the field of borders and visa and amending 
Regulations (EC) No 767/2008, (EU) 2016/399, (EU) 2017/2226, (EU) 
2018/1240, (EU) 2018/1726 and (EU) 2018/1861 of the European 
Parliament and of the Council and Council Decisions 2004/512/EC and 
2008/633/JHA (OJ L 135/27, 22.05.2019) 

B6-04 
Directive of the European Parliament and of the Council amending Council 
Framework Decision 2009/315/JHA, as regards the exchange of information 
on third-country nationals and as regards the European Criminal Records 

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/docs/pages/20170522_non-paper_electronic_evidence_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/docs/pages/20170522_non-paper_electronic_evidence_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/docs/pages/20170522_non-paper_electronic_evidence_en.pdf
https://db.eurocrim.org/db/en/doc/2625.pdf
https://db.eurocrim.org/db/en/doc/2625.pdf
https://db.eurocrim.org/db/en/doc/2625.pdf
https://www.enisa.europa.eu/activities/cert/support/fight-against-cybercrime/electronic-evidence-a-basic-guide-for-first-responders
https://www.enisa.europa.eu/activities/cert/support/fight-against-cybercrime/electronic-evidence-a-basic-guide-for-first-responders
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014L0041&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014L0041&from=EN
http://ec.europa.eu/anti_fraud/documents/forensics/guidelines_en.pdf
http://ec.europa.eu/anti_fraud/documents/forensics/guidelines_en.pdf
http://www.digital-detective.net/digital-forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence_v5.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:350:0072:0092:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:350:0072:0092:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:350:0072:0092:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:350:0072:0092:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2003:196:0045:0055:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2003:196:0045:0055:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2003:196:0045:0055:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
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Information System (ECRIS), and replacing Council Decision 
2009/316/JHA, PE-CONS 87/1/18, Strasbourg, 17 April 2019 

B6-05 Report from the Commission to the European Parliament and the Council 
concerning the exchange through the European Criminal Records 
Information System (ECRIS) of information extracted from criminal records 
between the Member States. (COM/2017/0341 final, 29.06.2017) 

B6-06 Council Framework Decision 2009/315/JHA of 26 February 2009 on the 
organisation and content of the exchange of information extracted from the 
criminal record between Member States (OJ L 93/23; 07.4.2009) 

B6-07 
 

Council Decision on the exchange of information extracted from criminal 
records – Manual of Procedure (6397/5/06 REV 5; 15.1.2007) 

B6-08 
 

Council Decision 2005/876/JHA of 21 November 2005 on the exchange of 
information extracted from the criminal record (OJ L 322/33; 9.12.2005) 

 
B7) Conflicts of jurisdiction – Ne bis in idem 
  

B7-01 Case law by the Court of Justice of the European Union on the principle of 
ne bis in idem in criminal matters, Eurojust, April 2020 
 
Case-law by the Court of Justice of the European Union on the Principle of 
ne bis in idem in Criminal Matters, Eurojust, December 2021 

B7-02 Council Framework Decision 2009/948/JHA of 30 November 2009 on 
prevention and settlement of conflicts of exercise of jurisdiction in criminal 
proceedings (OJ L 328/42; 15.12.2009, P.42) 

B7-03 European Convention on the Transfer of Proceedings in Criminal Matters 
(Strasbourg, 15.V.1972) 

 
 
 C) Procedural guarantees in the EU 
 

C-01 Report from the Commission to the European Parliament and the Council 

on the implementation of Directive (EU) 2016/1919 of the European 

Parliament and of the Council of 26 October 2016 on legal aid for suspects 

and accused persons in criminal proceedings and for requested persons in 

European arrest warrant proceedings, COM/2023/44 final, 1 February 2023 

C-02 Commission Recommendation (EU) 2023/681 of 8 December 2022 on 
procedural rights of suspects and accused persons subject to pre-trial 
detention and on material detention conditions, (OJ L 86, 24.3.2023) 

C-03 FRA Report, Presumption of innocence and related rights – Professional 

perspectives, Luxembourg, 31 March 2021   

C-04 FRA Report, Rights in practice: Access to a lawyer and procedural rights in 

criminal and European Arrest Warrant proceedings, Luxembourg, 27 

September 2019 

C-05 Report from the Commission to the European Parliament and the Council 

on the implementation of Directive 2013/48/EU of the European Parliament 

and of the Council of 22 October 2013 on the right of access to a lawyer in 

criminal proceedings and in European arrest warrant proceedings, and on 

the right to have a third person informed upon deprivation of liberty and to 

communicate with third persons and with consular authorities while 

deprived of liberty, COM/2019/560 final, 26 September 2019 

C-06 Report from the Commission to the European Parliament and the Council 

on the implementation of Directive 2010/64/EU of the European Parliament 

and of the Council of 20 October 2010 on the right to interpretation and 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://register.consilium.europa.eu/pdf/en/06/st06/st06397-re05.en06.pdf
http://register.consilium.europa.eu/pdf/en/06/st06/st06397-re05.en06.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:322:0033:0037:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:322:0033:0037:EN:PDF
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/caselawanalysis/Case%20law%20by%20the%20Court%20of%20Justice%20of%20the%20European%20Union%20on%20the%20principle%20of%20ne%20bis%20in%20idem%20in%20criminal%20matters%20(April%202020)/2020-04_Case-law-by-CJEU-on-NeBisInIdem_EN.pdf
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/caselawanalysis/Case%20law%20by%20the%20Court%20of%20Justice%20of%20the%20European%20Union%20on%20the%20principle%20of%20ne%20bis%20in%20idem%20in%20criminal%20matters%20(April%202020)/2020-04_Case-law-by-CJEU-on-NeBisInIdem_EN.pdf
https://www.eurojust.europa.eu/publication/case-law-court-justice-european-union-principle-ne-bis-idem-criminal-matters-december-2021
https://www.eurojust.europa.eu/publication/case-law-court-justice-european-union-principle-ne-bis-idem-criminal-matters-december-2021
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680072d42
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680072d42
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023H0681
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023H0681
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023H0681
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2021-presumption-of-innocence_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2021-presumption-of-innocence_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-rights-in-practice-access-to-a-lawyer-and-procedural-rights-in-criminal-and-european-arrest-warrant-proceedings.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-rights-in-practice-access-to-a-lawyer-and-procedural-rights-in-criminal-and-european-arrest-warrant-proceedings.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-rights-in-practice-access-to-a-lawyer-and-procedural-rights-in-criminal-and-european-arrest-warrant-proceedings.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
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translation in criminal proceedings, COM/2018/857 final, 18 December 

2018 

C-07 Report from the Commission to the European Parliament and the Council 

on the implementation of Directive 2012/13/EU of the European Parliament 

and of the Council of 22 May 2012 on the right to information in criminal 

proceedings, COM/2018/858 final, 18 December 2018 

C-08 Directive (EU) 2016/1919 of the European Parliament and of the Council of 
26 October 2016 on legal aid for suspects and accused persons in criminal 
proceedings and for requested persons in European arrest warrant 
proceedings (OJ L 297/1, 4.11.2016) 

C-09 Directive (EU) 2016/800 of the European Parliament and of the Council of 
11 May 2016 on procedural safeguards for children who are suspects or 
accused persons in criminal proceedings (OJ L 132 1; 21.5.2016) 

C-10 Directive 2016/343 of 9 March 2016 on the strengthening of certain aspects 
of the presumption of innocence and of the right to be present at the trial in 
criminal proceedings (11.3.2016; OJ L 65/1) 

C-11 Directive 2013/48/EU of 22 October 2013 on the right of access to a lawyer 
in criminal proceedings and in European arrest warrant proceedings, and 
on the right to have a third party informed upon deprivation of liberty and to 
communicate with third persons and with consular authorities while 
deprived of liberty (OJ L 294/1; 6.11.2013) 

C-12 Directive 2012/13/EU of the European Parliament and of the Council of 22 
May 2012 on the right to information in criminal proceedings (1.6.2012; OJ 
L 142/1) 

C-13 Directive 2010/64/EU of the European Parliament and of the Council of 20 
October 2010 on the right to interpretation and translation in criminal 
proceedings (OJ L 280/1; 26.10.2010) 

C-14 C-209/22 - Rayonna prokuratura Lovech, TO Lukovit (Fouille corporelle), 7 

September 2023 

C-15 C-660/21 - K.B. and F.S. (Relevé d’office dans le domaine pénal), 22 June 

2023 

C-16 C-430/22, C-468/22 - VB (Information du condamné par défaut), 8 June 

2023 

C-17 C-608/21 - Politseyski organ pri 02 RU SDVR, 25 May 2023 

C-18 C-694/20 - Orde van Vlaamse Balies i in., 8 December 2022 

C-19 C-348/21 - HYA and Others (Impossibilité d’interroger les témoins à 

charge), 8 December 2022 

C-20 C-347/21 - DD (Réitération de l’audition d’un témoin), 15 September 2022 

C-21 C-242/22 PPU - TL () and de traduction), 1 August 2022 

C-22 C-564/19 - IS (Illégalité de l’ordonnance de renvoi), 23 November 2021 

C-23 C-282/20 - ZX (Régularisation de l'acte d'accusation), 21 October 2021 

C-24 C-649/19 - Spetsializirana prokuratura (Déclaration des droits), 28 January 

2021 

C-25 Case C-659/18, Judgement of the Court of 2 March 2020  

C-26 Case C-688/18, Judgement of the Court of 3 February 2020 

C-27 Case C467/18, Rayonna prokuratura Lom, Judgment of the Court of 19 
September 2019 

C-28 Case C-467/18 on directive 2013/48/EU on the right of access to a lawyer 
in criminal proceedings, EP, Judgement of the court (Third Chamber), 19. 
September 2019 

C-29 Case C377/18, AH a. o., Judgment of the Court of 05 September 2019 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0800&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0800&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0800&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
https://curia.europa.eu/juris/document/document.jsf;jsessionid=C1D95991AD8ADDEC3B5A51B285D77AEE?text=&docid=277070&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=378403
https://curia.europa.eu/juris/document/document.jsf;jsessionid=C1D95991AD8ADDEC3B5A51B285D77AEE?text=&docid=277070&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=378403
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274868&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3282646
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274868&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3282646
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274425&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3305495
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274425&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3305495
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274103&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3280748
https://curia.europa.eu/juris/document/document.jsf?text=&docid=268430&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=3285449
https://curia.europa.eu/juris/document/document.jsf?text=&docid=268433&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2911267
https://curia.europa.eu/juris/document/document.jsf?text=&docid=268433&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2911267
https://curia.europa.eu/juris/document/document.jsf?text=&docid=265550&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2910323
https://curia.europa.eu/juris/document/document.jsf?text=&docid=263736&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2908635
https://curia.europa.eu/juris/document/document.jsf?text=&docid=249861&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2909058
https://curia.europa.eu/juris/document/document.jsf?text=&docid=247868&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2909606
https://curia.europa.eu/juris/document/document.jsf?text=&docid=237088&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=2767818
https://curia.europa.eu/juris/document/document.jsf?text=&docid=237088&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=2767818
http://curia.europa.eu/juris/document/document.jsf?text=&docid=224382&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3888591
http://curia.europa.eu/juris/document/document.jsf?text=&docid=223364&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3888591
http://curia.europa.eu/juris/document/document.jsf?text=2013%252F48&docid=217905&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=995655#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2890439
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2890439
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2890439
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217488&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=995195
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C-30 Case C-646/17 on directive 2012/13/EU on the right to information in 
criminal proceedings, Gianluca Moro, Judgement of the Court (First 
Chamber), 13 June 2019 

C-31 Case C-8/19 PPU, criminal proceedings against RH (presumption of 
innocence), Decision of the Court (First Chamber), 12. February 2019 

C-32 Case C646/17, Gianluca Moro, Opinion of the AG Bobek, 05 February 2019 

C-33 Case C‑551/18 PPU, IK,  Judgment of the Court (First Chamber), 6 
December 2018 

C-34 Case C‑327/18 PPU, RO, Judgment of 19 September 2018 (First Chamber) 

C-35 Case C‑268/17, AY, Judgment of the Court (Fifth Chamber), 25 July 2018 

C-36 Case C-216/18 PPU, LM, Judgment of 25 July 2018 (Grand Chamber) 

C-37 Joined Cases C‑124/16, C‑188/16 and C‑213/16 on Directive 2012/13/EU 
on the right to information in criminal proceedings Ianos Tranca, Tanja 
Reiter and Ionel Opria, Judgment of 22 March 2017 (Fifth Chamber) 

C-38 Case C‑439/16 PPU, Emil Milev (presumption of innocence), Judgment of 
the Court (Fourth Chamber), 27 October 2016 

C-39 Case C-278/16 Frank Sleutjes (“essential document” under Article 3 of 
Directive 2010/64), Judgment of 12 October 2017 (Fifth Chamber) 

C-40 C-25/15, István Balogh, Judgment of 9 June 2016 (Fifth Chamber) 

C-41 Opinion of Advocate General Sharpston, delivered on 10 March 2016, Case 
C543/14 

C-42 C-216/14 Covaci, Judgment of 15 October 2015 
(First Chamber) 

 
 

D) Approximating criminal law and Victims´ Rights 
  
  D1) Terrorism 
 

D1-01 EU Centre of Expertise for Victims of Terrorism 

D1-02 EU’s Counter-Terrorism Coordinator 

D1-03 Eurojust Meeting on Counter-Terrorism, 16-17 November 2022, Summary 
of Discussions, 05 April 2023 

D1-04 Eurojust Casework on Counter-Terrorism: Insights 2020 – 2021, December 
2021 

D1-05 Regulation (EU) 2021/784 of the European Parliament and of the Council 
of 29 April 2021 on addressing the dissemination of terrorist content online 
(Text with EEA relevance), (OJ L 172, 17.5.2021) 

D1-06 European Commission, EU Handbook on Victims of Terrorism, January 
2021 

D1-07 2019 Eurojust Report on Counter- Terrorism, 09 December 2020 

D1-08 Communication from the Commission to the European Parliament, the 
European Council, the Council, the European Economic and Social 
Committee and the Committee of the Regions: A Counter-Terrorism 
Agenda for the EU: Anticipate, Prevent, Protect, Respond, 9 December 
2020, COM(2020) 795 final 

D1-09 Report from the Commission to the European Parliament and the Council 
based on Article 29(1) of Directive (EU) 2017/541 of the European 
Parliament and of the Council of 15 March 2017 on combating terrorism 
and replacing Council Framework Decision 2002/475/JHA and amending 
Council Decision 2005/671/JHA, COM(2020) 619 final, Brussels, 30 
September 2020 

D1-10 

 
Communication from the Commission to the European Parliament, the 
European Council, the Council, the European Economic and Social 

http://curia.europa.eu/juris/document/document.jsf?text=&docid=214946&pageIndex=0&doclang=DE&mode=req&dir=&occ=first&part=1
http://curia.europa.eu/juris/document/document.jsf?text=&docid=214946&pageIndex=0&doclang=DE&mode=req&dir=&occ=first&part=1
http://curia.europa.eu/juris/document/document.jsf?text=&docid=214946&pageIndex=0&doclang=DE&mode=req&dir=&occ=first&part=1
http://curia.europa.eu/juris/document/document.jsf?text=&docid=210780&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2891759
http://curia.europa.eu/juris/document/document.jsf?text=&docid=210780&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2891759
https://eclan.eu/files/attachments/.2654/CL_AG_Moro_2019.pdf
http://curia.europa.eu/juris/document/document.jsf?text=&docid=208554&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1812171
http://curia.europa.eu/juris/document/document.jsf?text=&docid=208554&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1812171
http://curia.europa.eu/juris/document/document.jsf?text=&docid=205871&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1948311
http://curia.europa.eu/juris/document/document.jsf?text=&docid=204395&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1788150
http://curia.europa.eu/juris/document/document.jsf?text=&docid=204384&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1789056
http://curia.europa.eu/juris/document/document.jsf?text=&docid=189144&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=1262018
http://curia.europa.eu/juris/document/document.jsf?text=&docid=189144&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=1262018
http://curia.europa.eu/juris/document/document.jsf?text=&docid=189144&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=1262018
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:62016CJ0439&qid=1496154075446&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:62016CJ0439&qid=1496154075446&from=EN
http://curia.europa.eu/juris/liste.jsf?pro=&nat=or&oqp=&dates=&lg=&language=en&jur=C%2CT%2CF&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&num=C-278%252F16&td=%3BALL&pcs=Oor&avg=&page=1&mat
http://curia.europa.eu/juris/liste.jsf?pro=&nat=or&oqp=&dates=&lg=&language=en&jur=C%2CT%2CF&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&num=C-278%252F16&td=%3BALL&pcs=Oor&avg=&page=1&mat
http://curia.europa.eu/juris/document/document.jsf;jsessionid=9ea7d2dc30d5f6c240ce809c4ce8af068a251af9229c.e34KaxiLc3qMb40Rch0SaxyKb3j0?text=&docid=179786&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=2179643
http://curia.europa.eu/juris/document/document.jsf?text=Charter%2Bof%2BFundamental%2BRights&docid=174925&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=216845#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=Charter%2Bof%2BFundamental%2BRights&docid=174925&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=216845#ctx1
http://curia.europa.eu/juris/document/document.jsf;jsessionid=9ea7d2dc30d5b862dc2960cd46cfb798de2ab87f9a6e.e34KaxiLc3qMb40Rch0SaxuTahb0?text=&docid=169826&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1092022
http://curia.europa.eu/juris/document/document.jsf;jsessionid=9ea7d2dc30d5b862dc2960cd46cfb798de2ab87f9a6e.e34KaxiLc3qMb40Rch0SaxuTahb0?text=&docid=169826&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1092022
https://commission.europa.eu/strategy-and-policy/policies/justice-and-fundamental-rights/criminal-justice/protecting-victims-rights/eu-centre-expertise-victims-terrorism_en
https://www.consilium.europa.eu/en/policies/fight-against-terrorism/counter-terrorism-coordinator/
https://www.eurojust.europa.eu/sites/default/files/assets/2022-eurojust-meeting-on-counter-terrorism.pdf
https://www.eurojust.europa.eu/sites/default/files/assets/2022-eurojust-meeting-on-counter-terrorism.pdf
https://www.eurojust.europa.eu/publication/eurojust-casework-counter-terrorism-insights-2020-2021
https://www.eurojust.europa.eu/publication/eurojust-casework-counter-terrorism-insights-2020-2021
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021R0784&qid=1695823640107
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021R0784&qid=1695823640107
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021R0784&qid=1695823640107
https://ec.europa.eu/info/sites/info/files/law/eu_handbook_on_victims_of_terrorism_2021_01_15_en.pdf
https://ec.europa.eu/info/sites/info/files/law/eu_handbook_on_victims_of_terrorism_2021_01_15_en.pdf
https://www.eurojust.europa.eu/sites/default/files/2020-12/2020-12-Eurojust_Counterterrorism_report_2019.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/pdf/09122020_communication_commission_european_parliament_the_council_eu_agenda_counter_terrorism_po-2020-9031_com-2020_795_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/pdf/09122020_communication_commission_european_parliament_the_council_eu_agenda_counter_terrorism_po-2020-9031_com-2020_795_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/pdf/09122020_communication_commission_european_parliament_the_council_eu_agenda_counter_terrorism_po-2020-9031_com-2020_795_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/pdf/09122020_communication_commission_european_parliament_the_council_eu_agenda_counter_terrorism_po-2020-9031_com-2020_795_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/pdf/09122020_communication_commission_european_parliament_the_council_eu_agenda_counter_terrorism_po-2020-9031_com-2020_795_en.pdf
https://db.eurocrim.org/db/en/doc/3521.pdf
https://db.eurocrim.org/db/en/doc/3521.pdf
https://db.eurocrim.org/db/en/doc/3521.pdf
https://db.eurocrim.org/db/en/doc/3521.pdf
https://db.eurocrim.org/db/en/doc/3521.pdf
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G) Police Cooperation in the EU 
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https://ec.europa.eu/commission/presscorner/detail/en/ip_21_6645
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_6645
https://ec.europa.eu/commission/presscorner/detail/en/fs_21_6647
https://ec.europa.eu/commission/presscorner/detail/en/fs_21_6647
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52021SC0378
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52021SC0378
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52021SC0378
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52021SC0378
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52021SC0378
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52021SC0378
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52021SC0378
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0791&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0791&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0791&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0791&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0791&from=EN
https://www.statewatch.org/media/1443/eu-com-inception-impact-assessment-police-cooperation-code.pdf
https://www.statewatch.org/media/1443/eu-com-inception-impact-assessment-police-cooperation-code.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1862&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1862&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1862&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1862&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1862&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1862&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1862&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022R1190
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022R1190
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022R1190
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022R1190
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G1-11 Council Decision 2008/617/JHA of 23 June 2008 on the improvement of 
cooperation between the special intervention units of the Member States of 
the European Union in crisis situations, (OJ L 210, 6.8.2008) 

G1-12 Council Decision 2008/616/JHA of 23 June 2008 on the implementation of 
Decision 2008/615/JHA on the stepping up of cross-border cooperation, 
particularly in combating terrorism and cross-border crime (OJ L 210/12; 
06.08.2008) 

G1-13 Council Decision 2008/615/JHA of 23 June 2008 on the stepping up of 
cross-border cooperation, particularly in combating terrorism and cross-
border crime (OJ L 210/1; 06.08.2008) 

G1-14 Council Framework Decision of 18 December 2006 on simplifying the 
exchange of information and intelligence between law enforcement 
authorities of the Member States of the European Union (OJ L 386/89; 
29.12.2006, P. 89) 

G1-15 Convention on the stepping up of cross-border cooperation, particularly in 
combating terrorism, cross-border crime and illegal migration of 27. May 
2005 (10900/05; 27.5.2005) 

  
 

G2) Joint Investigation Teams (JITs) 
 

G2-01 Eurojust Information on JITs 

G2-02 Europol Information on JITs 

G2-03 JIT Evaluation Form 

G2-04 Council of Europe: Guidelines on the use of Joint Investigation Teams 

G2-05 Riehle, C. “20 years of Joint Investigations Teams (JITs) in the EU”: An 
overview of their development, actors and tools. ERA Forum 24, 163–167, 
29 June 2023 

G2-06 Checklist for multilateral joint investigation teams, 22 June 2023 

G2-07 Latest trends and novelties in JIT operations: first-hand experiences of JIT 
practitioners and Eurojust | Eurojust | European Union Agency for Criminal 
Justice Cooperation (europa.eu) Fourth JITs Evaluation Report, 14 June 
2023 

G2-08 Regulation (EU) 2023/969 of the European Parliament and of the Council of 
10 May 2023 establishing a collaboration platform to support the functioning 
of joint investigation teams and amending Regulation (EU) 2018/1726, OJ L 
132, 17 May 2023 

G2-09 Guidelines on the Network of National Experts on Joint Investigation Teams, 
2 December 2020 

G2-10 Third JIT Evaluation Report, Eurojust, March 2020 

G-11 Joint Investigation Teams: Practical Guide, 16 December 2021 

G2-12 Council Resolution on a Model Agreement for Setting up a Joint 
Investigation Team (JIT) – 2017/C18/01, Strasbourg, 19 January 2017 

G2-13 Council Document establishing the JITs Network, 08 July 2005 

G2-14 Council Framework Decision of 13 June 2002 on joint investigation teams 
(OJ L 162/1; 20.6.2002) 

 
 
 

 
 
 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32008D0617
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32008D0617
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32008D0617
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:210:0012:0072:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:210:0012:0072:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:210:0012:0072:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:210:0012:0072:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:210:0001:0011:EN:PDF
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http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:210:0001:0011:EN:PDF
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http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:386:0089:0100:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:386:0089:0100:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:386:0089:0100:EN:PDF
http://register.consilium.europa.eu/pdf/en/05/st10/st10900.en05.pdf
http://register.consilium.europa.eu/pdf/en/05/st10/st10900.en05.pdf
http://register.consilium.europa.eu/pdf/en/05/st10/st10900.en05.pdf
http://www.eurojust.europa.eu/Practitioners/JITs/Pages/JITs-sitemap.aspx
https://www.europol.europa.eu/partners-collaboration/joint-investigation-teams
https://www.eurojust.europa.eu/sites/default/files/assets/eurojust-jit-evaluation-form-en.pdf
https://rm.coe.int/16806f720a
https://www.eurojust.europa.eu/sites/default/files/assets/checklist-for-multilateral-joint-investigation-teams-en.pdf
https://www.eurojust.europa.eu/news/latest-trends-and-novelties-jit-operations-first-hand-experiences-jit-practitioners
https://www.eurojust.europa.eu/news/latest-trends-and-novelties-jit-operations-first-hand-experiences-jit-practitioners
https://www.eurojust.europa.eu/news/latest-trends-and-novelties-jit-operations-first-hand-experiences-jit-practitioners
https://www.eurojust.europa.eu/sites/default/files/assets/fourth-jits-evaluation-report.pdf
https://www.eurojust.europa.eu/sites/default/files/assets/fourth-jits-evaluation-report.pdf
https://www.eurojust.europa.eu/publication/guidelines-network-national-experts-joint-investigation-teams
https://www.eurojust.europa.eu/publication/guidelines-network-national-experts-joint-investigation-teams
http://www.eurojust.europa.eu/doclibrary/JITs/JITsevaluation/Third%20JIT%20Evaluation%20Report%20(March%202020)/2020-03_3rd-JITs-Evaluation-Report_EN.pdf
https://www.eurojust.europa.eu/publication/jits-practical-guide
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017G0119(01)&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017G0119(01)&from=EN
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2002:162:0001:0003:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2002:162:0001:0003:EN:PDF
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Co-funded by the  European Union

What is the Internet ?

Internet, a system architecture that has revolutionized communications and 
methods of commerce by allowing various computer networks around the 
world to interconnect. Sometimes referred to as a “network of networks” 

https://www.britannica.com/technology/Internet

World Wide Web (WWW) […] the leading information retrieval service of 
the Internet (the worldwide computer network). The Web gives users access 
to a vast array of documents that are connected to each other by means of 
hypertext or hypermedia links—i.e., hyperlinks, electronic connections that 
link related pieces of information in order to allow a user easy access to 
them. 

https://www.britannica.com/topic/World-Wide-Web
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What is the Internet ?

Internet, a system architecture that has revolutionized communications and 
methods of commerce by allowing various computer networks around the 
world to interconnect. Sometimes referred to as a “network of networks” 

https://www.britannica.com/technology/Internet

World Wide Web (WWW) […] the leading information retrieval service of 
the Internet (the worldwide computer network). The Web gives users access 
to a vast array of documents that are connected to each other by means of 
hypertext or hypermedia links—i.e., hyperlinks, electronic connections that 
link related pieces of information in order to allow a user easy access to 
them. 

https://www.britannica.com/topic/World-Wide-Web

https://www.submarinecablemap.com/
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The Internet

N.B. The percentages are educated guesswork.

WWW
Indexed by 

search engines; 
publicly 

accessible

WWW 4%

5
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Not indexed by search engines:
Govt. communications;

banks; corporations; medical records;

Deep Web 90%

Special software 
for access; spies, 

dissidents & 
criminals

DarkNet 6%

TOR (“The Onion Router”)
Started as US Navy-funded 

project 1995 

Internet Anonymity 
and prevents 

online surveillance

7
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WWW 4%

Deep Web 90%

DarkNet 6%

US DARPA
“ARPANET”
29 Oct 1969

Sir Tim 
Berners-Lee
CERN* 1989

*Conseil européen pour la recherche nucléaire

Source: Statista May 22, 2024
https://www.statista.com/statistics/617136/digital-population-worldwide/

Number of Internet and Social Media users worldwide as 
of April 2024 (in billions)

Internet 
Users 

5.44 Billion 
Social Media 

Users 
5.07 Billion 

67.1 % 
global 

population

62.6 % 
global 

population

Increase: 
0.26 Billion

Increase: 
0.27 Billion
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The Internet?

Insecure by design
Image by Unknown Author is licensed under CC BY-NC

Must prove:

Which device used in the offence

AND

Who was using it at the relevant time.
(traditional forensics may also help)

Please note: 
Information has been simplified to make it easier to understand and remember

Identifiers have been redacted

11
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HTTP & HTTPS
(Hyper Text Transfer Protocol (Secure))

Indexed ‘pages’

Collection of pages = Website

Unique Resource Locators (URLs)
= the website address in words

(linked to IP Address)

Domain Name
= the name you remember + the domain 

extension
(e.g. era.int)

Domain Name System (DNS) = ‘phone book’

Images by Unknown Author is licensed under CC BY-NC

http://www.era.int 
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http://www.era.int 

Protocol

http://www.era.int 

Protocol

Indicates 
www

15
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http://www.era.int 

Protocol Domain 
Name 

Indicates 
www

http://www.era.int

Protocol Domain 
Name 

Top level 
domain

Indicates 
www

.gov  .com  .edu .org  .net .co.uk  .de  .fr
https://en.wikipedia.org/wiki/List_of_Internet_top-level_domains
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Whois
Register of Internet domain name 

‘owners’

• Registrant data may be false

• Hidden behind a registration service

• Place to start search

• EU GDPR Rules – Whois blocked
(Authorised groups still have access)

https://rdrs.icann.org/

19
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“The service will be used by participating 
ICANN-accredited registrars and 

requestors seeking nonpublic gTLD 
registration data. It is intended for 

use by individuals and entities with a 
legitimate interest for access to 

nonpublic gTLD registration data like 
law enforcement, government 
agencies, intellectual property 

attorneys, cybersecurity 
professionals, and others. 

Participation in the service by ICANN-
accredited registrars will be voluntary

(http://web.archive.org)

When websites change:

21
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www.era.int
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Website from 23 June 2000

Normally:
First step is to trace 

the IP Address

An Internet Protocol (IP) Address is the unique number
generated by an Internet Service Provider and assigned to
a connected device to identify the source & destination of
messages sent across the Internet (like a postal address).

25
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Images by Unknown Author are licensed under CC BY-SA

Example: tracking a Russian Money Launderer

2014 Tokyo Bitcoin Exchange went bankrupt

Hacked:

750,000 BTC users 
100,000 BTC own
(7% of all BTC in existence)

“Loss: $530million”

Images by Unknown Author are licensed under CC BY-SA

Stolen BTC tracked by Chainalysis

Eventually ended up at BTC-e Exchange

BTC-e ownership and location unknown

27
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https://btc-e.com/ 7 October 2016

BTC-e website 
stated hosted 

in Bulgaria, but 
“subject to the 
laws of Cyprus”

Company behind BTC-e:
• Canton Business 

Corporation
• Registered in the 

Seychelles
• Russian Telephone number

Images by Unknown Author are licensed under CC BY-SA

BTC-e hosted on 
Server in 

Northern Virginia

Legal Process
served

Protected BTC-e
IP Addresses

Investigators covertly 
copied (‘imaged’) 

BTC-e’s files

Logs showed 3 
administrators

(i.e. persons who managed 
the system)Protected IPs

BTC-e Admins
Posts written in Russian

29
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Email account on
wm-exchanger.com

Web Money Exchanger

Dispute with CryptXchange (Australia)

Bitcointalk Forum
Admin used Username: 

“WME”

2012 Posted Lawyer’s letter headed
“Demand for the release of 
Alexander Vinnik’s funds”

(Username linked to known carder)

http://archive.is/6cFcY

31
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Vinnik’s accounts 
monitored

Mid-2016 he logged 
into one of accounts 
using unmasked IP

IP of luxury hotel 
outside Russia

Hotel Chain HQ in USA

Subpoena for Passport

User WME = Alexander Vinnik

July 2017 
Arrested in 

Thessaloniki

France, 
Russia, USA 

sought 
Extradition 5 August 2022 

extradited to 
USA

2020 
extradited to 

France

Sentenced to 
5 years, 

deported to 
Greece 2022

Further Reading : “Tracers in the Dark” (2022) Andy Greenberg

Internet Protocol (IP) Addresses

Two types:

• Static (always the same)

• Dynamic (only lasts as long as connected)

IPv4
(4.3 billion - not enough numbers for everyone)

IPv6
What’s yours?  www.ipchicken.com

Two versions:

33

34



18

www.era.int 
IPv4: 

195.243.153.54

IPv6: 

0:0:0:0:0:ffff:c3f3:9936 

Every website (every connection to Internet) 
has an associated IP address:

IP Address:

• Geo-specific

• Identifies: 

 The country

 The ISP

ISP holds records of usage

35
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MAC Address:
(Media Access Control or Physical Address)

ISP

1
9

5
.2

4
3

.1
5

3
.5

4

• Identifies the device on the network

• Built into the device by manufacturer

• (normally) not broadcast beyond 
network

• But can ‘leak’ (e.g. some IPv6 versions)

MAC Address:
(Media Access Control or 

Physical Address)

37
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Also MEID (Mobile Equipment Identifier) 

Hardcoded into mobile device by 
manufacturer (make and model can be 
traced)

Identifies the device to the Cell Network

Get IMEI Number key in:     *#06#

Phones - IMEI
International Mobile Equipment Identity 

(Smartphone will automatically try to 
connect to crime scene WiFi)

https://ro.ecu.edu.au/adf/147/

39
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Hiding an IP

• Public Access Points

• Piggybacking

• Compromised devices

• Proxy servers

• Virtual Private Networks

• Anonymisers

• Carriergrade NAT

October 2023 Mold Crown Court, 
North Wales, UK

 Between August and October 2023, 
48 year old man conducted 
‘sexualised conversations’ online 
with 13 year old girl ‘Leah’

 Discussed sex acts and requested 
the exchange of intimate pictures

https://www.dailypost.co.uk/news/north-wales-news/pervert-depraved-conversation-girl-using-27924751

41

42



22

 Police used IP address to find ISP 
customer’s address

 Went to the address: ‘Confused’ 
householder

 The householder was allowing 
neighbour to use his wifi ‘because 
his wasn’t working’

 (Neighbour also had a smartphone 
with child porn which he threw 
from the window)

 Richard Wynne (already convicted 
sex offender)

 Sentenced to 3 years 10 months

 … 13 year old ‘Leah’ was an 
undercover police officer

43
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NB NOT accurate
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Virtual Private Networks 
(VPNs)

VPNs enable access to the Internet through a 
remote computer/server using encrypted 

communication channel/tunnel 

VPNs can be used by criminals to hide their 
location

VPN Providers often cooperate with legal 
process … some don’t!

Check if legal to use!

All you need is logs

… the automatically produced and 
time-stamped documentation of 

events relevant to a particular system 
(source:www.techtarget.com)
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LOGS
• Originally created for tracing bugs & 

improving performance

• Billing/maintenance records

• Generated automatically

• On the device

• On servers in the network

• On service providers’ servers

• Record meta-, traffic-data

edge://history/all

In Browser

49
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edge://settings/siteData

cookies

about:cache
(Firefox)

51
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about:cache?storage=memory

Delete the Browser 
history?

hiberfil.sys   pagefile.sys

Encrypted chats discussed with seller:
• the price of a lethal dose, 
• discounts for bulk orders and repeat purchases
• ricin’s shelf life 

Asked: “How do I test this ricin?” 
Reply:“You must test it on a rodent.”

Mohammed Ammer Ali –Computer Programmer
Father of two, Bolton, UK

2015 ordered enough ricin on Dark Web to kill 700 -
1,400 people

Username weirdos 0000

500 mg for 2.1849 BTC 
(then = GBP320  those were the days!!!!!)

53

54



28

Google searches:

“abrin v ricin”
“home made cyanide and ricin” 

“hydrogen peroxide”

On LG Nexus smartphone searched Yahoo for:

“what poison kills you quick, is foolproof, easily 
found/made, easily concealed and hard to detect post 

mortem”

https://www.theguardian.com/uk-news/2015/sep/18/breaking-bad-fan-jailed-over-ricin-plot
https://www.bbc.com/news/uk-england-merseyside-36483593

Investigators found on Ali’s Computer notepad: 
To do “paid ricin guy” and “get pet to murder”

Searches for chinchillas, animal rescue centres, rabbits 
and “pocket-sized pets”

Server Logs
(Reminder: Server is a computer that 
provides services to other computers)
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XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET / 
HTTP/1.1" 200 8536 "-" "Mozilla/5.0 (Windows; U; 
Windows NT 5.1; de; rv:1.9.2.3) Gecko/20100401 
Firefox/3.6.3"
XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET 
/res/up.gif HTTP/1.1" 200 523 
"http://members.fraudstersunion.com/" "Mozilla/5.0 
(Windows; U; Windows NT 5.1; de; rv:1.9.2.3) 
Gecko/20100401 Firefox/3.6.3"
XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET 
/res/next1.gif HTTP/1.1" 200 542 
"http://members.fraudstersunion.com/" "Mozilla/5.0 
(Windows; U; Windows NT 5.1; de; rv:1.9.2.3) 
Gecko/20100401 Firefox/3.6.3"
XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET 
/res/show1.gif HTTP/1.1" 200 533 
"http://members.fraudstersunion.com/" "Mozilla/5.0 
(Windows; U; Windows NT 5.1; de; rv:1.9.2.3) 
Gecko/20100401 Firefox/3.6.3"

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET / 
HTTP/1.1" 200 8536 "-" "Mozilla/5.0 (Windows; U; 
Windows NT 5.1; de; rv:1.9.2.3) Gecko/20100401 
Firefox/3.6.3"
XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET 
/res/up.gif HTTP/1.1" 200 523 
"http://members.fraudstersunion.com/" "Mozilla/5.0 
(Windows; U; Windows NT 5.1; de; rv:1.9.2.3) 
Gecko/20100401 Firefox/3.6.3"
XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET 
/res/next1.gif HTTP/1.1" 200 542 
"http://members.fraudstersunion.com/" "Mozilla/5.0 
(Windows; U; Windows NT 5.1; de; rv:1.9.2.3) 
Gecko/20100401 Firefox/3.6.3"
XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET 
/res/show1.gif HTTP/1.1" 200 533 
"http://members.fraudstersunion.com/" "Mozilla/5.0 
(Windows; U; Windows NT 5.1; de; rv:1.9.2.3) 
Gecko/20100401 Firefox/3.6.3"
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XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 
+0200] "GET /res/next1.gif HTTP/1.1" 200 542 
"http://members.fraudstersunion.com/" 
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de; 
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 
+0200] "GET /res/next1.gif HTTP/1.1" 200 542 
"http://members.fraudstersunion.com/" 
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de; 
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

IP address of User
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XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 
+0200] "GET /res/next1.gif HTTP/1.1" 200 542 
"http://members.fraudstersunion.com/" 
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de; 
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

User log-in/full name 
(if required)

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 
+0200] "GET /res/next1.gif HTTP/1.1" 200 542 
"http://members.fraudstersunion.com/" 
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de; 
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

Time Stamp 
(to the second)

GMT Off-Set

61

62



32

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 
+0200] "GET /res/next1.gif HTTP/1.1" 200 
542 "http://members.fraudstersunion.com/" 
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de; 
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

Filepath (location) of
Requested file

Command 
request 

(GET or POST)

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 
+0200] "GET /res/next1.gif HTTP/1.1" 200 542 
"http://members.fraudstersunion.com/" 
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de; 
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

Result code: (There are more)

200 = success
404 = fail 

Size of file in bytes
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XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 
+0200] "GET /res/next1.gif HTTP/1.1" 200 542 
"http://members.fraudstersunion.com/" 
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de; 
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

Website where file located

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 
+0200] "GET /res/next1.gif HTTP/1.1" 200 542 
"http://members.fraudstersunion.com/" 
"Mozilla/5.0 (Windows; U; Windows NT 
5.1; de; rv:1.9.2.3) Gecko/20100401 
Firefox/3.6.3"

Operating System 
(Windows XP)

Platform

Type of browser Security value
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XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 
+0200] "GET /res/next1.gif HTTP/1.1" 200 542 
"http://members.fraudstersunion.com/" 
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de;
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

Language
(Deutsch)

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 
+0200] "GET /res/next1.gif HTTP/1.1" 200 542 
"http://members.fraudstersunion.com/" 
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de; 
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

Browser version
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Cookies, search history and device 
configuration create a characteristic 

‘browser fingerprint’

Try this out:

https://webkay.robinlinus.com/

https://us.norton.com/internetsecurity-privacy-how-data-brokers-find-and-sell-your-personal-info.html

Commercial value – profile used by Data Brokers for
targeted online advertising. 

‘In 2017, both Alphabet (Google’s parent company) and Facebook
made an overwhelming majority of their total profits through 

digital advertising—88% and 97%, respectively.’

https://www.databroker.global/community/people
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Browser Fingerprinting
https://coveryourtracks.eff.org/

Browser fingerprint can also be faked:
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Browser fingerprint can also be faked:

The Cloud

Your data stored 
& processed 

somewhere else

gmail, outlook,  
yahoo mail, yandex

mail , icloud, 
facebook

Relocated for business 
reasons (like load or 

electricity prices)

Outsourcing:
Iaas, Paas, 

Saas

Your data may be 
spread across  

servers in multiple 
jurisdictions

Even Cloud 
provider may not 
know where it is

Problems getting evidence:
• No control
• One of 1000s of requests
• Have to trust the provider’s standards
• Slow
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IOT

Estimated 22 billion - 50 billion devices

All connected

All generating & logging data

IOT

How secure are they?

Default passwords

Most lack effective security

https://www.zdnet.com/article/your-insecure-internet-of-things-
devices-are-putting-everyone-at-risk-of-attack/

75

76



39

https://www.technologyreview.com/2022/12/19/1065306/roomba-irobot-robot-vacuums-artificial-intelligence-training-
data-privacy/

Posted to Facebook

iRobot’s Roomba J7 
series robot vacuum

“special development 
robots with hardware and 

software modifications that 
are not and never were 

present on iRobot 
consumer products for 

purchase”

https://www.technologyreview.com/2022/12/19/1065306/roomba-irobot-robot-vacuums-artificial-intelligence-training-
data-privacy/

Posted to Facebook

iRobot’s Roomba J7 
series robot vacuum

“special development 
robots with hardware and 

software modifications that 
are not and never were 

present on iRobot 
consumer products for 

purchase”

Reuters 6 April 2023

Special Report: Tesla workers shared 
sensitive images recorded by customer cars

Naked man approaching car
Child knocked off  bike

Doing laundry
‘Really intimate things’

‘certain sexual wellness items’
People walking by

(Banned in some places in China!)

https://www.reuters.com/technology/tesla-workers-shared-sensitive-images-recorded-by-
customer-cars-2023-04-06/
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Anonymisers

TOR
The Onion Router
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TOR
www.torproject.org

Nodes/Relays

YOU

WEBSITE SERVER
Clear Text

Encrypted

TOR

T
h
e

D
a
r
k 
N
e
t

81

82



42

83

84



43

85

86



44

http:// ……..Add .ly

Bad Idea!
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Bad Idea!
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Resources and further reading

Definition
https://www.britannica.com/technology/Internet
https://www.britannica.com/topic/World-Wide-Web

Data Estimation
https://www.statista.com/statistics/617136/digital-population-worldwide/
https://www.worldwidewebsize.com/
https://www.the-next-tech.com/blockchain-technology/how-much-data-is-produced-every-day-2019/

Protocols
Gross,M. (updated) 12 common network protocols and their functions explained 
https://www.techtarget.com/searchnetworking/feature/12-common-network-protocols-and-their-functions-
explained

Wayback Machine (for old website versions)
http://web.archive.org

Find your IP address
www.ipchicken.com
http://www.privateinternetaccess.com/pages/whats-my-ip

Smartphones at crime scene
Blackman, D. & Szewczyk, P. (2016)  The challenges of seizing and searching the contents of Wi-Fi devices for 
the modern investigator available at https://ro.ecu.edu.au/cgi/viewcontent.cgi?article=1146&context=adf

Bitcoin Transactions
Greenberg, A. (2022) Tracers in the Dark, Doubleday Publishing

Vinnik Case Study
Identifying Post On Bitcointalk Forum   http://archive.is/6cFcY
DoJ Announcement on guilty plea https://www.justice.gov/opa/pr/btc-e-operator-pleads-guilty-money-
laundering-conspiracy

Changes in cybercrime trends during Pandemic:
https://rm.coe.int/presentation-fernando-miro-llinares-the-impact-of-covid-19-on-cybercri/1680a1e42f
https://aag-it.com/the-latest-cyber-crime-statistics/
https://www.itu.int/itu-d/reports/statistics/2021/11/15/internet-use/

UK Information Commissioner’s Report 2016 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/670219/IOCCO_annual_repor
t_2016_2.PDF p74

Technicum MAC Address Changer
https://technitium.com/tmac/

VPN  bans
O’Driscoll,A. (2022) Where are VPNs legal and where are they banned? 
https://www.comparitech.com/vpn/where-are-vpns-legal-banned/

WebRTC leaks
Vigderman,A. Turner,G. (2021) WebRTC Leaks: A Complete Guide https://www.security.org/vpn/webrtc-leak/
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Your Browser Logs
(Enter in address bar of browser)

Google Chrome:
chrome://history/ 
(try this software utility:

https://www.nirsoft.net/utils/chrome_cache_view.html )

Microsoft Edge:
edge://history/all 
edge://settings/siteData

Mozilla Firefox:
about:cache
about:cache?storage=memory

Ricin Dark Net case
Press Association (2015) Breaking Bad fan jailed for trying to buy ricin https://www.theguardian.com/uk-
news/2015/sep/18/breaking-bad-fan-jailed-over-ricin-plot
BBC (2016) Mohammed Ali: Breaking Bad ricin plotter's appeal turned down https://www.bbc.com/news/uk-england-
merseyside-36483593

Browser Fingerprinting
https://webkay.robinlinus.com/
https://coveryourtracks.eff.org/

Data Brokers
https://www.databroker.global/community/people
Rafter,D. (2021) How data brokers find and sell your personal info https://us.norton.com/internetsecurity-privacy-how-data-
brokers-find-and-sell-your-personal-info.html

Internet of Things
Palmer,D. (2021) Your insecure Internet of Things devices are putting everyone at risk of attack 
https://www.zdnet.com/article/your-insecure-internet-of-things-devices-are-putting-everyone-at-risk-of-attack/
Guo,E. (2022) A Roomba recorded a woman on the toilet. How did screenshots end up on Facebook?  
https://www.technologyreview.com/2022/12/19/1065306/roomba-irobot-robot-vacuums-artificial-intelligence-training-
data-privacy/
Stecklow, S. Cunningham, W.  Jin, H. (2023) Special Report: Tesla workers shared sensitive images recorded by customer cars 
https://www.reuters.com/technology/tesla-workers-shared-sensitive-images-recorded-by-customer-cars-2023-04-06/

Meta-Search Engines
Dogpile.com 
Metacrawler.com
Wolframalpha.com
Metager.com
Ahmia.fi  (also for .onion sites)

At your own risk:
Torproject.prg
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CONDUCTING FORENSIC ANALYSIS AT THE 
CRIME SCENE



Nina Tipura

FTS - B.Sc. IT

Digital forensic consultant in INsig2 Ltd.



INsig2

Founded in 2004, Zagreb, Croatia

80+ highly educated employees

„One-stop-shop” in the field of Digital Forensics

Consulting 
services

Investigations

Lab 
Management

Education

Support and 
maintenance

Digital 
Forensics

We teach what we do!



Focus in business

Education and training in the field of Digital Forensics and Cybersecurity
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E-learning platform

Customized courses

For legal entities, law enforcement, and private sectors

Courses on deeper aspects of digital forensics and forensic value of the evidence 
while collecting, processing, and presenting digital evidence in criminal and 
administrative proceedings

Website: https://insig2-and-zyberglobal.learnworlds.com/ 

https://insig2-and-zyberglobal.learnworlds.com/


Computer and mobile forensics



Computer forensics

Branch of digital forensic science, focused on evidence found and 
recovered from computers and digital storage media, in legally 
admissible manner

Importance of computer forensics today:

– Vital for complex digital crimes

– Supporting legal processes



Mobile device forensics

Subcategory of digital forensics

– process of recovering data from mobile devices

Fast-evolving field

Essential to investigations: 

• Mobile devices contain a wealth of evidence that can be used in any type of 
investigation

• This data can be used to track down a suspect, understand a crime

• Often the only source of evidence and most common one



Digital forensics

Digital crime Preparation Identification
Seizure and
acquisition

Analysis Report

Triage



Procedures

Standard Operating procedure(SOP)- Set of procedures to be followed 
when conducting an investigation

– Steps to be taken during collection, handling, acquisition, analysis, and reporting

– Repetable process

Chain of Custody (CoC)- Chronological documentation that records the 
sequence of custody, control, transfer, analysis, and disposition of 
materials, including physical or electronic evidence



Preparation

Equipment considerations

– CAMERA, paper, pens, extension cables, Forensic Preview & Imaging tools (USB & 
CD), External Hard drive 

Crime Scene

– Remove everyone from around the device – evidence

– If you find additional source of evidence, ask for warrant extension

Interviewing the suspect

*Prepare the questions depending on crime type





Triage of the crime scene



Triage - general procedure

14

• If the device is off, leave it off

Rule no.1

• If the device is turned on, it 
depends…

Rule no.2



Computer - general procedure

When computer is off

– Check for attached devices and cables

– Pack it

– Transfer it to your lab

When computer is on

If the harmful process is in progress- turn it off

Pack it

Transfer it to your lab

If not, you can start triage



Triage - Computer access

• Encryption

– Password needed

• Tools available:

– Detego

– ADF

– SUMURI PALADIN

– …



Triage- Mobile device access

When mobile device is on

If device is
on

Check the mode

BFU,                       
brute force
password

AFU,                             
FFS, no password 

needed

If device is
off

Password 
known?

If YES
Enable Airplane

mode

If NO,
device is in BFU 

mode

Iphone in
BFU mode

Iphone in AFU 
mode



Mobile – general procedure

• When mobile device is unlocked

– Airplane mode

– Start triage process

– Power source

– Lock and screen settings

– Isolate it
• Why is so important

– Pack it

– Transfer it to your lab



Gathering digital evidence from live memory



Why care about live data?

Real-time insights

Some data can ONLY be found in 
RAM 

– Fileless malware

– Volatile data

 



RAM artifacts analysis

Not always easy to analyze

– Malware analysis

– Passwords

– Open connections

– Unsaved files

– Safe Browsing

– Email and chat residue files

– Users and their personal files

– Pictures

– Documents

21



Scripts in digital forensics 

Most forensic tools are based on scripts

When do we need additional scripting?

o When our main tools can’t help anymore

o When we deal with “hard” cases that require a lot of manual work

o When we have to do a lot of repetitive actions on a large amount of data

Automating the processes

o Example: Magnet Automate tool

Extremly important for OSINT investigations



Scripts in digital forensic

Example: https://namechk.com/

Under “usernames”  you can check social media presence of a suspect

What you can get from this?

– Contacts

– Interests

– Social media activities

More sources will help you build stronger case

https://namechk.com/


Digital forensic labs



Digital forensic labs

Secure environment with specialized equipment for DF observation

Essential for forensic investigations because of:

– Crime investigations

– Support for various cases

– Data preservation

– Legal Compliance



Digital forensic labs

Essential equipment for a Digital Forensic Labs

– Forensic workstations

– Imaging tools

– Forensic software

– Data Recovery Tools

– Digital evidence storage

– Training and documentation materials



Computer forensic lab



Mobile forensics lab



Conclusion

Tools and techniques in DF evolve faster than ever before, but..                
Digital crime as well



Thank you for attention!
Questions are warmly welcomed

nina.tipura@insig2.com

www.linkedin.com/company/insig2
www.linkedin.com/nina-tipura

https://x.com/insig2_ltd 

https://goo.gl/53FHRo 

info@insig2.com

www.insig2.com

http://www.linkedin.com/company/insig2
http://ww/in/nina-tipura
https://x.com/insig2_ltd
https://goo.gl/53FHRo
mailto:info@insig2.com
http://www.insig2.com/
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Introduction



1. INTRODUCTION

Disclaimer

▪ No specific recommendations 

neither on usage nor on 

products or services.

▪ National professional codes 

must be regarded.

▪ National Privacy Laws must be 

observed.

▪ National markets and quality of 

services may vary due to 

languages.
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1. INTRODUCTION

Goal of this presentation

Clarify what AI can and 

cannot do

Share use cases for lawyers 

and law enforcement

Discuss pitfalls and chances 

of implementing AI

Discuss legal framework of 

implementing AI

Share best practices

Outlook on future 

developments
5



What is AI?



2. WHAT IS AI?

Common (mis)conception

7

vs.



2. WHAT IS AI?

Definitions 

▪ Human Intelligence: is what the test tests 

(…), until further scientific observation 

allows us to extend the definition.

▪ Artificial Intelligence (AI): refers to the use of
digital technology to create systems that are
capable of performing tasks commonly thought
to require intelligence.

▪ Machine learning: is variously characterized
as either a sub field of AI or a separate field,
and refers to the development of digital
systems that improve their performance on a
given task over time through experience.

▪ Deep learning: is a subset of machine

learning methods based on neural

networks with representation learning.

8
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2. WHAT IS AI?

History (highly curated overview)

9

CC BY-SA 3.0, 
https://commons.wikimedia.org/w/index.php?curid=1
496812

1763 Bayes‘ theorem and later Bayesian Networks

1942 Isaac Asimov: „The Three Laws of Asimov“ in 

Runaround

1950 Alan Turing: „Computing Machinery and 

Intelligence“

=> Turing Test 

1956 Proposal for Dartmouth Summer Project

1965 Moore‘s Law: the number of transistors in an 

integrated circuit (IC) doubles about every two 

years (later computational power)

1997 Deep Blue‘s win against Garry Kasparov on the 

second occasion. 

2016 AlphaGo beat Lee Sedol in GO (Monte Carlo 

tree search algorithm)

2022 ChatGPT is a generative artificial intelligence 

chatbot based on a LLM

https://en.wikipedia.org/wiki/Bayes%27_theorem
https://en.wikipedia.org/wiki/Three_Laws_of_Robotics
https://watermark.silverchair.com/lix-236-433.pdf?token=AQECAHi208BE49Ooan9kkhW_Ercy7Dm3ZL_9Cf3qfKAc485ysgAAA14wggNaBgkqhkiG9w0BBwagggNLMIIDRwIBADCCA0AGCSqGSIb3DQEHATAeBglghkgBZQMEAS4wEQQMjNQBw2PJxPxmaJsQAgEQgIIDEdoVoIusbdEnrpi5Aha6U45zN22EOlvgPfRdtIN_cbOuSUjf0mVl0DVsXWL2uT4A4dXzzSIO_HJbQW87MF8Z1jp5I4lXQi3G3fv8D5N-kcknF_uPAUSTlwKYdky7MHeeRm4NQHkreuc2YuyBhFnf-TCAWaIEEnbo97GWO1ul899kshyrZWTWc6p467g2OMRDB9lfu2hh_RkV6qYec-UqlWAZ7v5meXYpyV1jDw0Qo6IMZ7RydnbDTDZ4c-9Jsnv0ekq-G8gPYpQsEMeqqcipSDAvJBj9fwxtWLgnUX4vjRl3Ba4SYVcojInuu8soE1HMI5mz9GTiFvY8zU2lejikBhCXrLh39r7XYzUJcSBnJbBgd0qKqiaHik3cPU-3W1ESACN0gTqTXELYbezME9jLTGnIemAr8bRmgoVrjWxxVubMzvZQ4EFf4Hk5V_ThjGwLt92JIpCADPnskohZg1EgX-moCgym6pGnicMOFO8TVUokDrUJF5bbMRa8cjdmb9YhfstZHDUR5qS4mcpmEIHIPkjmZt1oFVtjA-0w3WX0ocUd9FoooQCIO7QjVWivOg0so4Ai-esdM3nqyYUmdBAr6CyzJbUQQQFXjs0TyVJfrUprnR3fODUR_inq3W7h9wQaSYQOz3o49mlzBt4Hd1itRO-SHy3orA-qwzNErlvgqNdmZo8TbmiF_C7Pn6OqmVFP6FwxTnxibJh9rzCplV03tCP2LSO1M1Em6rKqPZblp9hCTHeM3kwEW6r1QHzFPuWBg344uBnmyz1_0_EQcTtX4EkN8kNtAAW8Yzjwy_8J6tEFwGRkdYD7mAE6v5NpOKh0i8WzQCZcnBK8DrGf1kQeGiNOcNULAT1ibclGk7TzdQj-GoU_gKdGiQNRKvBOddfZ5qyXmblqOclHzfSQR70ocweObrf2IlXtuCKAmxVGY_JSu6EJpODocvApV_s1gIL-YRErBX-KWCE2y0H21qWaaMUVwtrTG7LP2yQvsagtDntPz1Uwtyt9H4gQkZ_6gJPp6JXoWFPJrzQ4A2BJVP7IMg9R
https://web.archive.org/web/20070826230310/http:/www-formal.stanford.edu/jmc/history/dartmouth/dartmouth.html
https://en.wikipedia.org/wiki/Moore%27s_law
By Sven Behnke - Own work, CC BY-SA 4.0, https:/commons.wikimedia.org/w/index.php?curid=82466022
https://en.wikipedia.org/wiki/AlphaGo
https://en.wikipedia.org/wiki/ChatGPT


2. WHAT IS AI?

Applications of AI 

10

AI Application

Natural Language Processing (NLP) and Large

Language Models (LLM): focus on the interaction

between computers and humans through natural

language.

language translation, text and 

sentiment analysis, chatbots.

Computer Vision: This branch deals with enabling

machines to interpret and make decisions based on

visual data from the world.

image and video recognition, facial

recognition, autonomous vehicles

Expert Systems: These are AI systems that emulate

the decision-making ability of a human expert.

medical diagnosis, financial services,

and customer support

Speech Recognition: This branch focuses on

converting spoken language into text.

virtual assistants, transcription

services, and voice-controlled devices

Recommender Systems: These systems provide

personalized recommendations to users based on

their preferences and behavior.

movie recommendations, product

recommendations

Generative AI: can create new content, such as text,

images, music, or even code, based on the data it has

been trained on; generative AI can produce original

outputs.

creative fields (like art and music),

content creation (writing articles or

generating code), scientific research

(like drug discovery).



Legal Framework



3. LEGAL FRAMEWORK

Artificial Intelligence Act (AIA or AI Act)

12

▪ 12th July 2024 : AI Act is published in the Official Journal of the European 

Union

▪ Art. 3 : Definitions of „provider“ (≈ developer), „deployer“(≈ User as in 

implementing), etc.

▪ Art. 5 : Prohibited AI practices (Unacceptable Risk)

▪ Art. 6 : Classification High Risk AI i.e. applications for Law enforcement (Art. 

6 (2) + Annex III).

▪ Article 14 : Human oversight “High-risk AI systems shall be designed and 
developed in such a way, including with appropriate human-machine interface 
tools, that they can be effectively overseen by natural persons during the 
period in which they are in use.”

▪ Art. 27 : Fundamental rights impact assessment for high-risk AI systems 

Assessment Requirement: Before deploying a high-risk AI system, public 

bodies and private entities providing public services must assess the potential 

impact on fundamental rights.

▪ Art. 113 : Applicability: Generally after 24 months (08/2026), Exceptions: 6 

months for Prohibited systems; 12 months GPAI, Governance and 36 months 

for High Risk AI systems



3. LEGAL FRAMEWORK

GDPR

13

▪ Art. 22 (1) GDPR

The data subject shall have the right not to be 
subject to a decision based solely on 
automated processing, including profiling, 
which produces legal effects concerning him 
or her or similarly significantly affects him or 
her.

➢ Again human oversight and control is 
provisioned by the law!

➢ Transparency toward the subject.   

 



Application by Lawyers



4. APPLICATION BY LAWYERS

Friend

15

Problem Help

Large volume cases: For the defence, or internal

investigations or any other task that requires the

handling and analysis of big volumes of data.

NLP and LLM: There are several options on 

the markets already and plenty of law firms 

are developping their white label solutions 

for their national market

Advocatus diaboli: If only there was a way to

have someone read through the statement and

find the weak spots.

LLM and GenAI: Proof reading beyond

simple spell check is possible and already

offered by some companies.

(Legal) Searches: Try finding that one

judgement of the High Court for Labour Law on

criminal liability if you don’t remember any

details…

NLP and LLM: Be it through general LLMs 

on the market or perhaps a solution that is 

integrated into a legal database, it‘s a good 

place to start.

Graphics: an image says more than a thousand

words, particularly when describing the role of

the defendant in that VAT-Carousel involving 24

actors.

LLM and GenAI: Through the use of so-

called text-to-image AI, GenAI can create

images to mirror a given text.

Standards: Requesting case files, requesting a

deadline extension, etc.

LLM and GenAI: With short prompts entire

letters can be written to match the prompts

intentions.



4. APPLICATION BY LAWYERS

Foe

All applications of AI need

▪ human supervision and human quality control before products are 

released.

▪ Oversight by a qualified person in the subject matter.

If not properly supervised AI may

▪ produce sources and information contrary to reality (halucinations).

▪ give answers correctly corresponding to laymen terms but not to 

legal terminology.

▪ produce results that reflect the bias of the training data.

16



Application by Law Enforcement



5. APPLICATION BY LAW ENFORCEMENT

Friend

▪ Image recognition

▪ i.e. CSAM

▪ File analysis

▪ i.e. specific searches, verifications and relationships

▪ Probing of assumptions and hypothesis

▪ Preventive police action

▪ i.e. customs checking freight containers for hazardous goods

18



5. APPLICATION BY LAW ENFORCEMENT

Foe

▪ Slippery slope to mass surveillance.

▪ Danger to National Security and 

Integrity if neither hard- nor software is 

produced in the EU.

▪ Use of Deepfakes as a trick by Law 

Enforcement.

▪ Perpetuation of bias with even less 

control.

▪ Self-fulfilling prophecies, i.e. 

predictive policing

19
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6. CONCLUSION

Best Practice

▪ AI is a tool and should therefore be regarded, placed and supervised 

as such.

▪ AI ist best regarded as the first year Trainees that are able to handle 

matters by themselves if given clear instructions but surely should not 

be left to their own device.

▪ Any use of AI within a professional context should only occur after a 

top to bottom evaluation resulting in a AI-Policy that lays out when, 

how and what kind of AI may be used within a law firm or institution.

21



6. CONCLUSION

Outlook

Tipping the scales

▪ in favour of shallow pockets regarding the financial burden of high-

volume cases, quality control and more

▪ in favour of resources for all parties, acting as an equaliser to mass

data, expert knowledge etc.

Requiring

▪ continued professional education to keep up with the possibilities

and limits of new (and old) technologies.

▪ broad societal effort to ensure that the models, their training data will

be and remain to be transparent.
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Handling electronic evidence in courts
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Defence lawyer
Cybercrime

Blockchain technology

:
Digital evidence



Intro:



The landscape has changed drastically 
in the last 5 years

New opportunities for perpetrators
New challenges for lawyers, prosecutors, and judges
Technology is evolving faster than legislation and it 
becomes harder to keep pace 



New trends & modi operandi

Smart contract manipulation (see Annex 1)

Fraudulent smart contract drainers (see Annex 2)

Phishing regarding seed phrases (see Annex 3)

Counterfeiting crypto tokens (see Annex 4)

Business email compromise (see Annex 5)

Investment frauds using caller-id spoofing (see Annex 6)

Offline debit card transactions (see Annex 7)

Fake crypto giveaways (see Annex 8)

Remote access & bank loan misappropriation (see Annex 9)



New trends in investigations

On-chain analysis: mixers/tumblers (obfuscates crypto 
transactions) and bridges (swaping between different 
blockchains)
(AI) Bots used to „scam” the scammers
Cannery tokens used to retrieve IP addresses

More obscure means of collecting evidence

OSINT: retrieving information from data breaches from the 
dark web without a warrant
Scraping data from the Internet as mass surveillance



Chain: of
custody



Source 
(collection)

Movement 
(handling & storage)

Destination 
(presentation in court)

Documentation



Check if the device stores volatile (e.g.
most printers) or non-volatile data

If data is volatile, live forensic/acquisition 
must be used



Make a forensic bit-stream image (clone) 
before searching/extracting data
o Physical (unallocated space) vs. logical

acquisition (less data)

Bit-stream image should be sealed after 
search and seizure or access to an 
information system is completed

In some cases, creating a bit-stream image 
is not feasible (e.g. smartphones)
o For CDs & DVDs is not even necessary



Hashing (MD5, SHA-256, etc.) is one of 
the most important steps in digital forensics
o digital “fingerprint” for files, partitions, etc.

Hash values can also be used to search 
for malware or child pornography



Lack of documentation regarding on-
chain analysis

On-chain analysis reports with 
conclusions based on probabilities without 
sufficient explanations



Principle of transparency

AI use disclosure
Use of dark web data breaches disclosure
o The most relevant OSINT tools are scanning the dark 

web for data breaches
o It can be a crime to acquire (download/buy) sensitive 

information from data breaches
o Should you have a warrant for OSINT?

Live data breaches (e.g. public APIs) disclosure



Methods: of
presentation



Relying on experts

In complex cases, judges must rely on experts

Trust... but verify!

It’s impossible to know every detail about e-evidence
o Difference between „deleting data” (data is not lost) and wiping data (data is overwritten)

o Difference between HDD (magnetic storage) and SSD (flash memory; trim command)

o Difference between volatile data (persistent) and non-volatile data (lost when power is turned off)

o Difference between M(odify)A(ccess)C(creation) metadata on Windows, Linux, etc.

o Difference between user activity (accessing child pornography) and system activity (antivirus scanning)

o Relevance of touch command in Linux

o Relevance of hiberfil.sys (content of RAM), pagefile.sys (hibernation, system crash, forced shutdown), 
volume shadow copies (snaptshots of the file system from the past), registry hives (e.g. user activity)

o Relevance of thumbnail.db (even if the files where deleted/wiped), IconCache.db (recently used apps), 
jump lists (recently open files), shellbags (what folders where accessed)



Client accused of deleting the sda3 
partition
o the expert used the hexdump 

command to display the content in a 
hexadecimal format

o the expert interrupted the process 
by using control + c in the terminal 
(see ^C)

o on a Linux ext4 file system the first 
1024 bytes can be zeros

o the expert did not create a bit-stream 
image

o the expert din not mount the partition 
in read-only to check for content

Linux terminal

Experiment



Principle of virtualisation

Any raw date should be presented to the court in a 

friendly „user interface”

Recreations of digital crime scenes → demonstrative exhibits

Displaying digital evidence in court → screen projections



A number of 161 thumbnail images identified on 
partition 2 in the profile of user "John", the path 
"Users\John\AppData\Local\Microsoft\Windows\Explorer" in files 
named thumbcache_768.db, thumbcache_1280.db. The 
thumbcache files are created by Windows Explorer when 
accessing folders on the disk and represent a cache image of 
the image files within the accessed folder.

Court-appointed expert in the criminal trial



Location

Thumbnail size



*S. McKeown, G. Russel, P. Leimich, Fast Forensic Triage Using Centralised Thumbnail Caches on 
Windows Operating Systems, in Journal of Digital Forensics, Security and Law, vol. 14, no. 3/2019



Searches were conducted in the file system for the name 
'Tropical Cuties Adry HC 008.MTS', and a JUMP LIST artifact 
was identified (AutomaticDestinations stores entries 
automatically generated by the Windows operating system 
when a user launches an application, accesses a file, or 
interacts with File Explorer). Each file is named with an 
application ID value, followed by 'automaticDestinations-ms', 
indicating that on the date of 30.05.2021 at 16:15:17 UTC 
(19:15:17 local time) in the path 'D:\New folder\New 
folder\Andry Pack', there existed a jpg file named 'Tropical 
Cuties Adry HC 008.MTS.JPG'

Court-appointed expert in the criminal trial



Jump list (previous 
accessed files) on VLC 
player

Forensic environment



Emails:



Do not rely solely on email 
screenshots & PDF prints

You cannot analyse any metadata
You cannot check for email spoofing

Always retrieve the header & 
source code of the email



Scenario

The accused worked for an NGO & used the email 
office@ngo.com
After he got fired from the NGO, several partners 
informed the NGO representatives that they received 
emails from office@ngo.com signed by the accused
The email service provider could not provide any logs that 
could prove that the accused sent those emails or that 
there was an access to that email account
The accused was sent to trial for illegal access to a 
computer/information system



The expression 'the email was sent using the email 
address office@ngo.com' is incorrect, and the correct 
expression is 'an email was sent in which the 
sender appeared as office@ngo.com’

Court-appointed expert in the criminal trial





Open in an email client
Download .eml file

Sender policy framework fail



SPF – sender policy framework

It checks if the sending IP is authorized to send emails on 
behalf of the domain.
In this case the email failed SPF because the sending IP is 
not listed as an authorized sende for the domain era.int



Copy/paste the header

Check the results





You can have a PDF print and/or a screenshot in the 
case file → virtualisation principle

Always retrieve the .eml file and/or the 
header/source code of the original email → raw data

Ask the victim to provide the .eml file and the 
header/source code fo the original email



WhatsApp 
printscreens:



Why is this image not helpful?

What is the proper way to 
present the evidence?



The problem
o Incomplete timestamp
o No phone number
o It shows only part of the sent images

(gallery view)
o You cannot check EXIF data (images 

metadata)

The solution
o Export the WhatsApp conversation







Social media 
printscreens:



The username can be 
changed in settings





Changing the username

Changing the username will change the URL of the profile
You cannot use the new URL to find previous content on the 
Internet Archive
You need to ask the service provider for the previous username

If the username has been replaced in the database, it may be 
impossible to retrieve the previous username
You can use APIs to fetch user details (including account ID) 
by querying with the username
Do you need a warrant to access data through an API?

Public APIs vs. private APIs
Terms and conditions for using APIs → exceeding the limits 

of authorization?
TIP: search „from:previoususername since:date until:date”





Can you trust a video capture 
screen?

The content can be easily 
manipulated by using inspect 
element in the web browser







ANNEX 1:



Token swaps → swap ETH for SOL
Staking → receiving rewards
Bridges → move tokens from Ethereum to Solana

Smart contract Computer program Deployed on blockchain



Fraudulent smart 
contract

Sending 
instruction

(function call)
Manipulated 

smart contract

DamageMaterial gain



ANNEX 2:



Malicious smart 
contract

Granting 
permissions

Fraudulent 
transactions

Victim’s digital 
wallet

Website/DEX



Check if your 
digital wallet is 
compromised



Revoke.cash confirms that 
unlimited transactions were 
previously approved through 
smart contracts



ANNEX 3:





From 
2048 words

12-24 random words

Recreate/clone a digital wallet on a 
device under your control

Master key



ANNEX 4:



Counterfeired 
USDT on Binance 
Smart Chain



ERC-20 token
(Ethereum)

ESDT
(MultiversX)

Counterfeiting virtual currencies



Any token can be counterfeited
o you cannot remove the token at the 

blockchain level
o it may be possible to remove the token 

from a DEX interface with the help of the 
developer

Check on-chain for red flags



On-chain red flags
- Total supply
- Total holders
- Total transactions
- Smart contract owner



ANNEX 5:



Sending an invoice

Sending a fake invoice

Payment
Manipulation



How?

Inside job from the bank / 
commercial partner

Compromised 
email account

Email 
interception

Data 
breach

Sending fake invoice

Payment
Error

Computer 
forgery

Traditional 
fraud



ANNEX 6:



Request for an 
initial investment 
by the „broker” 

(payment in BTC)

Fictitious 
crediting of the 
client-account
(fictitious ROI)

Request for fees in 
order to withdraw 

the profit

Counterfeiting 
of virtual 
currencies

(USDT, USDC)

Websites
Social media
Telegram/Whatsapp
Deep fake

Fake data Additional fraud



ANNEX 7:





Your debit card is stolen

You do not have money in the bank account

The perpetrator initiates an offline transaction
o airplane / offline POS terminal
o there is no instant authorization
o the transaction is approved based on 
card’s offline limits 



No real-time authorization

Risk of insufficient funds

Funds are not deducted
immediately



ANNEX 8:



Fake website promoted via 
Telegram, Instagram, X, YouTube 
or Google Ads



Fake live crypto transactions
incorporated in the website 





Check the public address of the sender 

It should be a smart contract with available funds

There should be a lot of in/out transactions



ANNEX 9:



Anydesk
Teamviewer
RAT

Remote 
access

Bank loan
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1. Main elements in the cross-border interoperability EU scene

The main concepts in for the judicial cross-border interoperability are next:

National case 
managment systems

IT systems developed by Member States to handle the judicial proceedings. 
They address the specific requirements of the national judicial framework, its 
organisation, actors and processes. They can be integrated with e-CODEX.

eEDES portal 
(reference 
implementation)

The e-Evidence Digital Exchange System is a software developed by the 
European Commission that is integrated with e-CODEX. Competent 
authorities can use this portal to connect to the DITS in case their national CMS 
is not integrated with it. Portal eEDES

e-CODEX 
system

The e-Justice Communication via Online Data Exchange system is a decentralised and 
interoperable system for cross-border communication for the purpose of facilitating 
the electronic exchange of data, which includes any content transmissible in electronic 
form, in a swift, secure and reliable manner in the area of judicial cooperation in civil 
and criminal matters (Regulation - 2022/850 - EN - EUR-Lex (europa.eu)).

The connected systems can be either the national CMS or the reference implementation software:

Decentralised IT 
system (DITS)

It should be comprised of back-end systems in the Member States and the relevant 
Union bodies and agencies, and interoperable access points (APs) through which 
those systems are linked using secure interconnections. The APs of the DITS should 
be based on e-CODEX (Regulation - 2023/2844 - EN - EUR-Lex (europa.eu)).

https://eur-lex.europa.eu/eli/reg/2022/850/oj
https://eur-lex.europa.eu/eli/reg/2023/2844
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1. Main elements in the cross-border interoperability EU scene

4

Confirmation
of receipt

EIO

Münster
Judicial authority

Madrid
Public Prosecutor’s Office

Business layer

Technological layer

eEDES Portal eEDES Portal
Connector Gateway

Access point

ConnectorGateway

Access point

Internet

Example: a judicial authority from Germany needs to send a European Investigation Order (EIO) to a competent authority in Spain.

or national 

CMS
or national 

CMS
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It provides functionalities for the digital 

exchange of cross-border judicial 

cooperation instruments (e.g. EIO):

2. Key concepts about the eEDES Portal

The core ideas about the eEDES portal are next:

The eEDES Portal (e-Evidence Digital Exchange System) is the tool provided by the European Commission as the 
reference implementation software to facilitate the cross-border electronic exchange of judicial cooperation 
instruments between competent authorities.eEDES Portal

The European Commission is responsible for creating, developing 

and maintaining the reference implementation software 

(Regulation - 2023/2844 - EN - EUR-Lex (europa.eu))

It is installed and operated by each Member 

State, which is responsible for managing user 

access and data security.

It is not a case management 

system. Thus, it cannot substitute 

them.

The European Commission foresees 

the implementation of services to 

integrate national CMS with eEDES.

It is connected to the 
Criminal Court 
Database to identify 
sender and recipient.

It allows to fill out 
forms and attach 
documents.

It manages the 
exchanged messages.

It is connected to 
eTranslation.

https://eur-lex.europa.eu/eli/reg/2023/2844
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3. Why the eEDES Portal?

e-CODEX aims to make the national justice systems of the 

different Member States interoperable among themselves.

The integration of national systems with e-CODEX requires 

different efforts in each Member State. In order to start 

exchanges at European level, all Member States must be 

ready at a specific moment for each instrument.

To speed up the implementation of cross-border electronic exchange of 

European legal cooperation instruments via e-CODEX.

The eEDES Portal contributes to facilitate the availability of Member States 

connected via e-CODEX and thus to speed up electronic exchanges on e-CODEX.

The eEDES Portal is meant to help users in all Member States to 

exchange electronically on e-CODEX, even if their national systems 

are not yet integrated with e-CODEX.

Member States can choose to use the eEDES Portal (reference 

implementation software) as a solution for electronic exchange, 

especially if their national case management systems are not 

integrated with e-CODEX.

eEDES Portal
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4. Pilot exchange: European Investigation Order

✓ April 2022 (beginning): Germany, Latvia, Poland, Portugal and Spain. 

✓ 18 May 2022: first EIO exchanged (Spain → Germany).

✓ 14 July 14 2022: second EIO exchanged (Portugal → Spain).

✓ September 2024: participating countries are Austria, Belgium, France, 
Germany, Hungary, Latvia, Luxembourg, Poland, Portugal, Slovenia, Spain 
and Sweden.

Pilot project sponsored by the European Commission for the electronic exchange of European Investigation Orders.

First EU judicial cooperation instrument implemented in the eEDES Portal, which runs on top of e-CODEX.

European Investigation Orders exchange

Relevant milestones

Spanish National authorities participating in the pilot

✓ Central Instruction Courts of the National High Court (6)

✓ Instruction Court no. 32 of Madrid

✓ Instruction Court no. 4 of Torremolinos (Málaga)

✓ International Cooperation Unit of the Public Prosecutor's Office

+10 courts
+30 Public Prosecutor’s Offices

✓ Provincial Prosecutor’s Offices (+20)

✓ Special Anti-Drug Prosecutor's Office

✓ Special Prosecutor's Office against Corruption and Organized Crime

✓ …

Competent 
authorities/ +40
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5. The Spanish strategy

All documents reach 
the national CMS

e.g. Minerva / 
Atena

LexNET

Electronic 
Judicial Office

A lawyer submits a 
lawsuit/document & 
receives notifications

A citizen submits a 
lawsuit/document & 
receives notifications

eEDES Portal

Manual intervention 
/ RPA automation

Competent 
authority from 

another MS

No need for manual intervention; EU 
cases are part of the national CMS

e
-C

O
D

EX

Phase 1. Working with national CMS and eEDES Portal

Phase 2. Working with national CMS only



TLP: AMBER

OFFICIAL USE
99

6. Instruments supported by the eEDES Portal

eEDES Portal

Legal instruments
Legal acts of the European Union providing for communication between competent authorities, including Union
agencies and bodies, and between competent authorities and natural and legal persons in civil and commercial
matters.They should be complemented by establishing the conditions for conducting such communication
through digital means.

The eEDES Portal supports these instruments currently:

The eEDES Portal only implements the common aspects defined in the European Union legal acts:

• EIO and ITN requests, according to the European Directive 2014/41/EU

• MLA request, according to Council Act of 29 May 2000

The eEDES Portal will support more instruments:

• National transpositions/aspects/functionalities particular to the Member States are not covered by the eEDES Portal.

• Service of documents (SoD) - digital exchange will be mandatory by May 2025: Regulation (EU) 2020/1784

• Taking of evidence (ToE) - digital exchange will be mandatory by May 2025: Regulation (EU) 2020/1783

• Electronic evidences (e-Evidence): Regulation (EU) 2023/1543

• Digital information exchange in terrorism cases: Regulation - EU - 2023/2131 - EN - EUR-Lex (europa.eu) 

• 24 legal acts listed in Annexes I and II of the Regulation on the digitalisation of judicial cooperation and access to justice in 
cross-border civil, commercial and criminal matters: Regulation - 2023/2844 - EN - EUR-Lex (europa.eu)

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32014L0041&qid=1664870491242
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32000F0712(02)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32020R1784
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32020R1783
https://eur-lex.europa.eu/eli/reg/2023/1543
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202302131
https://eur-lex.europa.eu/eli/reg/2023/2844
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6. Instruments supported by the eEDES Portal

eEDES Portal

Regulation on the digitalisation of judicial cooperation and access to 
justice in cross-border civil, comercial and criminal matters

Commitology committee

This committee chaired by the European Commission is defining, among others, the digital procedural standards
as defined in Article 3(9) of Regulation (EU) 2022/850:

‘digital procedural standard’ means the technical specifications for business process models and data
schemas which set out the electronic structure of the data exchanged through the e-CODEX system based
on the EU e-Justice Core Vocabulary.

1st batch

2nd batch

3rd batch

4th batch

Small Claims, European Order for Payment, European Investigation Order, European Arrest 
Warrant and Freezing and Confiscation Order. 17 Jan 2026

Legal Aid, Protection measures in civil matters, European Account Preservation Orders, 
Insolvency, Custodial sentences and deprivation of liberty, European Protection Order. 17 Jan 2027

Succession, Matrimonial property regimes, Property consequences of registered partnerships, 
Freezing Orders, Confiscation Orders, Financial penalties, Conflict of jurisdiction. 17 Jan 2028

European Enforcement Order, Maintenance obligations, Brussels I Regulation, Brussels II b 
Regulation, Probation Measures, Supervision Measures. 17 Jan 2029

Deadline for the adoption 
of the implementing act
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7. How the eEDES Portal looks like

General overview of the eEDES Portal after the user login.
My Dashboard
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7. How the eEDES Portal looks like

List of the requests issued from my judicial authority.
Issued Requests
(issuing authority)
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7. How the eEDES Portal looks like

Tabs of a request (overview and events are common to all instruments).
Sample Request
(issuing authority)
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Once the request has been signed (not covered by eEDES), it can be sent.

14

7. How the eEDES Portal looks like

Sucessful Submission
(issuing authority)
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7. How the eEDES Portal looks like

The recipient authority can find the received request in the list.
Received Request
(recipient authority)
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?
?

?

Questions & Answers
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Thank you for 
your attention
Óscar Palomo Díaz

oscar.palomo@mju.es



Presenting evidence in court:

e-files, videoconferences and

remote trials.

Andrea CRUCIANI
Judge at Military Tribunal of Naples



Online remote trials  

– 1) 9 march 2020 - 31 July 2020 (pandemic 1):

– Parties consent not needed.

– 2) up to 31 december 2021 (pandemic 2):

– Parties consent needed.

– 3) up to 31 december 2022 (pandemic 3) and present:

– No remote trials, except for detainees.



Attending remote trials

– Creating a Microsoft Teams Channel for each single proceeding; Inviting 
by e-mails all the parties with guest-links (“Join Microsoft Teams Meeting”).

– Checking the quality of the connection (https://www.youtube.com/watch?v=lGOofzZOyl8) and 
giving specific instructions on the functioning of remote trials.

– Defence lawyers certifies the identity of the defendant (when not a
detainee).

– In public hearings members of the public may attend a virtual hearing 
(microphones and cameras turned off) with e-mail invitation-link by the 
registar. Media coverage. 

https://www.youtube.com/watch?v=lGOofzZOyl8


Presenting evidence.

Physical evidence.

◼ Documents: 

– Most documents are now e-files (police criminal reports; witness statements; 
defensive investigations). In remote trials e-files are uploaded in the documents
file of the Microsoft Teams channel; 

– When documents are not generated in an electronic format they must be first 
scanned in pdf and then uploaded in the system;

◼ Other physical evidence (DNA samples; finger prints; drugs; weapons 

or ammunitions...) are presented by uploading photographs 
and examining expert witnesses;

◼ Challenges on physical evidence may require the 
parties to be present in-person;



E-evidence. 

Admissibility.

◼ Before and after 2021 (CJEU, Grand Chamber, 2 March

2021, H. K. c. /Prokuratuur, C-746/18).

◼ Documents (pictures or office documents stored in the memory of

pc or smartphone); Police;
◼ Mail (e-mails; whatsapp messages); Public prosecutor;
◼ Telephone and e-communications services

data (GPS positioning); Judge;
◼ Interception of communications (telephone

interception; active chats); Judge (stricter conditions);



E-evidence

Presentation.

◼ Defence lawyers challenging e-evidence;

◼ The role of the computer forensic expert
as an expert witness.



Witness 

videoconferencing

Detainees and protected witnesses: security reasons and time/cost effective
measure;

Sanitary reasons during Covid-19 pandemic;

More efficient (less costs; limits geographical or health impediments);

Transparent and repeatable evidence (for both lawyers and judges, appeal
courts); reasoning and demeanour; change of panel judge;

Interaction with remote trials and AI tools.



How does it

work?

– Setting up the courtroom with proper technical equipments.

– Witness failure to appear by videoconference.

– Witness identification.

– Instructions to the witness.

– Presentation of authorized documents.

– Consequences of unclear guidelines:
– The case Avsenew v. State of Florida (6) SC18-1629 Peter Avsenew v. State of Florida - YouTube

https://www.youtube.com/watch?v=FmUR2zSBL6k


Evaluating witnesses 

and AI

◼ Credibility (reliability; trustworthiness: truthful or untruthful?):
from polygraphs to AI tools: eyes and demeanour tracking;
blood pressure measurement (transdermal optical imaging and
the Pinocchio Effect); brain imaging;

◼ Accuracy (right or wrong?); perception, memory, deposition;
ADVOKATE; Immersive technology; Virtual
theater/simulation/reconstruction; ChatGPT Image Generator;
Metaverse and avatars;

◼ From demeanour to consistency: algorithms checking witness
declarations for gaps/incoherences/contradictions; Virtual
practitioner;



Closing statements in 

remote trials

◼ Technically feasible (members of the panel take the decision in 

a videoconference-chamber; screen-sharing functionality for judgement
reading);

◼ In-presence and humanity in sensitive
criminal trials (Capital punishment virdicts on Zoom in some

countries have been heavily criticised).



Takeaways.

◼ Pros:
◼ Efficiency (time, costs, security, accuracy), neutrality, 

predictability and uniformity;

◼ Cons:
◼ AI algorithms transparancy and intellectual property; cyber

attacks; data leaks; deep fakes; judicial overconfidence;
standardization of the justice system;

The irreplaceable role of judges in ensuring «under user
control» and fairness of criminal proceedings.



AUTOMATED GENERATED 
EVIDENCE?

ERA, Lisbon – 26-27.9.2024
Serena Quattrocolo, Professor of Italian and European Criminal Procedure, 

University of Turin

Julia Reitz
Placed Image



IS THERE SUCH A THING?

This is a question I tried to 

answer in my book



SEVERAL IMPORTANT CAVEAT:

The law of evidence is the area of criminal 
procedure with the lowest level of 
harmonisation

In every legal order, the law of evidence is rich 
of different and non-normative definitions

Lawmakers are reluctant to rule on evidence 
law: New technical solutions are seldom 
regulated under the evidence point of view

New scientific/technical achievements often 
cause complete caos in the application of the 
law of evidence 

We need to adapt our legal definitions

Let’s try to understand

each others



EVIDENCE & THE DIGITAL TURN

Digital evidence/E-evidence

Budapest Convention on cyber crime (iunder

amendment process)

• Procedural provisions

• Protocols for gathering e-evidence

• Chain of custody

admissibility and evaluation of digital evidence

are based on specific conditions, pre-established by

law: reliabilty of a piece of evidence stems from a

pre-determined process applied for gathering it

SEE REG. 2023/1543/EU AND DIR. 2023/1544/EU

But what do these pieces of 

evidence prove?

What does a conversation on a 

digitial platform demonstrate?

TELEGRAM CASE-STUDY



OUR 
FINDINGS



AUTOMATEDLY 
GENERATED 
EVIDENCE

Digital devices incorportating AI tools tend to operate 
without a specific (human) external input such as IoT

IoT objects may provide crucial infromation for 
criminal investigations and evidence for trial

This is not ’traditional ‘e-evidence’

IoT is coded for commercial purposes and is not 
designed for transparency



GIVEN THE FREQUENT NATURE OF 
‘BLACK BOX’ OF AUTOMATED 

GENERATED EVIDENCE,
WHAT IS THE DEMONSTRATIVE 

VALUE OF SUCH A PIECE OF EVIDENCE?



AN UNEXPECTED QUESTION…
WHAT IS EVIDENCE

• Although few codes of criminal procedure define

’what evidence is’, we take it for granted that

EVIDENCE is a piece of information able to

DEMONSTRATE A FACT

• The court admit evidence related to the fact to be

proved

• e.g., in Italy, such facts refer to the accusation, to the

defendant’s personal conditions, or impinge on the

application of procedural rules…

• It can be direct or indirect demonstration, based

on the number of inferences necessary to get to

from the piece of evidence to the fact



THIS IS NOT A 
THEORETICAL QUESTION

• Are we able to assess what it 
demonstrates?

• can a smart fridge turning on 
to counterbalance the heath in 
the room demonstrate a fact
such as a person was in the 
room?

• Are we able to assess how it 
has been generated?

• Which is the process that
triggered a specific output in 
the functioning of an IoT tool?

IS 
AUTOMATEDLY 

GENERATED 
EVIDENCE 

ADMISSIBLE?at all…



AUTOMAT E DLY G E NE RAT E D E V ID E NC E  IM P LY  A  
FU LL  PROC E S S  OF   AD MI S S IB I L I T Y,

MOVI NG  FROM TH E V E RY  N ATU R E OF  E VI D EN CE , 
T HE  C APAB I L I T Y OF  D EM ONS T RAT I NG FAC TS

We must refuse to attach 
admissibility and reliability to  

machine evidence just because it is 
machine-generated

Chessman (2017);  Van Buskirk, Liu 
(2006)



EU LEGISLATIVE ‘PACKAGE’ 
ON E-EVIDENCE, 27 JUNE 2023

REGULATION  2023/1543             DIRECTIVE 2023/1544

• E-evidence refers to digital data, such as emails, text 
messages and traffic data, that is used to investigate and 
prosecute criminal offences.

• European production order: judicial authorities will be 
able to directly request electronic evidence from service 
providers – such as telecom or social media companies 
– based in another member state. The service providers 
will be obliged to respond within 10 days, or 8 hours in 
emergency cases.

• Service providers that offer their services in the EU must 
appoint a legal representative or designate an 
establishment to which judicial authorities can send
their e-evidence orders.



E.L.I. PROPOSAL FOR A DIRECTIVE ON 
ADMISSIBILITY OF DIGITAL EVIDENCE

Article 4: General 
rules on 

admissibility of 
evidence

Article 5: Absolute 
inadmissibility of 

evidence

Article 6: Non-
absolute 

inadmissibility of 
evidence

Article 7: 
Admissibility of 

electronic 
evidence

Article 8: Rules on 
electronic evidence 

and forensic 
standards



FOCUS THE 
DISCUSSION IN 
COURT ON:
ADMISSIBILITY
RELIABILTY

To re-establish the 

equality of arms, as 

provided for by the 

inner concept of 

fair trial,



THANK YOU

ERA, Lisbon – 26-27.9.2024
Serena Quattrocolo, professor of Italian and European Criminal Procedure, 

University of Turin
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