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12 July 2023 laying down harmonised rules on the designation of designated
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Application of the European Investigation Order, June 2019

B5-06
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evidence”, Brussels, 05 February 2019

B5-07

EURCRIM, “The European Commission‘s Proposal on Cross Border Access
to e-Evidence — Overview and Critical Remarks” by Stanislaw Tosza, Issue
4/2018, pp. 212-219

B5-08

Recommendation for a Council Decision authorising the opening of
negotiations in view of an agreement between the European Union and the
United States of America on cross-border access to electronic evidence for
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February 2019

B5-09

Annex to the Recommendation for a Council Decision authorising the
opening of negotiations in view of an agreement between the European
Union and the United States of America on cross-border access to electronic
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Brussels, 05 February 2019

B5-10
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B5-11

ECBA Opinion on European Commission Proposals for: (1) A Regulation on
European Production and Preservation Orders for electronic evidence & (2)
a Directive for harmonised rules on the appointment of legal representatives
for the purpose of gathering evidence in criminal proceedings, Rapporteurs:
Stefanie Schott (Germany), Julian Hayes (United Kingdom)

B5-12

Proposal for a Directive of the European Parliament and of the Council
laying down harmonised rules on the appointment of legal representatives
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226 final, Strasbourg, 17 April 2018

B5-13

Proposal for a Regulation of the European Parliament and of the Council on
European Production and Preservation Orders for electronic evidence in
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0118.01.ENG
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0181.01.ENG
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0181.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0181.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021DC0409
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021DC0409
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021DC0409
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021DC0409
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021DC0409
https://europeanlawblog.eu/2019/11/06/e-evidence-the-way-forward-summary-of-the-workshop-held-in-brussels-on-25-september-2019/
https://europeanlawblog.eu/2019/11/06/e-evidence-the-way-forward-summary-of-the-workshop-held-in-brussels-on-25-september-2019/
https://europeanlawblog.eu/2019/11/06/e-evidence-the-way-forward-summary-of-the-workshop-held-in-brussels-on-25-september-2019/
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/Casework/Joint%20note%20of%20Eurojust%20and%20the%20EJN%20on%20the%20practical%20application%20of%20the%20European%20Investigation%20Order%20(June%202019)/2019-06-Joint_Note_EJ-EJN_practical_application_EIO.pdf
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/Casework/Joint%20note%20of%20Eurojust%20and%20the%20EJN%20on%20the%20practical%20application%20of%20the%20European%20Investigation%20Order%20(June%202019)/2019-06-Joint_Note_EJ-EJN_practical_application_EIO.pdf
https://ec.europa.eu/commission/presscorner/api/files/document/print/en/ip_19_843/IP_19_843_EN.pdf
https://ec.europa.eu/commission/presscorner/api/files/document/print/en/ip_19_843/IP_19_843_EN.pdf
https://ec.europa.eu/commission/presscorner/api/files/document/print/en/ip_19_843/IP_19_843_EN.pdf
https://eucrim.eu/articles/european-commissions-proposal-cross-border-access-e-evidence/
https://eucrim.eu/articles/european-commissions-proposal-cross-border-access-e-evidence/
https://eucrim.eu/articles/european-commissions-proposal-cross-border-access-e-evidence/
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_2&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_2&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_2&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_2&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_2&format=PDF
https://fairtrials.org/sites/default/files/JUD-IT-Fair-Trials-Policy-Brief-October-2018.pdf
https://fairtrials.org/sites/default/files/JUD-IT-Fair-Trials-Policy-Brief-October-2018.pdf
https://fairtrials.org/sites/default/files/JUD-IT-Fair-Trials-Policy-Brief-October-2018.pdf
http://www.ecba.org/extdocserv/20190213-ECBAonEPOsEPROs_Final.pdf
http://www.ecba.org/extdocserv/20190213-ECBAonEPOsEPROs_Final.pdf
http://www.ecba.org/extdocserv/20190213-ECBAonEPOsEPROs_Final.pdf
http://www.ecba.org/extdocserv/20190213-ECBAonEPOsEPROs_Final.pdf
http://www.ecba.org/extdocserv/20190213-ECBAonEPOsEPROs_Final.pdf
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1524129181403&uri=COM:2018:226:FIN
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1524129181403&uri=COM:2018:226:FIN
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1524129181403&uri=COM:2018:226:FIN
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1524129181403&uri=COM:2018:226:FIN
http://eur-lex.europa.eu/resource.html?uri=cellar:639c80c9-4322-11e8-a9f4-01aa75ed71a1.0001.02/DOC_1&format=PDF
http://eur-lex.europa.eu/resource.html?uri=cellar:639c80c9-4322-11e8-a9f4-01aa75ed71a1.0001.02/DOC_1&format=PDF
http://eur-lex.europa.eu/resource.html?uri=cellar:639c80c9-4322-11e8-a9f4-01aa75ed71a1.0001.02/DOC_1&format=PDF
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European Union on Improving Criminal Justice in Cyberspace (7 December
2016)

B5-16
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(Good practice material for CERT first responders)

B5-17

Directive 2014/41/EU of 3 April 2014 regarding the European Investigation
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B5-18

Guidelines on Digital Forensic Procedures for OLAF Staff’ (Ref.
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B5-19

ACPO Good Practice Guide for Digital Evidence (March 2012)

B5-20
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B6-02
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B6-04
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Framework Decision 2009/315/JHA, as regards the exchange of information
on third-country nationals and as regards the European Criminal Records



https://ec.europa.eu/home-affairs/sites/homeaffairs/files/docs/pages/20170522_non-paper_electronic_evidence_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/docs/pages/20170522_non-paper_electronic_evidence_en.pdf
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https://www.enisa.europa.eu/activities/cert/support/fight-against-cybercrime/electronic-evidence-a-basic-guide-for-first-responders
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014L0041&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014L0041&from=EN
http://ec.europa.eu/anti_fraud/documents/forensics/guidelines_en.pdf
http://ec.europa.eu/anti_fraud/documents/forensics/guidelines_en.pdf
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http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2003:196:0045:0055:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2003:196:0045:0055:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
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Case-law by the Court of Justice of the European Union on the Principle of
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G1-11

Council Decision 2008/617/JHA of 23 June 2008 on the improvement of
cooperation between the special intervention units of the Member States of
the European Union in crisis situations, (OJ L 210, 6.8.2008)

G1-12

Council Decision 2008/616/JHA of 23 June 2008 on the implementation of
Decision 2008/615/JHA on the stepping up of cross-border cooperation,
particularly in combating terrorism and cross-border crime (OJ L 210/12;
06.08.2008)

G1-13

Council Decision 2008/615/JHA of 23 June 2008 on the stepping up of
cross-border cooperation, particularly in combating terrorism and cross-
border crime (OJ L 210/1; 06.08.2008)

G1-14

Council Framework Decision of 18 December 2006 on simplifying the
exchange of information and intelligence between law enforcement
authorities of the Member States of the European Union (OJ L 386/89;
29.12.2006, P. 89)

G1-15

Convention on the stepping up of cross-border cooperation, particularly in
combating terrorism, cross-border crime and illegal migration of 27. May
2005 (10900/05; 27.5.2005)

G2) Joint Investigation Teams (JITs)

G2-01 | Eurojust Information on JITs

G2-02 | Europol Information on JITs

G2-03 |JIT Evaluation Form

G2-04 | Council of Europe: Guidelines on the use of Joint Investigation Teams

G2-05 |Riehle, C. “20 years of Joint Investigations Teams (JITs) in the EU”: An
overview of their development, actors and tools. ERA Forum 24, 163—167,
29 June 2023

G2-06 |Checklist for multilateral joint investigation teams, 22 June 2023

G2-07 |Latest trends and novelties in JIT operations: first-hand experiences of JIT
practitioners and Eurojust | Eurojust | European Union Agency for Criminal
Justice Cooperation (europa.eu) Fourth JITs Evaluation Report, 14 June
2023

G2-08 |Regulation (EU) 2023/969 of the European Parliament and of the Council of
10 May 2023 establishing a collaboration platform to support the functioning
of joint investigation teams and amending Regulation (EU) 2018/1726, OJ L
132, 17 May 2023

G2-09 | Guidelines on the Network of National Experts on Joint Investigation Teams,
2 December 2020

G2-10 | Third JIT Evaluation Report, Eurojust, March 2020

G-11 Joint Investigation Teams: Practical Guide, 16 December 2021

G2-12 |Council Resolution on a Model Agreement for Setting up a Joint
Investigation Team (JIT) — 2017/C18/01, Strasbourg, 19 January 2017

G2-13 | Council Document establishing the JITs Network, 08 July 2005

G2-14 | Council Framework Decision of 13 June 2002 on joint investigation teams

(OJ L 162/1; 20.6.2002)
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http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017G0119(01)&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017G0119(01)&from=EN
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2002:162:0001:0003:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2002:162:0001:0003:EN:PDF

Co-funded by the European Union

CENTRO
Steven David Brown DE ESTUDOS
Lisbon Ju DICIARIOS

'@.‘nzc;t 26-27 September 2024

© All Rights Reserved

What is the Internet ?

Internet, a system architecture that has revolutionized communications and
methods of commerce by allowing various computer networks around the
world to interconnect. Sometimes referred to as a['network of networks”

https://www.britannica.com/technology/Internet

World Wide Web (WWW) [...] the|leading information retrieval service|of
the Internet (the worldwide computer network). The Web gives users access
to a vast array of documents that are connected to each other by means of
hypertext or hypermedia links—i.e., hyperlinks, electronic connections that
link related pieces of information in order to allow a user easy access to
them.

https://www.britannica.com/topic/World-Wide-Web

@ InZeit




What is the Internet ?

Internet, a system architecture that has revolutionized communications and
methods of commerce by allowing various computer networks around the
world to interconnect. Sometimes referred to as a “network of networks”

https://www.britannica.com/technology/Internet

World Wide Web (WWW) [...] the leading information retrieval service of
the Internet (the worldwide computer network). The Web gives users access
to a vast array of documents that are connected to each other by means of
hypertext or hypermedia links—i.e., hyperlinks, electronic connections that
link related pieces of information in order to allow a user easy access to

them.
https://www.britannica.com/topic/World-Wide-Web

@ InZeit
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The Internet

) N.B. The percentages are educated guesswork.
@ 'nZeit

WWW 49% WwWWwW
Indexed by

search engines;
publicly
accessible

@ InZeit




Deep Web 90%

Not indexed by search engines:
Govt. communications;
& InZeit banks; corporations; medical records;

DarkNet 6%

Special software
for access; spies,
dissidents &
criminals

Internet Anonymity
and prevents

online surveillance
TOR ("The Onion Router”)

Started as US Navy-funded

@ nleit project 1995




DarkNet 6% WWW 49

US DARPA Sir Tim
“ARPANET"” Berners-Lee
29 Oct 1969 CERN+ 1989

_ Deep Web 90%
@ !ﬂ; neklus *Conseil européen pour la recherche nucléaire
9
Number of Internet and Social Media users worldwide as
of April 2024 (in billions)
Internet
- Users Social Media
5.44 Billion Users
3 3 5.07 Billion
£ 67.1 % 62.6 %
° global global
population population
] Increase: Increase:
0.26 Billion 0.27 Billion
’ Interner users Social media users
. Source: Statista May 22, 2024
@II;IZEIII https://www.statista.com/statistics/617136/digital-population-worldwide/




@ InLeit

The Internet?
Insecure by design

Image by Unknown Author is licensed under CC BY-NC

11

@ InLeit

Must prove:
Which device used in the offence
AND

Who was using it at the relevant time.
(traditional forensics may also help)

Please note:
Information has been simplified to make it easier to understand and remember

Identifiers have been redacted

12




HTTP & HTTPS
(Hyper Text Transfer Protocol (Secure))

Indexed ‘pages’
Collection of pages = Website

Unique Resource Locators (URLSs)
= the website address in words
(linked to IP Address)

Domain Name
= the name you remember + the domain
extension
(e.g. era.int)

Domain Name System (DNS) = ‘phone book’
@ InZeit
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http://www.era.int

@ InZeit

14




Protocol

A

'a N\
www.era.int
@ nleit
Protocol
—
www.era.int
——
Indicates
WWW

@ InZeit
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Domain

Protocol Name
— ~—
www.era.int
——
Indicates
www
@ Inleit
17
Protocol D:::;n
— "
www.era.int
— “—~
Indicates Top level
WWW domain

.gov .com .edu .org .net .co.uk .de .fr

@ Zeit https://en.wikipedia.org/wiki/List_of_Internet_top-level_domains
mn4Lei
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Whois

Register of Internet domain name
‘owners’
* Registrant data may be false
 Hidden behind a registration service
* Place to start search

- EU GDPR Rules — Whois blocked
(Authorised groups still have access)

@ InZeit
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Registration Data Request Service

Simplifying Requests for Nonpublic gTLD Registration Data

Click here to

access the RDRS

The Registration Data Request Service (RDRS) has officially launched! To submit a request for nonpublic
gTLD registration data, click here. You will need to use an ICANN Account (new or existing) to access the
service.

@ InZeit

https://rdrs.icann.org/

20

10



Registration Data Request Service

Simplifying Requests for No g N ot T aVilel=RWI| | W e TNV [Y=Te Mo \A s -] g [l [ o =1u[g[e]
ICANN-accredited registrars and
requestors seeking nonpublic gTLD
registration data. It is intended for
Click here t use by individuals and entities with a
access the | legitimate interest for access to
nonpublic gTLD registration data like
law enforcement, government
agencies, intellectual property
attorneys, cybersecurity

The Registration Data Request Serv

gTLD registration data, click here. Y( prOfeSSiona IS, and OtheI‘S.
S Participation in the service by ICANN-
@ InZeit accredited registrars will be voluntary

21

When websites change:

INTERNET ARCHIVE

aBgeffhachine

(http://web.archive.org)

@ Inleit
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INTERNET ARCHIVE Eqpioe mors fan 406 billion wes

ch pages saved overfime

- Collections - Changes - Summary - Site Map WWW.era_lnt

Saved 451 imes between Feoruary 29, 2000 and July 7, 2018

N ..J-Lllln“l.l.l- J.III..I.....‘... fm e ...L....l. Llhluulﬂm_l.li i
1988 1983 2000 20m 0| 2003 2004 2008 2006 2007 2008 x0e mo 011 2012 2013 1L 018 mT n18 xo20
>

| -|.I.|LII.|.LIIJ.I.I ﬂ-ll.l..l...d.,.

wl
1] 2003 20 b [ 2003 a4 2005 206 2047

INTERNET ARCHIVE Eygige

Saved 451 times between Felbr

ek bl b, n.!‘",-:,:,"{:-.J‘.'!“"-“-l

o 2000 08 2010 2017w AR

>

& . . s
.
- -
I ;
‘ - 2
- o =
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Website from 23 June 2000

AEp W RE Y PUBNOEN Qe INdes Atm o Jun T

INTRANET A RTEIYE il
wml“ I_f‘_'-l.PFl.(bl d

Welcome to the ERA website

To continye, please choose Fom the menu on your letoron the op of the page

Amnmrl;ri:\lrhﬁf;ani'd-\i A ERAER ‘ ‘
= , |- Acanémie de Oroil Eurapéen
Programme 2000: English - French - German | pdffles)
@ InZeit
25
Normally:
First step is

An Interne S is the unique number
generatey crvice Provider and assigned to
a conne g identify the source & destination of
messages across the Internet (like a postal address).

@ InLeit
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Example: tracking a Russian Money Launderer

2014 Tokyo Bitcoin Exchange went bankrupt

Hacked:

750,000 BTC users
100,000 BTC own
(7% of all BTC in existence)

“Loss: $530million”

Images by Unknown Author are licensed under CC BY-SA
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Stolen BTC tracked by Chainalysis
Eventually ended up at BTC-e Exchange

BTC-e

Bitcoin Exchange

BTC-e ownership and location unknown

Images by Unknown Author are licensed under CC BY-SA

28
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BTCo

Trade News

Last Price: 612,001 USD Low: 607.819 USD High: 614.751 USD
Volume: 3689 BTC / 2251278 USD Server Time: 07.10.16 14:00

E-Mail
Password

Login | Sign up | Lost password

Latest news:

02/10/16

Update: Security

Canton Business
Corporation

* Registered in the
Seychelles

I3ttleharry 18.10.13

naponb 3acBeTHTCA. A TYT... HeT cnos.

dev 18.10.13 08:57

Company behind BTC-e:

* Russian Telephone number

dit/pass

all news

BoucTiry, rocnosa - e — " (€). B ronoBe He yKNaabiBaeTcs, Kak MOXHO
103aTh OANHAKOBbIE MApPONM?! A ECM MO OWWOKE NACT Napons rAe-HMOyAb CAENAI0 OT APYroro
cepeyca - cpasy 6ery TyAa U Naponb MEHSI0, UGO CTPEMHO - BAPYT Fie B NIOrax noToM 3ToT

Jumpinglorddel, 3To NOMOXET TONBKO ECTN CAENATH MPUHYAMTENbHBIM. A ECAM XOTHTE Gonee
38LUMUIEHHBIA AKKAYHT, TO BCE AOCTATOYHO NPOCTO:

1. Mcnonb3osath Moy Ha gmail ¢ AByxdaKTopHOR ayTerTMKauNed no cie (nu6o ¢
‘t Yal

Terms FAQ PAMM Support £i5 o B
salas: Tracert failing 10 53 ms 57 ms
0 58 ms 164.58.244.46 11 58 ms 57 ms 57
ms 164.58.244.17 12 77
0 164.58.244.31 13 6777‘
. wsosn-’ BTC-@ website
15
: whereis 164.
-mmemane  otated hosted
ein: whois
: My emd ain't -
wramsan | eerwoss (I Bulgaria, but
{1 : looks like ’
at gmail.com with : in any case,
dehberately shut down

public.

“subject to the
Iaws of Cyprus”

3a7: Is fontas still barus
: yep fontas in Jau
 huobi still erashing ?
)1: can vera still not make a correct
predlclmn

w huohi. dont crush neonles

: hev
Sign in to writs.

@& nZleit

https://btc-e.com/

7 October 2016

29

BTC-e

Bitcoin Exchange

A———
CLOUDFLARE.

Protected BTC-e
IP Addresses

BTC-e Admins

Protected IPs
@ nleit

served

Legal Process

Posts written in Russian

BTC-e hosted on
Server in
Northern Virginia

Investigators covertly
copied (‘imaged’)
BTC-e’s files

Logs showed 3

administrators
(i.e. persons who managed
the system)

Images by Unknown Author are licensed under CC BY-SA
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*

L]
L]

@wmtxurﬂ“

@ Inleit

Bitcointalk Forum
Admin used Username:
\\WMEII

(Username linked to known carder)

Email account on

wm-exchanger.com
=8 Web Money Exchanger

_~

D{spute with CryptXchange (Australia)

2012 Posted Lawyer’s letter headed
“Demand for the release of
Alexander Vinnik’s funds”

31

‘ Jr. Member
)
Activity: 54

&

[ http://archive.is/6¢cFcY I

@ Inleit

c"} Re: Scam Report Against CryptoXchange $100k USD s
4 July 18, 2012, 06:47:03 AM !

DEUTSCH MILLER

53 mawtin rLace

16 July 2012 SYDNEZY Naw 2000

Ter: +61 29210 7777

+61 2 9210 7799
Ewair: i hmiller.com
Kenseycol Pry Lid War: www. dentschmiller.com
T/as Crypto X Change
14 Sale Street

ORANGE NSW 2800

By post and email: support@cryptoxchange.com; legal@cryptoxchange.com

Responsible Pariner: Zoe Hillman
Associate: Chris Stevens

Direct Tel: +81 2 9210 7771
Email: chii: il
Our ref; 09268

Dear Sirs

Demand for the release of Alexander Vinnik’s funds

We have still not had any response from you to our letters dated 11 April, 23 April and 4 May@
2012

32

16



User WME = Alexander Vinnik

2020

Vinnik’s accoup x©
i ,(aoq F
July 2017 SO Ll
Arrested in i

Thessaloniki Sentenced to

5 years,
deported to

France, Greece 2022

Russia, US
sought

Extradition 5 August 2022

Hotel Chain HQ in USA extradited to
USA
Subpoena for Passport

@ nleit Further Reading : “Tracers in the Dark” (2022) Andy Greenberg

33

Internet Protocol (IP) Addresses

Two types:
 Static (always the same)

. Dynamic (only lasts as long as connected)

Two versions:
IPv4

(4.3 billion - not enough numbers for everyone)

IPv6

What's yours? www.ipchicken.com

@ InZeit

34
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Every website (every connection to Internet)
has an associated IP address:

www.era.int

IPv4:
195.243.153.54

IPv6:
0:0:0:0:0:ffff:c3f3:9936

@ InZeit

35

IP Address:
« Geo-specific
- Identifies:
% The country
% The ISP
ISP holds records of usage

@ InZeit

36
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MAC Address:

(Media Access Control or Physical Address)

195.243.153.54

MAC Address:
(Media Access Control or
Physical Address)

 Identifies the device on the network
« Built into the device by manufacturer

« (normally) not broadcast beyond
network

 But can ‘leak’ (e.g. some IPv6 versions)

@ InZeit

38
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@ InLeit

] Technitium MAC Address Changer v - by Shreyas Zare - X

File Action Options Help

_Network Connections Changed | MAC Address Link Status Speed| ~
ewer ] _No_JE6 Hidden
[¥] Ethemet 2 mi_ Anl Uiddan e T T S S T I,
(] Ethemet 4
[¥] HMA! Pro VPN
ifomaton | 1P s reses] Original MAC Address
Connection Detads
—_— EBE Hidden -CE
onnection Wi T T & .
Device Inte(R] WirelessN 7 Idd Eum[ae {‘n [5 Technitium MAC Address Changer v6 - by Shreyas Zare »
Hardware ID PCIWEN_ File Action Options Help
Config 1D (4D0130€ - Network Connections [ MAC Address | Link Status | Speed| A |
|  Active MAC A¢z v~ Yes o Up, Oporionsl 0 mbps ||
TCP/IPv4: Ensbled i [¥] Ethemet 2 No 00 Hidden BE Up. Non Operational 100 mbps
Change MAC Adds ES-E Hidden «{} ™ Ethemet 4 Yes od_Hidden lag Up. Non Operational 10 mbps
o33 ===
[ - - - - - [ HMAI Pra VPN No 00 Hidden 143 Up. Non Ooerational 100 mbos
——— Intel Corporate (&=~
Informati

W Automatically restart network connection to apply changes Conne:
W Make new MAC address persistent
W Use 02 as first octat of MAC address ‘Why?

| J

come Onainal MAC Address
o3 ! | E8| Hidden I.CE
Speed 1 Hardw

= Cogy Intel Corporate (Address: Lot 8, Jalan Hi-Tech 2/3,
" Active MAC Address
Chang:

—  02-36-08-93-07-3D (Changed)
[ Unknown Vendor

¥ Aul .
¥ Make new MAC address persistent
W Use 02 as first oclet of MAC address Why?

2 i
Received 260.76 KB (267015 bytes)
-Speed 37.73KB/s (39635 bytes)
Sent 118.84 KB (1216965 bytes)

Hestoen Dol I Speed 27.52KB/s (28181 bytes)
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@ InLeit

Phones - IMEI

International Mobile Equipment Identity

“Also MEID (Mobile Equipment Identifier)

“+Hardcoded into mobile device by
manufacturer (make and model can be
traced)

+Identifies the device to the Cell Network

+Get IMEI Number key in: *#06#

(Smartphone will automatically try to

connect to crime scene WiFi)
https://ro.ecu.edu.au/adf/147/

40
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@ InZeit

Hiding an IP
« Public Access Points
« Piggybacking
« Compromised devices
- Proxy servers
« Virtual Private Networks
« Anonymisers
« Carriergrade NAT

41

@ InZeit

October 2023 Mold Crown Court,
North Wales, UK

% Between August and October 2023,
48 year old man conducted
‘sexualised conversations’ online
with 13 year old girl ‘Leah’

% Discussed sex acts and requested
the exchange of intimate pictures

https://www.dailypost.co.uk/news/north-wales-news/pervert-depraved-conversation-girl-using-27924751

42
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@ Inleit

Police used IP address to find ISP
customer’s address

Went to the address: ‘Confused’
householder

The householder was allowing
neighbour to use his wifi ‘because
his wasn’t working’

(Neighbour also had a smartphone
with child porn which he threw
from the window)

43

@ Inleit

Richard Wynne (already convicted
sex offender)

Sentenced to 3 years 10 months

... 13 year old ‘Leah’ was an
undercover police officer

44
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Q iplocation..

Home  AllTools  IP WHOIS Lookup

IPV4To IPv6é  DNS Lookup

Search Tools or Enter IP

H RSN Hard Rock Cafe -
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Virtual Private Networks
(VPNs)

VPNs enable access to the Internet through a
remote computer/server using encrypted

communication channel/tunnel

VPNs can be used by criminals to hide their

location

VPN Providers often cooperate with legal

process ... some don’t!

Check if legal to use!

@ InZeit
47
All you need is logs
... the automatically produced and
time-stamped documentation of
events relevant to a particular system
(source:www.techtarget.com)
@ InZeit
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LOGS

« Originally created for tracing bugs &
improving performance

- Billing/maintenance records
« Generated automatically

« On the device

« On servers in the network

« On service providers’ servers

« Record meta-, traffic-data
@ InLeit

49

All In Browser 0] Clear browsing data

Recent
I i a Money Laundering - Overview, How It Works, Example corporatefinanceinstitute.com 1037 X
|__| 6 An Idiot's Guide to Money Laundering | Global Witness vww.globalwitness.org 10:37 X
|_| ﬂ How Money Laundering Works | HowStuffWorks money.howstuffworks,com 10:37 »

|77| 1 Top 5 Unconventional Ways to Launder Money www.trulico.com 10:37 X

I 1] Linuw Din Niose Doalbare | anndar Ba 2 - Tonlitald - Tankitali

[ ] B Beginner's Guide to Money Laundering

edge://history/all

| & how can 1 launder my cash? - Google Search

Money Laundering 101: Understanding the Basics - IP Services Inc www.ipservicesinc.com 0:36 X

)

maney laundering 101 - Google Search

[
)
8
L
w
X

@ InZeit
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(S e
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Settings
@ = ings

Appearance
@ on starus

Languagcs

Printers

= system
£ wmesetsetungs
O #hone an other devices

@ AbOULMIG GO EdGe

- ) & rdge | eds

cookies R

< Cookies and site data / All cookies and site data

J/settings/

<

Cookies and data stored for sites you have browsed Sortby: = Name N | Filterby: | A

[ a-mo.net > W

s+ 1 cookie

[  prebid.a-mo.net > W
0 by

+ 1 cookie

0o ~
- b
[ ads3.admatic.com.tr > W
+ 1 cockie
[  ads4.admatic.com.tr > W
0 bytes 1 cookie
[  cdn.admatic.com.tr > W
~

edge:/ /settings/siteData

51

@ &  ®Fiefox aboutc

Information ab

memory

Number of entries:

Maximum storage size:

Storage in use:

Storage disk location:
List Cache En

disk

Number of entries:
Maximum storage size:
Storage in use:
Storage disk location:
List Cache Entries

appcache

Number of entries:
Maximum storage size:
Storage in use:

Storage disk location:

ache

out the Network Cache Storage Service

452
32768 KiB
11766 KiB

none, only stored in memory

1418
1048576 KiB
20005 KiB

C:\Users\steve\appData\Local\Mozilla\Firefox\Profiles\041gg9rc.default-1466439770768\cache2

°

| about:cache
- (Firefox)

none, only stored in memory

52
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about:cache?storage=memory

mory o Q © 8 @ @ 2 @

S e = == €974 bytes 3 R R
gTd=lspartiti P i 529 17:25:53 17:25:51

ttps://www.fake-id.com/assets/images/flags/active/en= 6 Es i 2021-07-16 Expired
es
ingTd=lspartiti o id.coms29,p, Y 17:25:54 Immediately

https://www.fake-id.com/assets/front/fonts/

Regular.wof£2v=4.5.0

O*privateBrowsingId=lé&partitionKey=%28httpg

https://www.fake-id.com/assets/front/j

O*privateBrowsingId=lé&partitionKey=iad De I ete t h e B rowse r
https://www.fake-id.com/asset| histo ry?

O”“privateBrowsingId=l&partitio

https://www.fake-id.com/assets/

hiberfil.sys pagefile.sys .

O"privateBrowsingId=1sparziminy ely

2021-07-16 2021-08-15

17:25:54 17:25:54

2021-07-16 2021-08-15

com/assets/images/£lags/it-off.png
iti p: id.com29,p, H7 25553 17:25:52

2021-07-16 Expired
0 by 1 .
17:25:54 Immediately
2021-07-16 2021-08-15
0 byt 1
17:25:54 17:25:54

@ InLeit

53

Mohammed Ammer Ali -Computer Programmer
Father of two, Bolton, UK
2015 ordered enough ricin on Dark Web to kill 700 -
1,400 people

Username weirdos 0000
500 mg for 2.1849 BTC

Encrypted chats discussed with seller:
+ the price of a lethal dose,
+ discounts for bulk orders and repeat purchases
* ricin’s shelf life

Asked: “"How do I test this ricin?”
Reply:"You must test it on a rodent.”

@ InLeit
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Investigators found on Ali’'s Computer notepad:
To do “paid ricin guy” and “get pet to murder”

Searches for chinchillas, animal rescue centres, rabbits
and “pocket-sized pets”
Google searches:

“abrin v ricin”
“home made cyanide and ricin”
“hydrogen peroxide”

On LG Nexus smartphone searched Yahoo for:

“what poison kills you quick, is foolproof, easily
found/made, easily concealed and hard to detect post

mortem”
@iillcit https://www.theguardian.com/uk-news/2015/sep/18/breaking-bad-fan-jailed-over-ricin-plot
https://www.bbc.com/news/uk-england-merseyside-36483593
55
Server Logs
(Reminder: Server is a computer that
provides services to other computers)
@ InZeit
56
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@ InZeit

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET /
HTTP/1.1" 200 8536 "-" "Mozilla/5.0 (Windows; U;
Windows NT 5.1; de; rv:1.9.2.3) Gecko/20100401
Firefox/3.6.3"

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET
/res/up.gif HTTP/1.1" 200 523
"http://members.fraudstersunion.com/" "Mozilla/5.0
(Windows; U; Windows NT 5.1; de; rv:1.9.2.3)
Gecko/20100401 Firefox/3.6.3"

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET
/res/nextl.gif HTTP/1.1" 200 542
"http://members.fraudstersunion.com/" "Mozilla/5.0
(Windows; U; Windows NT 5.1; de; rv:1.9.2.3)
Gecko/20100401 Firefox/3.6.3"

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET
/res/show1l.gif HTTP/1.1" 200 533
"http://members.fraudstersunion.com/" "Mozilla/5.0
(Windows; U; Windows NT 5.1; de; rv:1.9.2.3)
Gecko/20100401 Firefox/3.6.3"

57

@ InZeit

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET /
HTTP/1.1" 200 8536 "-" "Mozilla/5.0 (Windows; U;
Windows NT 5.1; de; rv:1.9.2.3) Gecko/20100401
Firefox/3.6.3"

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET
/res/up.gif HTTP/1.1" 200 523
"http://members.fraudstersunion.com/" "Mozilla/5.0
(Windows; U; Windows NT 5.1; de; rv:1.9.2.3)
Gecko/20100401 Firefox/3.6.3"

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET
/res/nextl.gif HTTP/1.1" 200 542
"http://members.fraudstersunion.com/" "Mozilla/5.0
(Windows; U; Windows NT 5.1; de; rv:1.9.2.3)
Gecko/20100401 Firefox/3.6.3"

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22 +0200] "GET
/res/show1l.gif HTTP/1.1" 200 533
"http://members.fraudstersunion.com/" "Mozilla/5.0
(Windows; U; Windows NT 5.1; de; rv:1.9.2.3)
Gecko/20100401 Firefox/3.6.3"

58
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XXX XXX.254.1 - - [16/Jun/2018:16:19:22
+0200] "GET /res/nextl.gif HTTP/1.1" 200 542
"http://members.fraudstersunion.com/"
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de;
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

@ InZeit

59

IP address of User ]

@ InZeit

¥

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22
+0200] "GET /res/nextl.gif HTTP/1.1" 200 542
"http://members.fraudstersunion.com/"
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de;
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

60
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[User log-in/full name]
(if required)

XXX.XXX.254.1 = =[16/Jun/2018:16:19:22
+0200] "GET /res/nextl.gif HTTP/1.1" 200 542
"http://members.fraudstersunion.com/"
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de;
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

@ Inleit
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[ Time Stamp ]
(to the second)

XXX.XXX.254.1 - -[16/Jun/2018:16:19:22
+0200] "GET /res/nextl.gif HTTP/1.1" 200 542
"htd@d /members.fraudstersunion.com/"
"Mog@lla/5.0 (Windows; U; Windows NT 5.1; de;
rv: .2.3) Gecko/20100401 Firefox/3.6.3"

-~

\

GMT Off-Set J

@ Inleit
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C d
{ r?g:q?easlg Filepath (location) of ]

(GET or POST) Requested file

XXX XXX. d--1 un/2018:16:19:22
+0200] "GET /res/next1 TTP/1.1" 200
542 "http://members.fraudstefsunion.com/"

"Mozilla/5.0 (Windows; U; Windows NT 5.1; de;
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

@ Inleit
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200 = success

(RGSUlt code: (There are more)
404 = fail

XXX.XXX.254.1 - - [16/Jun/2018:16:1
+0200] "GET /res/nextl.gif HTTP/1.1" 200 542
"http://members.fraudstersunion.com/"

"Mozilla/5.0 (Windows; U; Windows NT 5.1;
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

4

[Size of file in bytes

@ Inleit
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@ Inleit

[Website where file Iocated]

XXX. XXX.254.1 - - [16/&2018:16:19:22
+0200] "GET /res/next1It HTTP/1.1" 200 542

"http://members.fraudstersunion.com/"

"Mozilla/5.0 (Windows; U; Windows NT 5.1; de;

rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

65

@ Inleit

Platform

Type of browser Securlty value

XXX XHK.254.1 - - /Junj@018:16:19:22
+0200W"GET /res/ t1.gigHTTP/1.1" 200 542
"http: embers.f ste ion.com/"

"Mozilla/5.0 (Windows; U; Windows NT
5.1; de; rv:1.9.2.3) Gecko/20100401
Firefox/3.6.3"

Operating System
(Windows XP)

66
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Language
(Deutsch)

XXX.XXX.254.1 - - [16/Jun/2018:16:19:22
+0200] "GET /res/nextl.gif HTTP/1.1" 200 5
"http://members.fraudstersunion.com/"
"Mozilla/5.0 (Windows; U; Windows NT 5.1; de;
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

@ Inleit
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[ Browser version ]

XXX.XXX.254.1 - - [16/]u 018:16:19:22
+0200] "GET /res/nextl.gg@HTTP/1.1" 200 542
"http://members.fraudsteg@inion.com/"
"Mozilla/5.0 (Windows; UNgindows NT 5.1; de;
rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3"

@ Inleit
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Cookies, search history and device
configuration create a characteristic
‘browser fingerprint’

Try this out:

https://webkay.robinlinus.com/

@ InLeit

69

Commercial value - profile used by Data Brokers for
targeted online advertising.

Data to sell or share? More >

Geographics  Environment t  People  Agriculture  Energy  Transport  Econom y  Supply Chain

Data about the characteristics and
behaviour of individuals and groups'

of people is critical to public and .~ Sa
private sector entities who want to * |
better understand motivations and
needs, identify challenges and find
solutions, and overall, make more
strategic use of resources.

SEE DATA OFFERS

‘In 2017, both Alphabet (Google’s parent company) and Facebook
made an overwhelming majority of their total profits through
digital advertising—88% and 97%, respectively.’

.

@ ““Ild‘l t https://us.norton.com/internetsecurity-privacy-how-data-brokers-find-and-sell-your-personal-info.html
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> C @ % QO 8 htps: ourtracks.eff.org b iy

B3 Google Translate ~ Vienna CityMap ® ZDNET  The Register: Sci/Tech .. [JJ0OBS VirusTotal - Free Onlin...

Your Results

Your browser fingerprint appears to be unique among the 250,064 tested in the past 45 days.

COVER
YOUR

I RACKS The measurements we used to obtain this result are listed below. You can read more about our
methodology, statistical results, and some defenses against fingerprinting here.

Currently, we estimate that your browser has a fingerprint that conveys at least 17.93 bits of
identifying information.

See how trackers view your browser

Test your browser to see how
well you are protected from
tracking and fingerprinting:

TEST YOUR BROWSER

|| Test with a real tracking company ?

Browser Fingerprinting
https://coveryourtracks.eff.org/

Hrwr drsc tracking tarhnal Ao

Leit

71

Browser fingerprint can also be faked:

Extension Workshop ' Developer Hub ' Register or log in

4*’ Firefox Browser
) ADD-ONS ©v i 1 COT

££ Recommended 70082 423
Users Reviews 4.3 Stars
. 5 293
User-Agent Switcher and Manager 4 5
3 27
by Ray . .
a 31
Spoof websites trying to gather information about your web navigation—like Remove
your browser type and operating system—to deliver distinct content you may
not want.
S

36



Browser fingerprint can also be faked:
Safari ¥ Android

Populars Android 2 3 Mozilla/5 0 (Linux; U Android ]
Internet Explorer ~  Android
Safari - Populars Mozilla/5 0 (Linux; U: Android 2.3
Chrome Windows
Firefox Mac 0S
Opera Linux
Edge
Vivaldi
Others
Bot Android
i 164; x64; rv:89.0) Gecko/20100101 Firefox/89.0 &
Kongueror Others
Opera L n B
userAgent W, Gecko/20100101 Frefox/89.0
Firefox vendor Windows

- lappVersion 5.0 (Windows]
Chrome 0SCpU  Windows 10 2 ¢ ) Linux

Mobile Safari platform Windows Mac 0S or

product Gecko Android U Windows 10

IEHonie Restart Refresh Tab Re
Safari i0S
Android Browser 2
Options
BlackBerry

Symbian

73

Your data stored gmail, outlook,
& processed yahoo mail, yandex
Your data may be somewhere else mail , icloud,
spread across facebook
servers in multiple
jurisdictions
Outsourcing:
Iaas, Paas,
Saas

Relocated for business
reasons (like load or

electricity prices . .
yPp ) Problems getting evidence:

No control

Even Cloud
provider may not One of 1000s of requests

know where it is Have to trust the provider’s standards
@ InZeit - Slow
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All generating & logging data

@ InLeit

2 I0T

How secure are they?

Default passwords

Most lack effective security

https://www.zdnet.com/article/your-insecure-internet-of-thi ngs-
devices-are-putting-everyone-at-risk-of-attack/
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No etiquetes esta imagen, solo se proporciona como contexto. Haga clic en el botdn cerrar o use |a tecla 'esc’ para cerrar. B

Posted to Facebook

iRobot’'s Roomba 37
series robot vacuum

“special development
robots with hardware and
software modifications that
are not and never were
present on iRobot
consumer products for

purchase”

https://www.technologyreview.com/2022/12/19/1065306/roomba-irobot-robot-vacuums-artificial-intelligence-training-
@ L "{ eit data-privacy/

77

Reuters 6 April 2023

Special Report: Tesla workers shared

I3 dle  sensitive images recorded by customer cars

'Ro_bOt Naked man approaching car
series Child knocked off bike
Doing laundry
‘Really intimate things’
‘certain sexual wellness items’
People walking by

“specig
robots w
software
are not

(Banned in some places in China!)
consu

https://www.reuters.com/technology/tesla-workers-shared-sensitive-images-recorded-by-
https://www.tech customer-cars-2023-04-06/ Fintelligence-training-

@ Ir "{ eit data-privacy/
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@ InZeit
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Welcome to Tor Browser
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TOR

www.torproject.org QE

YOU

CI§

-

@ InZeit

Le—===ClearText — == === === == == == ===

WEBSITE SERVER

81

& > C 0

© xmh57jrknzkhvey3is3ubitzfankrwxhopfSaygthi7dérplyvk3noyd.onion, eos, O &

L¥ Most Visited ¢ Learnmore aboutTor ¢ TheTorBlog () 8best darkweb searc.. (&) TORCH: Tor Searchl @€ The complete list of t.

T GORGH
J |

Search
O hing any words ® Matching all words

e Searching 999,535 documents
Adbvertise now in Torch. Click here.

% BUY REAL MONEY %

The Real Hidden Wiki

/ verified Links since 2014

@ i n s @ CLICK HERE

NO SCAM ARK 40+ sellers
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B Anria— Search Tor Hidden Servic: X
<« C & ahmiafi * & ¥ ¥ e S 3

About Ahmia Statistics Add Service i2p search Contact Blac

AHMIA

Ahmia searches hidden services on the Tor network. To access these hidden services, you need the Tor browser
bundle. Abuse material is not allowed on Ahmia. See our service blacklist and report abuse material if you find it in the

index. It will be removed as soon as possible.

For more about Ahmia, see indexing information , contribute to the source code.
The Tor Project
Onion service: juhanurmihxIp77nkq76byazcldy2himoviu2epvi5ankdibsotdcsyd.onion

@ InZeit
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Any Time »

Hire a Hacker | Professional Hackers | Hackers Services | Hack Account Instagram ,Hack Facebook

Professional hacker services

sekxtw wmmms e me % = " m——m w1 75i0.0nion = 2 days, 14 hours ago — o

DeepLink | Hacker Services

Hire a Hackerhacking services,fb hacking,instagran hacking

deceeprdmll Mu memm - - e e . ™ fgd anion — 1 month ago —

No description provided
phckoroes = e ——— . "dqid.onion — 1 day, 1 hour ago —

#1 Hire a Hacker Services -Bitcoin Recovery - Hacker Forces

Looking to hire a hacker services? We offer unmatched hacking services. Talented and fully professional hackers group. 99% Success rate within 48 hours.
fykGh: - - - ™ oms em ® W adonion— 1 month, 1 week ago —

hackingdw@proton.me Hire a Hacker | Professional Hackers | Hackers Services | Hack Account Instagram

Professional hacker services
e B w B s w BT w e " B mofyyconion — 1 manth ago —

@ InZeit
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v —
@ sekxtwTwkv6Tomxsitfwgisroovdjd. X = O be$

M*0 @ -w =

] Other bookmarks

4 C O O sekxtwwky=== = ==muswyg Bl =« = phhgc7dj75id.onion

G Google Translate ') Neeva - Ad-free, priv...

sekxtw7wkvk s razd S ;e = phodbl=d @ parvhh
gc7dj75id.onion is blocked

This page has been blocked by Brave

ERR_BLOCKED_BY_CLIENT
Brave

Web browser

85

£ Hire a Hacker | Professional Hacker +

C O sekdwiwkvb? B +-hgc7dj75id.onion | Tor =

7 Ne free, priv Bl Other bookmarks

@ Google Transiate

HIRE A HACKER

Meet some of our Hackers services

[ ===
WHATSAPP HACKING SERVICE HACKING CELL HACKING INSTAGRAM
Do you want to know everything your Need to monitor an Android phone or Hire a Hacker for Instagram see how it works
husband, wife, children do on WhatsAPP and Iphone? See how to hire this cell phone to hire a Hacker for Instagram, what it takes
you don't have access to the device, just the monitoring service with android system and to hire and how Hacker for Instagram works
cell phone number? See how we do it and iphone system in a few minutes answer all your questions.
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@ tor2web.org

What's Tor2web http:// "Add 'Iy

Tor is a software project that lets you anonymously browse the Internet. Torzweb is a project to let
Internet users access Tor Onion Services without using Tor Browser.

Getting started

.onion With .onion.to OT .onion.city OT .onion.cab OT .onion.q# + or any other domatn made
available by volounteers Tor2web operators Example:

https://duskgytldkxiugc6.onion ’622;

This connects you with Tor2web, which then talks to the onion service via Tor and relays the
response back to you.

Whenever you see a URL like http://duskgytldkxiuqcs.é/, tlésat's a Tor Onion service. Just replace

WARNING: Tor2web only protects publishers, not readers. As a reader installing Tor Browser will
give you much greater anonymity, confidentiality, and authentication than using Tor2zweb. Using
Tor2web trades off security for convenience and usability.

&

@ ahmiafi/search/?2q=whistleblower d Id I
whistleblower Search a ea =
&

Any Time » List of SecureDrops Overview News Contribute Cj

C' A Notsecure | sdolvtfhatvsysc6134d65ymdwxcujausv7k5jkdcySttzhjoi6fzvyd

ng' Whistleblo PE\White cube with keyhole
No description provided (Securedrop logo)
kogbxfdysay2qzozmgrardbijg

Share and accept dd

SecureDrop is an open-sourc

from anonymous sources. It
sdolvtthatvsysc6l34d65ymdwaxd

Share and accept documents securely.
20130401 Whistlebl SecureDrop is an open source whistleblower submission system that

Fur Freiheitsrechte, gegen M
abpdp5vmmwdzmb5tifrc3go2py:

media organizations and NGOs can install to securely accept documents

from anonymous sources. SecureDrop is available in 21 languages.

Get SecureDrop at your organization »

& nleit
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& ahmiafi/search/?q=passport

Search

passport

A Notsecure | gdct2acbgse2dse = ™al® "/T= @T g™ W™ 1. ™ cbnthyd

General Documents Center Blog Contact Us

General Documents Center

Buy Documents Online, Passport, Driver's License, ID Card, SSN,
Diplomat, Degree, Resident Permit About Us

Buy UKP welicome 10 Genel

RPN

A\

Buy UK Passp
gdctZac’™

THED o AT BN CTVARTINCR FOR

JOHN DOE

uy Passports online

& Inleit
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Co-funded by the Justice Programme
of the European Union
2014-2020

M = =

fhetreronh ,\,',‘,., Photos by Unknown Authors are licensad under CC BY-ND © All Rights Reserved
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Resources and further reading

Definition
https://www.britannica.com/technology/Internet
https://www.britannica.com/topic/World-Wide-Web

Data Estimation

https://www.statista.com/statistics/617136/digital-population-worldwide/
https://www.worldwidewebsize.com/
https://www.the-next-tech.com/blockchain-technology/how-much-data-is-produced-every-day-2019/

Protocols
Gross,M. (updated) 12 common network protocols and their functions explained
https://www.techtarget.com/searchnetworking/feature/12-common-network-protocols-and-their-functions-

explained

Wayback Machine (for old website versions)
http://web.archive.org

Find your IP address
www.ipchicken.com
http://www.privateinternetaccess.com/pages/whats-my-ip

Smartphones at crime scene
Blackman, D. & Szewczyk, P. (2016) The challenges of seizing and searching the contents of Wi-Fi devices for
the modern investigator available at https://ro.ecu.edu.au/cgi/viewcontent.cgi?article=1146&context=adf

91

Bitcoin Transactions
Greenberg, A. (2022) Tracers in the Dark, Doubleday Publishing

Vinnik Case Study

Identifying Post On Bitcointalk Forum http://archive.is/6cFcY

DoJ Announcement on guilty plea https://www.justice.gov/opa/pr/btc-e-operator-pleads-guilty-money-
laundering-conspiracy

Changes in cybercrime trends during Pandemic:
https://rm.coe.int/presentation-fernando-miro-llinares-the-impact-of-covid-19-on-cybercri/1680ale42f
https://aag-it.com/the-latest-cyber-crime-statistics/
https://www.itu.int/itu-d/reports/statistics/2021/11/15/internet-use/

UK Information Commissioner’s Report 2016
https://www.gov.uk/government/uploads/system/uploads/attachment data/file/670219/I0CCO annual repor

t 2016 2.PDF p74

Technicum MAC Address Changer
https://technitium.com/tmac/

VPN bans
O’Driscoll,A. (2022) Where are VPNs legal and where are they banned?
https://www.comparitech.com/vpn/where-are-vpns-legal-banned/

WebRTC leaks
Vigderman,A. Turner,G. (2021) WebRTC Leaks: A Complete Guide https://www.security.org/vpn/webrtc-leak/
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Your Browser Logs
(Enter in address bar of browser)

Google Chrome:
chrome://history/
(try this software utility:
https://www.nirsoft.net/utils/chrome cache view.html )

Microsoft Edge:
edge://history/all
edge://settings/siteData

Mozilla Firefox:
about:cache
about:cache?storage=memory

Ricin Dark Net case

Press Association (2015) Breaking Bad fan jailed for trying to buy ricin https://www.theguardian.com/uk-
news/2015/sep/18/breaking-bad-fan-jailed-over-ricin-plot

BBC (2016) Mohammed Ali: Breaking Bad ricin plotter's appeal turned down https://www.bbc.com/news/uk-england-
merseyside-36483593

Browser Fingerprinting
https://webkay.robinlinus.com/
https://coveryourtracks.eff.org/

93

Data Brokers

https://www.databroker.global/community/people

Rafter,D. (2021) How data brokers find and sell your personal info https://us.norton.com/internetsecurity-privacy-how-data-
brokers-find-and-sell-your-personal-info.html

Internet of Things

Palmer,D. (2021) Your insecure Internet of Things devices are putting everyone at risk of attack
https://www.zdnet.com/article/your-insecure-internet-of-things-devices-are-putting-everyone-at-risk-of-attack/

Guo,E. (2022) A Roomba recorded a woman on the toilet. How did screenshots end up on Facebook?
https://www.technologyreview.com/2022/12/19/1065306/roomba-irobot-robot-vacuums-artificial-intelligence-training-
data-privacy/

Stecklow, S. Cunningham, W. Jin, H. (2023) Special Report: Tesla workers shared sensitive images recorded by customer cars
https://www.reuters.com/technology/tesla-workers-shared-sensitive-images-recorded-by-customer-cars-2023-04-06/

Meta-Search Engines
Dogpile.com
Metacrawler.com
Wolframalpha.com
Metager.com
Ahmia.fi (also for .onion sites)

At your own risk:
Torproject.prg
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@ FTS - B.Sc. IT
@ Digital forensic consultant in INsig2 Ltd.
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@ Founded in 2004, Zagreb, Croatia ”"
& 80+ highly educated employees A
@ ,,One-stop-shop” in the field of Digital Forensics We teach what we do!

Investigations
Digital

: . Consulting
. Forensics

services

Lab
Management

Support and
maintenance

@ INSIG2
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@ Education and training in the field of Digital Forensics and Cybersecurity = © -

Certified | Ethical Hacker
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E-learning platform

Customized courses
For legal entities, law enforcement, and private sectors

Courses on deeper aspects of digital forensics and forensic value of the evidence
while collecting, processing, and presenting digital evidence in criminal and
administrative proceedings

Website: https://insig2-and-zyberglobal.learnworlds.com/

Access for 3 months

Fundamentals of digital forensics Fundamentals of digital forensics Password Management

for lawyers and judges for private sector

This course is intended for lawyers, judges and This course is intended for various industry This course covers different lock security
public prosecutors in order to help them professionals working in private sector such as methods, guidelines on securely storing your

understand the basics of digital forensics. IT administrators, managers, IT security passwords, various password managers and
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https://insig2-and-zyberglobal.learnworlds.com/

Computer and mobile forensics

@ INSIG?



Computer forensics

.. . . . ‘_"f)";
@ Branch of digital forensic science, focused on evidence found and b
recovered from computers and digital storage media, in legally A 4

admissible manner

@ Importance of computer forensics today:
— Vital for complex digital crimes

— Supporting legal processes

@ INSIG2



Mobile device forensics

@ Subcategory of digital forensics
— process of recovering data from mobile devices

@ Fast-evolving field
@ Essential to investigations:

* Mobile devices contain a wealth of evidence that can be used in any type of
investigation

* This data can be used to track down a suspect, understand a crime

e Often the only source of evidence and most common one

@ INSIG2
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Triage

@ INIG2




Procedures

& Standard Operating procedure(SOP)- Set of procedures to be followed
when conducting an investigation
— Steps to be taken during collection, handling, acquisition, analysis, and reporting
— Repetable process

@ Chain of Custody (CoC)- Chronological documentation that records the
sequence of custody, control, transfer, analysis, and disposition of

EVIDENCE

materials, including physical or electronic evidence o —

CCCCCCCCCCCCCC

@ INSIG2



Preparation

@ Equipment considerations

— CAMERA, paper, pens, extension cables, Forensic Preview & Imaging tools (USB &
CD), External Hard drive

@ Crime Scene

— Remove everyone from around the device — evidence

— If you find additional source of evidence, ask for warrant extension |

@ Interviewing the suspect

*Prepare the questions depending on crime type

@ INSIG2
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Triage of the crime scene

G INIG2
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Triage - general procedure

e |f the device is off, leave it off

o

e |f the device is turned on, it
depends...

3 IN3IG2 4
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Computer - general procedure

7
@ When computer is off Pk
— Check for attached devices and cables Af’ ¢

— Pack it
— Transfer it to your lab

@ When computer is on

If the harmful process is in progress- turn it off
Pack it
Transfer it to your lab

c

5 6 6

If not, you can start triage

@ INMIG2
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Triage - Computer access

* Encryption

— Password needed
* Tools available:

— Detego

— ADF

— SUMURI PALADIN

@ INSIG2



& When mobile device is on

If deviceis | If device is |
on y off y

@ INSIG2

Enter Passcode Enter Passcode
byl o o oS
4 N\ 4 N\ O O O
Check the mode Password )
known? 3
N\ J J p
4 N\ N\ - -
BFU, If YES
brute force Enable Airplane
password mode
& J J
4 N\ N\
AFU, If NO,
FFS, no password deviceis in BFU
needed mode et
: / / Iphone in Iphone in AFU
BFU mode mode
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Mobile — general procedure
. . ¥
When mobile device is unlocked IE
— Airplane mode 'ﬂéf/" ¢

— Start triage process
— Power source
— Lock and screen settings

— Isolate it
* Why is so important

— Pack it
— Transfer it to your lab

@ INSIG2



Gathering digital evidence from live memory

@ INSIG?
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Why care about live data?
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@ Real-time insights
o

Some data can ONLY be found in
RAM

— Fileless malware
— Volatile data

@ INSIG2
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RAM artifacts analysis

@ Not always easy to analyze
— Malware analysis
— Passwords
— Open connections
— Unsaved files
— Safe Browsing
— Email and chat residue files
— Users and their personal files
— Pictures
— Documents

@ INSIG2
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Scripts in digital forensics

& Most forensic tools are based on scripts
@ When do we need additional scripting?

o When our main tools can’t help anymore
o When we deal with “hard” cases that require a lot of manual work
o When we have to do a lot of repetitive actions on a large amount of data

& Automating the processes

o Example: Magnet Automate tool
MAGNET AUTOMATE

@ Extremly important for OSINT investigations

@ INSIG2



Scripts in digital forensic

@ Example: https://namechk.com/
@ Under “usernames” you can check social media presence of a suspect Ay ¢
@ What you can get from this? Namech_k

— Contacts

— Interests CHECK OVER 30 DOMAINS

AND MORE THAN ¢

— Social media activities

& More sources will help you build stronger case

@ INSIG2


https://namechk.com/
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Digital forensic labs

G INIG2



Digital forensic labs
@ Secure environment with specialized equipment for DF observation

& Essential for forensic investigations because of:
— Crime investigations
— Support for various cases
— Data preservation
— Legal Compliance

@ INSIG2



— Forensic workstations
— Imaging tools

— Forensic software
— Data Recovery Tools
— Digital evidence storage

— Training and documentation materials

@ INSIG2



Computer forensic lab
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Mobile forensics lab

@ INSIG2
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Conclusion

@ Tools and techniques in DF evolve faster than ever before, but..
Digital crime as well

@ INSIG2
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Thank you for attention! -~ * °
Questions are warmly welcomed

www.linkedin.com/company/insig2
www.linkedin.com/nina-tipura

X https://x.com/insig2 Itd

':/‘ '.L
@ info@insig2.com ,@’
b :: ; WWW.insig2.com

) YouTube https://goo.gl/53FHRo

@ nina.tipura@insig2.com

@ INSIG2
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http://www.insig2.com/
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AI AND CRIMINAL DEFENCE - FRIEND OR FOE?

A brief overview of the different Al applications with their risks and chances in collecting

#Digitalisation and #Al
in Criminal Justice

Lisbon, 26t — 27t September 2024

Mirjam Steinfeld, MBA, CFE

Attorney at Law | Salary Partner
Certified Specialist Lawyer for Criminal Law
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Disclaimer

= No specific recommendations
neither on wusage nor on
products or services.

= National professional codes
must be regarded.

= National Privacy Laws must be
observed.

= National markets and quality of
services may vary due to
languages.
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Goal of this presentation

© Clarify what Al can and
cannot do

© Share use cases for lawyers
and law enforcement

© Discuss pitfalls and chances
of implementing Al

© Discuss legal framework of
implementing Al

~ Share best practices

© QOutlook on future
developments
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Common (mis)conception
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2. WHAT 1S AI? w PARTNER

Definitions

» Human Intelligence: is what the test tests
(...), until further scientific observation
allows us to extend the definition.

= Artificial Intelligence (Al): refers to the use of
digital technology to create systems that are
capable of performing tasks commonly thought
to require intelligence.

» Machine learning: is variously characterized
as either a sub field of Al or a separate field,
and refers to the development of digital
systems that improve their performance on a
given task over time through experience.

= Deep learning: is a subset of machine
learning  methods based on neural
networks with representation learning.



https://arxiv.org/pdf/1802.07228
https://arxiv.org/pdf/1802.07228

2. WHAT 1S AI?

History (highly curated overview)

ROSINUS
@ PARTNER

1763

1942

1950

1956
1965

1997

2016

2022

Bayes' theorem and later Bayesian Networks

Isaac Asimov: ,The Three Laws of Asimov” in
Runaround

Alan Turing: ,Computing Machinery and

Intelligence”
=> Turing Test

Proposal for Dartmouth Summer Project

Moore's Law: the number of transistors in an
integrated circuit (IC) doubles about every two
years (later computational power)

Deep Blue's win against Garry Kasparov on the
second occasion.

AlphaGo beat Lee Sedol in GO (Monte Carlo
tree search algorithm)

ChatGPT is a generative artificial intelligence
chatbot based on a LLM

Hidden
Input
Output

CCBY-SA 3.0,
https://commons.wikimedia.org/w/index.php?curid=1
496812


https://en.wikipedia.org/wiki/Bayes%27_theorem
https://en.wikipedia.org/wiki/Three_Laws_of_Robotics
https://watermark.silverchair.com/lix-236-433.pdf?token=AQECAHi208BE49Ooan9kkhW_Ercy7Dm3ZL_9Cf3qfKAc485ysgAAA14wggNaBgkqhkiG9w0BBwagggNLMIIDRwIBADCCA0AGCSqGSIb3DQEHATAeBglghkgBZQMEAS4wEQQMjNQBw2PJxPxmaJsQAgEQgIIDEdoVoIusbdEnrpi5Aha6U45zN22EOlvgPfRdtIN_cbOuSUjf0mVl0DVsXWL2uT4A4dXzzSIO_HJbQW87MF8Z1jp5I4lXQi3G3fv8D5N-kcknF_uPAUSTlwKYdky7MHeeRm4NQHkreuc2YuyBhFnf-TCAWaIEEnbo97GWO1ul899kshyrZWTWc6p467g2OMRDB9lfu2hh_RkV6qYec-UqlWAZ7v5meXYpyV1jDw0Qo6IMZ7RydnbDTDZ4c-9Jsnv0ekq-G8gPYpQsEMeqqcipSDAvJBj9fwxtWLgnUX4vjRl3Ba4SYVcojInuu8soE1HMI5mz9GTiFvY8zU2lejikBhCXrLh39r7XYzUJcSBnJbBgd0qKqiaHik3cPU-3W1ESACN0gTqTXELYbezME9jLTGnIemAr8bRmgoVrjWxxVubMzvZQ4EFf4Hk5V_ThjGwLt92JIpCADPnskohZg1EgX-moCgym6pGnicMOFO8TVUokDrUJF5bbMRa8cjdmb9YhfstZHDUR5qS4mcpmEIHIPkjmZt1oFVtjA-0w3WX0ocUd9FoooQCIO7QjVWivOg0so4Ai-esdM3nqyYUmdBAr6CyzJbUQQQFXjs0TyVJfrUprnR3fODUR_inq3W7h9wQaSYQOz3o49mlzBt4Hd1itRO-SHy3orA-qwzNErlvgqNdmZo8TbmiF_C7Pn6OqmVFP6FwxTnxibJh9rzCplV03tCP2LSO1M1Em6rKqPZblp9hCTHeM3kwEW6r1QHzFPuWBg344uBnmyz1_0_EQcTtX4EkN8kNtAAW8Yzjwy_8J6tEFwGRkdYD7mAE6v5NpOKh0i8WzQCZcnBK8DrGf1kQeGiNOcNULAT1ibclGk7TzdQj-GoU_gKdGiQNRKvBOddfZ5qyXmblqOclHzfSQR70ocweObrf2IlXtuCKAmxVGY_JSu6EJpODocvApV_s1gIL-YRErBX-KWCE2y0H21qWaaMUVwtrTG7LP2yQvsagtDntPz1Uwtyt9H4gQkZ_6gJPp6JXoWFPJrzQ4A2BJVP7IMg9R
https://web.archive.org/web/20070826230310/http:/www-formal.stanford.edu/jmc/history/dartmouth/dartmouth.html
https://en.wikipedia.org/wiki/Moore%27s_law
By Sven Behnke - Own work, CC BY-SA 4.0, https:/commons.wikimedia.org/w/index.php?curid=82466022
https://en.wikipedia.org/wiki/AlphaGo
https://en.wikipedia.org/wiki/ChatGPT

2. WHAT 1S AI?

Applications of Al

Al

Natural Language Processing (NLP) and Large
Language Models (LLM): focus on the interaction
between computers and humans through natural
language.

Computer Vision: This branch deals with enabling
machines to interpret and make decisions based on
visual data from the world.

Expert Systems: These are Al systems that emulate
the decision-making ability of a human expert.

Speech Recognition: This branch
converting spoken language into text.

Recommender Systems: These systems provide
personalized recommendations to users based on
their preferences and behavior.

focuses on

Generative Al: can create new content, such as text,
images, music, or even code, based on the data it has
been trained on; generative Al can produce original
outputs.

ROSINUS
@ PARTNER

Application

language  translation, text and

sentiment analysis, chatbots.

image and video recognition, facial
recognition, autonomous vehicles

medical diagnosis, financial services,
and customer support

virtual assistants, transcription
services, and voice-controlled devices

movie recommendations,
recommendations

product

creative fields (like art and music),
content creation (writing articles or
generating code), scientific research
(like drug discovery).

10
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Artificial Intelligence Act (AIA or Al Act)

= 12th July 2024 : Al Act is published in the Official Journal of the European
Union

= Art. 3 : Definitions of ,provider” (= developer), ,deployer”(= User as in
implementing), etc.

= Art. 5 : Prohibited Al practices (Unacceptable Risk)

= Art. 6 : Classification High Risk Al i.e. applications for Law enforcement (Art.
6 (2) + Annex III).

= Article 14 : Human oversight “High-risk Al systems shall be designed and
developed in such a way, including with appropriate human-machine interface
tools, that they can be effectively overseen by natural persons during the
period in which they are in use.”

= Art. 27 : Fundamental rights impact assessment for high-risk Al systems
Assessment Requirement: Before deploying a high-risk Al system, public
bodies and private entities providing public services must assess the potential
impact on fundamental rights.

= Art. 113 : Applicability: Generally after 24 months (08/2026), Exceptions: 6
months for Prohibited systems; 12 months GPAI, Governance and 36 months
for High Risk Al systems

12



3. LEGAL FRAMEWORK
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GDPR

Art. 22 (1) GDPR

The data subject shall have the right not to be
subject to a decision based solely on
automated processing, including profiling,
which produces legal effects concerning him
or her or similarly significantly affects him or

her.

» Again human oversight and control is
provisioned by the law!

» Transparency toward the subject.

13
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4. APPLICATION BY LAWYERS

Friend

Problem

Large volume cases: For the defence, or internal
investigations or any other task that requires the
handling and analysis of big volumes of data.

Advocatus diaboli: If only there was a way to
have someone read through the statement and
find the weak spots.

(Legal) Searches: Try finding that one
judgement of the High Court for Labour Law on
criminal liability if you don’t remember any
details...

Graphics: an image says more than a thousand
words, particularly when describing the role of
the defendant in that VAT-Carousel involving 24
actors.

Standards: Requesting case files, requesting a
deadline extension, etc.

ROSINUS
@ PARTNER

Help

NLP and LLM: There are several options on
the markets already and plenty of law firms
are developping their white label solutions
for their national market

LLM and GenAl Proof reading beyond
simple spell check is possible and already
offered by some companies.

NLP and LLM: Be it through general LLMs
on the market or perhaps a solution that is
integrated into a legal database, it's a good
place to start.

LLM and GenAl: Through the use of so-
called text-to-image Al GenAl can create
images to mirror a given text.

LLM and GenAIL With short prompts entire
letters can be written to match the prompts
intentions.

15
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Foe

All applications of Al need

» human supervision and human quality control before products are
released.

= Qversight by a qualified person in the subject matter.

If not properly supervised Al may

= produce sources and information contrary to reality (halucinations).

= give answers correctly corresponding to laymen terms but not to
legal terminology.

= produce results that reflect the bias of the training data.

16
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5. APPLICATION BY LAW ENFORCEMENT PARTNER

= Image recognition
= je. CSAM
= File analysis
= j.e. specific searches, verifications and relationships
= Probing of assumptions and hypothesis
= Preventive police action
= j.e. customs checking freight containers for hazardous goods

L A

||||||||hI||I|||
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Foe

= Slippery slope to mass surveillance.

= Danger to National Security and
Integrity if neither hard- nor software is
produced in the EU.

= Use of Deepfakes as a trick by Law
Enforcement.

= Perpetuation of bias with even less
control.

= Self-fulfilling prophecies, l.e.
predictive policing

19
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Best Practice

= Alis a tool and should therefore be regarded, placed and supervised
as such.

= Al ist best regarded as the first year Trainees that are able to handle
matters by themselves if given clear instructions but surely should not
be left to their own device.

= Any use of Al within a professional context should only occur after a
top to bottom evaluation resulting in a Al-Policy that lays out when,
how and what kind of Al may be used within a law firm or institution.

21
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Tipping the scales

= in favour of shallow pockets regarding the financial burden of high-
volume cases, quality control and more

= in favour of resources for all parties, acting as an equaliser to mass
data, expert knowledge etc.

Requiring

= continued professional education to keep up with the possibilities
and limits of new (and old) technologies.

= broad societal effort to ensure that the models, their training data will
be and remain to be transparent.

22
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(O The landscape has changed drastically
in the last 5 years

> New opportunities for perpetrators

> New challenges for lawyers, prosecutors, and judges

> Technology is evolving faster than legislation and it
becomes harder to keep pace

ERA



(O New trends & modi operandi

v

Smart contract manipulation (see annex 1)

Fraudulent smart contract drainers (see annex2)

Phishing regarding seed phrases (see annex3)
Counterfeiting crypto tokens (see annex 4)

Business email compromise (see annex s)

Investment frauds using caller-id spoofing (see annexs)
Offline debit card transactions (see annex 7)

Fake CryptO giveaways (see Annex 8)

Remote access & bank loan misappropriation (see annex9)

vv vVV VV VYV

ERA



(O New trends in investigations

> On-chain analysis: mixers/tumblers (obfuscates crypto
transactions) and bridges (swaping between different
blockchains)

> (AI) Bots used to ,scam” the scammers

> Cannery tokens used to retrieve IP addresses

(O More obscure means of collecting evidence

> OSINT: retrieving information from data breaches from the
dark web without a warrant
> Scraping data from the Internet as mass surveillance

ERA






Source

(collection)

Movement Destination
(handling & storage) (presentation in court)

Documentation

ERA



(O Check if the device stores volatile (e.g.
most printers) or non-volatile data

O If data is volatile, live forensic/acquisition
must be used

ERA
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(O Make a forensic bit-stream image (clone)
before searching/extracting data
o Physical (unallocated space) vs. logical
acquisition (less data)
(O Bit-stream image should be sealed after
search and seizure or access to an
information system is completed

(O In some cases, creating a bit-stream image

is not feasible (e.g. smartphones)
o For CDs & DVDs is not even necessary

ERA



(O Hashing (MD5, SHA-256, etc.) is one of

the most important steps in digital forensics
o digital “fingerprint” for files, partitions, etc.

(O Hash values can also be used to search
for malware or child pornography

ERA



(O Lack of documentation regarding on-
chain analysis

(O On-chain analysis reports with
conclusions based on probabilities without
sufficient explanations

ERA



O Principle of transparency

> Al use disclosure

> Use of dark web data breaches disclosure

o The most relevant OSINT tools are scanning the dark
web for data breaches

o It can be a crime to acquire (download/buy) sensitive
information from data breaches

o Should you have a warrant for OSINT?
> Live data breaches (e.g. public APIs) disclosure

ERA






O Relying on experts

> In complex cases, judges must rely on experts
> It's impossible to know every detail about e-evidence

Difference between ,deleting data” (data is not lost) and wiping data (data is overwritten)

Difference between HDD (magnetic storage) and SSD (flash memory; &rim command)

Difference between volatile data (persistent) and non-volatile data (lost when power is turned off)
Difference between M(odify)A(ccess)C(creation) metadata on Windows, Linux, etc.

Difference between user activity (accessing child pornography) and system activity (antivirus scanning)
Relevance of touch command in Linux

Relevance of hiberfil.sys (content of RAM), pagefile.sys (hibernation, system crash, forced shutdown),
volume shadow copies (snaptshots of the file system from the past), registry hives (e.g. user activity)

o Relevance of thumbnail.db (even if the files where deleted/wiped), IconCache.db (recently used apps),
jump lists (recently open files), shellbags (what folders where accessed)

O O O O O O O

> Trust... but verify! ERA



ﬁ Linux terminal

$ sudo hexdump -C /dev/sda3 |
00000000 ©O0 00 00 00 0O ©0 00 00 00 00 00 00 00 00 00 00 |
00000010 ©0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |

00000400 53 ef ©1 90 ©2 00 00 00 O 00 00 00 02 00 00 00 |S

Client accused of deleting the sda3
partition

O

the expert used the hexdump
command to display the content in a
hexadecimal format

the expert interrupted the process
by using control + c in the terminal
(see NC)

on a Linux ext4 file system the first
1024 bytes can be zeros

the expert did not create a bit-stream
image

the expert din not mount the partition
in read-only to check for content

ERA



O Principle of virtualisation

> Any raw date should be presented to the courtin a

friendly ,,user interface”

> Recreations of digital crime scenes - demonstrative exhibits

> Displaying digital evidence in court - screen projections

ERA



“ A number of 161 thumbnail images identified on
partition 2 in the profile of user "John", the path
"Users\John\AppData\Local\Microsoft\Windows\Explorer" in files
named thumbcache_768.db, thumbcache 1280.db. The
thumbcache files are created by Windows Explorer when
accessing folders on the disk and represent a cache image of
the image files within the accessed folder.

Court-appointed expert in the criminal trial

ERA



Location

AppData » Local > Microsoft > Windows > Explorer

Thumbna” SiZQ)ate modifi;d

03/06/2022 14:11

%] thumbcache_2560.db 03/06/2022 12:45
%] thumbcache_96.db 03/06/2022 09:32
J thumbcache_768.db 02/06/2022 17:18
J thumbcache_48.db 02/06/2022 13:47
2] thumbcache_idx.db 02/06/2022 13:36
%] thumbcache_16.db 01/06/2022 20:05
%] thumbcache_32.db 01/06/2022 20:05
%] thumbcache_256.db 01/06/2022 20:05
%] thumbcache_1920.db 01/06/2022 20:05
J thumbcache_custom_stream.db 01/06/2022 20:05
] thumbcache_exif.db 01/06/2022 20:05
J thumbcache_sr.db )1/06/2022 20:05
%] thumbcache_wide.db 01/06/2022 20:05
%] thumbcache_wide_alternate.db 01/06/2022 20:05

@
File Edit View Tools Help

# Filename Cache Entry Offset
13 18378357dd98078a.jpg 1908182 B
14 4e4f522203988fcd.jpg 1912670 B
15 3931230ec3c646el.png 1917158 B
16 dcOb947b3ebled3a.png

17 -

18

19

20

21 3165126 B
2 33113348
23 3621888 B
24 : 4065778 B
b8ababbadalbb6e66.jpg
26 8d6e5S5bd7ffdd627.jpg 45571048
27 b451f97cd74ee617.png 4866076 B
28 adfdabe74b28a67d.jpg 5407468 B
29  dad888elede7561c.jpg 5600032 B
30  316a439e36e403ae.jpg 5899202 B
31 46698a0b2c69e98e.jpg 6091766 B
32 d51f1e255207f79a.jpg 6390936 B
33 6861f1301ca%alld.jpg 67532208
34 c00abOcefd62fdee.png 7115504 B
35  1c95e39693a8a89b.jpg 7492708 B
36  3bff62c5707ac5f0.jpg 7854992 B
37 d9419947a40b9004.png 80334948
38  b35f9102edbb3af0.png 85125348
39  d996cc804ffeda’.jpg 9060368 B
40  35702a2d8ead7835.jpg 9422648 B

Cache Entry Size Data Offset  Data Size

Data Checksum

Header Checksum Cache Entry Hash

| ] bBababbadalbbet6.jpg - 960x1280

7dd98078a
803988fcd
lec3c646el
'b3ebled3a

- (] X
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folder with multiple pages, each corresponding
to an item in the directory. Viewing a direc-
tory icon may trigger thumbnail creation for files
within the directory without the user previewing

them directly. Additionally, entries are createc
for files on removabhle media in the centralisec

-

*S. McKeown, G. Russel, P. Leimich, Fast Forensic Triage Using Centralised Thumbnail Caches on
Windows Operating Systems, in Journal of Digital Forensics, Security and Law, vol. 14, no. 3/2019
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“ Searches were conducted in the file system for the name
"Tropical Cuties Adry HC 008.MTS', and a JUMP LIST artifact
was identified (AutomaticDestinations stores entries
automatically generated by the Windows operating system
when a user launches an application, accesses a file, or
interacts with File Explorer). Each file is named with an
application ID value, followed by 'automaticDestinations-ms’,
indicating that on the date of 30.05.2021 at 16:15:17 UTC
(19:15:17 local time) in the path 'D:\New folder\New
folder\Andry Pack’, there existed a jpg file named "Tropical
Cuties Adry HC 008.MTS.JPG'

Court-appointed expert in the criminal trial

ERA



& eral00-George_Zlati-webcam-00h_00m_00s_453ms-StreamYard.wav - VLC media player

Medi

d—

a Playback Audio Video
Open File...

Open Multiple Files...

Open Folder...

Open Disc...

Open Network Stream...
Open Capture Device...
Open Location from clipboard

Open Recent Media

Save Playlist to File...
Convert / Save...

Stream...

Quit at the end of playlist
Quit

Subtitle Tools
Ctrl+0
Ctrl+Shift+0O
Ctrl+F
Ctrl+D
Ctrl+N
Ctrl+C
Ctrl+V

Ctrl+Y
Ctrl+R
Ctrl+S

Ctrl+Q

Potential App Name

View Help

1: ...Downloads/era100-George_Zlati-webcam-00h_00m_00s_453ms-StreamYard.wav
2: D:/poze/2018-09/IMG_3048.MP4

3: D:/poze/2018-09/IMG_3049.MP4

..DF Dump.zip.79b/PDF Dump Zlati/Sesiuni Audio/Taieturi/PartitieStearsa0256.mp3
..36d732b16f_PDF Dump.zip.16f/PDF Dump Zlati/Sesiuni Audio/175-111-2017.mp3
« T ZLATI/3. Cauzew_/selectii inregistrari/material final.mp4
7: .../Downloads/era100-George_Zlati-screen-00h_00m_01s_374ms-StreamYard.wav

8: C:/Users/GTX/Downloads/erab.mp4

N W A

9: ...Downloads/era100-George_Zlati-webcam-00h_00m_00s_453ms-StreamYard.mp4
10: .../Downloads/era100-George_Zlati-screen-00h_00m_01s_374ms-StreamYard.mp4

Clear

Linked Path

Ctrl+1
Ctrl+2
Ctrl+3
Ctrl+4
Ctrl+5
Ctrl+6
Ctrl+7
Ctrl+8
Ctrl+9

Jump list (previous
accessed files) on VLC
player

Forensic environment






(O Do not rely solely on email
screenshots & PDF prints

> You cannot analyse any metadata
> You cannot check for email spoofing

O Always retrieve the header &
source code of the email

ERA



Scenario

>

>

The accused worked for an NGO & used the email
office@ngo.com

After he got fired from the NGO, several partners
informed the NGO representatives that they received
emails from office@ngo.com signed by the accused

The email service provider could not provide any logs that
could prove that the accused sent those emails or that
there was an access to that email account

The accused was sent to trial for illegal access to a
computer/information system

ERA



“ The expression 'the email was sent using the email
address office@ngo.com' is incorrect, and the correct
expression is 'an email was sent in which the
sender appeared as office@ngo.com’

Court-appointed expert in the criminal trial

ERA



Laviero Buono 16:48

to contact »

Laviero Buono |buono@era.int
contact@zlati.legal

3 Jun 2023 at 16:48

Standard encryption (TLS)

Learn more

Hello George,

My name is Laviero and | want to give you 100
bitcoin. Just access the

link to claim your BTC.

*this is an example of e-mail spoofing. There was
no intent to produce

any legal consequences.

M Gmail

Knock Knock

1 message

Laviero Buono <lbuocno@era.int= Sat, Jun 3, 2023 at 4:07 PM
To: contact@zlati legal

Hello George,

My name is Laviero and | want to give you 100 bitcoin. Just access the
link to claim your BTC.

*this is an example of e-mail spoofing. There was no intent to produce
any legal consequences.

ERA



Original Message

Message ID <63dbef/dabba82a8fe41e1a5d521bb04 @era.int>
Created at: Sat, Jun 3, 2023 at 4:07 PM (Delivered after 2465 seconds)
From: Laviero Buono <lbuono@era.int> _
To: contact@zlati.legal
Subject: Knock Knock
SPF: FAIL with 1P 45.67 [ Learm more _ Sender policy framework fail
DKIM: 'PASS' with domain zlati.legal Learn more
oo mmmmmp Open in an email client cop oo

Download .eml file ERA



O SPF — sender policy framework

> It checks if the sending IP is authorized to send emails on
behalf of the domain.

> In this case the email failed SPF because the sending IP is
not listed as an authorized sende for the domain era.int

ERA



o TOOLBOX®

[=];

|
E O Copy/paste the header

O Check the results

ERA



Received: by 200©2:a0c:e60b:0:b8:626:29e6:8036 with SMTP id zl1llcspl784387qvm;
Sat, 3 Jun 2023 06:48:42 -0700 (PDT)
X-Google-Smtp-Source: ACHHUZ6c17deXQ74KFEVegdwXyunEdYAU+PCYntWZIrIMNOyAak/eJM2DIPXEGZVELSHALhh+YtX
X-Received: by 2002:a17:907:320a:b@:974:e755:9fde with SMTP id xg10-20020a170907320a00b00974e7559Tdemr1388498e]b.19.1685800122565;
Sat, @3 Jun 2023 ©6:48:42 -0700 (PDT)
ARC-Seal: 1=1; a=rsa-sha256; t=1685800122; cv=none;
d=google.com; s=arc-20160816;
b=5/7NqisviuuR5SXuxCV+p]53XN51f1sFDeCA4yiX5FbUgeiCxt6IXZIJuRCRTDmMHLUBU
be6d2aBILMmPI28vOVUI1icPaM+7u®BMq3RGYNELrrNl1e2udf091viraF1MunzwulLvdl
sNghRYkeTXIIP21HBapSvZ,/131TzC29cosKBz98 Nxgrm93sInxgRunhZtt9p590KXHP
k1l//8RcOzu889ETRUTDhKHIgW1+4F rDoINSXqqahoKrTRNe3PMyIRAF/GQvh+dMTVQXv
esQiYIJeIcxxqcal ICyIg9WMoDm/ d+F1fW5UZ/ZnQMhTc1hS+HIrG4BtIOBgcuUrxkUyo
0]IQ==
ARC-Message-Signature: i1=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=content-transfer-encoding:message-id:user-agent:subject:to:from
rdate:mime-version:dkim-signature:dkim-signature;
bh=6tWOUS1nQZ3aeNX4CvAtgbzyCciEXm2FyZIpQuWREO8=};
b=1fKDiyC1h/GbHvRvkhoZ50eus0o9IN6zIKc2XYdb6KDAN/KAxymuSwhQbz2amXEvHpu
WEOAP]5s8fRk+IC7y4PVIDfMEEIZVCKAFbcOFv2CMGOCFWVMh3SWI2R+1FCCXCVHAF2M
7JKIlejpqfnj8Td240tqu3SEdgDYkBI9+34cHak11lFeZSzmMhc1KKp@15nNvn49e114T
NR57rpXzRxHA4YESMmp+CY170UAppqas6fW2crrf TNpfR76MqerrR1YQGQ1dUemWH5G7 Z
mdd4SUGM3HAXNYVSDNV1EMeYKKcejwg331KXGpydu7bActhkicf001dS4FbMMGSd3WXH
1bHw==
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header i=@zlati.legal header.s= default header.b=gzJotg7i;
er. i=@penalmente.eu header.s=default header.b=Lap0x1j3;

spt=tail (google.com: domain ot lbuono @era.int does not designate 45. 6?.- as permitted sender)
smtp.mailfrom=1buono@@era.int

Return-Path: <lbuonof@era.int>

L XX



O You can have a PDF print and/or a screenshot in the
case file = virtualisation principle

O Always retrieve the .eml file and/or the
header/source code of the original email 2 raw data

O Ask the victim to provide the .eml file and the
header/source code fo the original email

ERA






O Why is this image not helpful?

O What is the proper way to
present the evidence?

ERA



17:04

{4 | "’“ George Zlati (You)

L) M

Today

8 Messages to yourself are end-to-end
encrypted. No one outside of this chat, not
even WhatsApp, can read or listen to them.

Learn more

Sending messages to myself. WOW!
16:56 W

The risks of =

CYBERCRIME

for the online gambling industry

16:56

O The problem

O
O
O

Incomplete timestamp

No phone number

It shows only part of the sent images
(gallery view)

You cannot check EXIF data (images
metadata)

O The solution

O

Export the WhatsApp conversation

ERA



Media, links and docs

Starred messages

Wallpaper

Save to Photos Default

Disappearing messages Off

Lock chat

Encryption
Messaages are er

d-t

Contact de?

Media, links and docs

Starred messages

Wallpaper

Disappearin

Lock chat

Encryption

Contact details

; WhatsApp Chat - You

Zip - D
ZIP Archive - 468 KB

O _BONM

AirDrop Messages

Copy

New Quick Note

Save to Files

WhatsApp

Gmail

(5

B




Mame Date modified Type Size

~ Today
|=; ---------- - WhatsApp Chat - You 9/22/2024 5:07 PM Compressed (zipp... 438 KB
Mame : Type Compressed size Password ...
5] _chat TXT File 1KB Mo
D0000003-PHOTO-2024-09-22-16-56-48 IPG File 457TEKE Mo
| _chat.txt - Notepad — ] >

File Edit Format View Help

A new version of Notepad is available.  Install

[22.89.2824, 16:56:37] You: Messages to yourself are end-to-end encrypted. No
one outside of this chat, not ewven Whatsfpp, can read or listen to them.
[22.89.2024, 16:56:37] George Zlati: Sending messages to myself. WOW!
[22.89.20824, 16:56:49] George Zlati: <attached: 0080868063 -PHOTO-2024-89-22-16-56
-48. jpg>

ERA






439-tE+ +69-LE+
125.1 LEI 152.1 LEI

TRATAT DE
CRIMINALITATE
INFORMATICA
VOL.I

Autor: George Zlati

Edit profile

George M R Zlati

Criminal Defence Lawyer 42 | Expert and Author on Cybercrime & Blockchain |
Authored Romania's First Treatise on Cybercrime §

© Romania (2 linktr.ee/zlati.george Joined April 2013

The username can be
changed in settings

ERA



Settings
Q Search Settings

Your account

<  |Accountinformation

Username
@GeorgeMRZlati

« Change username

Username

GeorgeMRZlati

Suggestions

GeorgeR
MrZlati
mr_zlati
GeorgelZlati

george_zlati

ERA



O Changing the username

>
>

>

Changing the username will change the URL of the profile

You cannot use the new URL to find previous content on the

Internet Archive

You need to ask the service provider for the previous username

> If the username has been replaced in the database, it may be
impossible to retrieve the previous username

> You can use APIs to fetch user details (including account ID)
by querying with the username

> Do you need a warrant to access data through an API?
> Public APIs vs. private APIs
> Terms and conditions for using APIs = exceeding the limits

of authorization?
TIP: search ,from:previoususername since:date until:date”

ERA



@elonmusk

Convert

Recent ID Conversions:

@elonmusk => 44196397

ERA



Elon Musk & [x]

O Can you trust a video capture
screen?

O The content can be easily
manipulated by using inspect
element in the web browser

ERA



ElonMusk® B8

554 176.1M

En

Posts

A Pinne

Elon Musk &

ONMUSK

You might like

™  Google

@ NASA

e
o

MrBeast &

Romania trends

#0scars2024

Samsung

ERA









Smart contract

Computer program Deployed on blockchain

Token swaps = swap ETH for SOL
Staking = receiving rewards
Bridges 2 move tokens from Ethereum to Solana

ERA



Fraudulent smart
contract

Sending
instruction
(function call)

Manipulated
smart contract

Material gain

+

ERA






Victim’s digital
wallet

Malicious smart
contract

Granting
permissions

Website/DEX

Fraudulent
transactions

ERA



©REVOKE

(Q

Take Back Control of Your Wallet.

When using dapps like Uniswap or OpenSea you have to grant them permission to spend your tokens and
NFTs. This is called a token approval. If you don't revoke these approvals, the dapp can spend your tokens
forever. Take back control by revoking your approvals.

WREVOKE

Take Back Control of Your Wallet.

| by rev
Abowanc
Wit
Usdienit
w

i N

§
3
!l
>

aled an a
ke back cont
Type
T
3
[ sor ]
T
b
d
L=vl

Check if your
digital wallet is
compromised

ERA



e
‘1
i ** ol

Revoke.cash confirms that
unlimited transactions were
previously approved through
smart contracts

ERA






Backup Recovery Phrase

These 12 words are the ONLY way to restore your wallet if you forget
your password. Please write them down and store securely offline.

“F
=.= ))) 1.liar 2.click 3.merge 4.scan b5.electric 6.early 7.garment
il

8. urban 9. wall 10. know 11. deliver 12. dinner

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 Do not save your Recovery Phrase on your computer or share it with

anyone - write it down or print it

E o Paper e

ERA



From
2048 words

12-24 random words

Backup Recovery Phrase

These 12 words are the ONLY way to restore your wallet if you forget
your password. Please write them down and store securely offline.

1. liar  2.click 3.merge 4.scan 5. electric 6. early 7.garment

8. urban 9. wall 10. Know 11. deliver 12. dinner

Do not save your Recovery Phrase on your computer or share it with
anyone - write it down or print it

™= Print Paper Wallet I've Written it Down

Recreate/clone a digital wallet on a
device under your control

ERA






Receive

Bitcoin
22.970,32 $

Ethereum
1.579,98 $

BNB Beacon Chain

305,09 %

Tether USD

BNB Smart Chain

305,09 $

34.364 USDT

34.364 USDT

Send Receive

Today

Transfer +34.364 USDT

From: Ox1Fb73...e9da4f6

Counterfeired

USDT on Binance

Smart Chain

ERA



ERC-20 token
(Ethereum)

ESDT
(MultiversX)

Counterfeiting virtual currencies

Anyone can create an ERC20 token on Ethereum with any
|

/\ Token imported

name, including creating fake versions of existing tokens
and tokens that claim to represent projects that do not have
a token.

L i .

his interface can load arbitrary tokens by token addresses
Please take extra caution and do your research wher
interacting with arbitrary ERC20 tokens

f you purchase an arbitrary token, you may be unable to sell
it back.

ERA




O Any token can be counterfeited
o you cannot remove the token at the
blockchain level
o it may be possible to remove the token
from a DEX interface with the help of the
developer

O Check on-chain for red flags

ERA



Overview BEP-20 Profile Summary

e Contract: 0X197401b874401baag27ebas6ad NN
$0.00 @ 0.000000 BNB $0.00

Total Supply: 1,000,000 USDT Decimals: 18

Holders: 12 addresses Social Profiles: Not Available, Update ?

e On-chain red flags

oxo4cfre3aesssrse7abdcoessh G ;’»;.‘1:354 QSDT $ooo - TOtal SUpp|y
- Total holders

- Total transactions
A total of 1 transaction found f = Smart Contract OWner

Transfers Info Contract @ Analytics 0x04cff53446515874bdc0e98b34 X a

Txn Hash Method G Age From To Quantity
Transfer 4 hrs 15 mins ago 0x1fb73495c8e99377afc IN 0x04cff634e468f5874bdc.. 34,364

[ Download CSV Export & ]

ERA






=Y

B ( E \ \ Sending a fake invoice

=Y

% m Q Manipulation
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Inside job from the bank / Compromised Email Data
commercial partner email account interception breach
Computer
forgery Sending fake invoice
Traditional lError '
fraud

ERA






Fictitious
crediting of the
client-account

Request for an
initial investment
by the , broker”

Counterfeiting
of virtual

Request for fees in
order to withdraw
the profit

currencies
(USDT, USDC)

(payment in BTC) (fictitious ROI)

Websites
Social media
Telegram/Whatsapp
Deep fake

Fake data Additional fraud

ERA
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0000 0000 0000 0000



O Your debit card is stolen

O You do not have money in the bank account

O The perpetrator initiates an offline transaction
o airplane / offline POS terminal
o there is no instant authorization
o the transaction is approved based on
card’s offline limits

ERA



O No real-time authorization

Funds are not deducted
immediately

0000 0000 0000 0000 _ _ o
_ O Risk of insufficient funds

ERA






JOIN THE GIVEAWAY

'We believe that Blockchain and ETH coin will make the world more fair. To speed up
the process of cryptocurrency mass adoption, We decided to run 50.000 ETH
giveaway.

To participate you just need to send from 5 ETH to 500 ETH to the contribution address
and we will immediately send you back 10 ETH to 1000 ETH (x2 back) to the address

you sent it from

NOTE: You can do it only one time

For example: Contribution Special BONUS:

- = H H R TR

Fake website promoted via

Telegram, Instagram, X, YouTube

or Google Ads

ERA



Transactions for Address

rererdq 7aeaz = A NS 2R A 4

From Te Age Value
a4 ouT 2FD11 g 728 ETH u
& Fake live crypto transactions
FD1 N igh 364 ETH - . -
incorporated in the website
a ouT Ox2FC22. 966 ETH
©
x2FC3 .
Oxd340 cuT 0x2FD11 right now 728 ETH
Ox1EF1 °
0x2FD11 N Oxd 240, right now 364 ETH
(edid ouT x2FB 3 min 382ETH
@
Ox2FB12.. N %4240 3 min 191 ETH

ERA



Age From T To T Value

5 days 16 hrs ago 0xf5b89dchb3d2elda. .. ouT 0x07fc314efdd1chb0ac... 26.50116348 Ether
5 days 21 hrs ago 0xbc15704ede37b%aal IN Oxfbb@9dchh3d2elida. .. 3 Ether

5 days 21 hrs ago 0x9al1chb1b32fe754e9. . IN Oxfbb@9dchh3d2elida. .. 0.02128006 Ether
& days 26 mins ago 0x3adc26149b639d123 IN Oxfbb@9dchh3d2elida. .. 3.2 Ether

& days 1 hrago 0x923934da23302328¢ IN Oxf5b89dchh3d2elida. .. 3.02 Ether

& days 3 hrs ago 0x91fd4939cblafébaie IN 0xf5b89dchh3d2elida. . 2 Ether

& days 3 hrs ago Oxd424ecl552e23a2160 IN Oxfbb@9dchh3d2elida. .. 3.3 Ether

& days 4 hrs ago 0x6929¢c3df526d9b310... IN Oxfbb@9dchh3d2elida. .. 0.85554258 Ether

ERA



O Check the public address of the sender

O It should be a smart contract with available funds

O There should be a lot of in/out transactions

ERA






Anydesk
Teamviewer
RAT

N

Remote
access

Bank loan

ERA



Towards digitalisation in criminal
justice: presentation of the e-CODEX
system

#Digitalisation and #Al in Criminal Justice

Lisbon, 26 September 2024
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1. Main elements in the cross-border interoperability EU scene

The main concepts in for the judicial cross-border interoperability are next:

The e-Justice Communication via Online Data Exchange system is a decentralised and
e-CODEX . . e

interoperable system for cross-border communication for the purpose of facilitating @‘
the electronic exchange of data, which includes any content transmissible in electronic ‘
form, in a swift, secure and reliable manner in the area of judicial cooperation in civii €-CODEX
and criminal matters (Regulation - 2022/850 - EN - EUR-Lex (europa.eu)).

system

. It should be comprised of back-end systems in the Member States and the relevant ‘ Vet
Decentralised IT . . . . . . -

I Union bodies and agencies, and interoperable access points (APs) through which 0 ~
system (DITS) those systems are linked using secure interconnections. The APs of the DITS should ./ o

be based on e-CODEX (Regulation - 2023/2844 - EN - EUR-Lex (europa.eu)).

The connected systems can be either the national CMS or the reference implementation software:

. IT systems developed by Member States to handle the judicial proceedings.

National case . : : R .
They address the specific requirements of the national judicial framework, its

managment systems organisation, actors and processes. They can be integrated with e-CODEX. d
eEDES portal The e-Evidence Digital Exchange System is a software developed by the @ =
(reference European Commission that is integrated with e-CODEX. Competent
imol tati authorities can use this portal to connect to the DITS in case their national CMS —
implementation) is not integrated with it. Portal

OFFICIAL USE
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https://eur-lex.europa.eu/eli/reg/2022/850/oj
https://eur-lex.europa.eu/eli/reg/2023/2844

1. Main elements in the cross-border interoperability EU scene

Example: a judicial authority from Germany needs to send a European Investigation Order (EIO) to a competent authority in Spain.

g b
EIO

Portal
or

OFFICIAL USE

Access point
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/ o o

Connector Gateway
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Confirmation
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2. Key concepts about the eEDES Portal

@5 The eEDES Portal (e-Evidence Digital Exchange System) is the tool provided by the European Commission as the
— reference implementation software to facilitate the cross-border electronic exchange of judicial cooperation
Portal instruments between competent authorities.
i
. e
The core ideas about the eEDES portal are next: & ﬂ 'j .
. wEim
— It is connected to the It allows to fill out
— Criminal Court forms and attach
— Database to identify documents.
sender and recipient.
The European Commission is responsible for creating, developing It provides functionalities for the digital B N
» - It manages the It is connected to
k exchanged messages. eTranslation.
ecoee ' G & .
It is installed and operated by each Member It is not a case management The European Commission foresees
State, which is responsible for managing user system. Thus, it cannot substitute the implementation of services to

integrate national CMS with eEDES.

Co-funded b
the EuropeaﬁJnion 5

access and data security. them.
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https://eur-lex.europa.eu/eli/reg/2023/2844

3. Why the eEDES Portal?

To speed up the implementation of cross-border electronic exchange of |
European legal cooperation instruments via e-CODEX.

iy
G 25

€-CODEX

eEDES Portal
SN S
e-CODEX aims to make the national justice systems of the The eEDES Portal is meant to SRR R Clil S ) CRR (o)
different Member States interoperable among themselves. exchange electronically on e-CODEX, even if their national systems
. i . . . are not yet integrated with e-CODEXS
The integration of national systems with e-CODEX requires Y g
different efforts in each Member State. In order to start Member States can choose to use the eEDES Portal (reference
exchanges at European level, all Member States must be implementation software) as a solution for electronic exchange,
ready at a specific moment for each instrument. especially if their national case management systems are not
. integrated with e-CODEX.

.

The eEDES Portal contributes to facilitate the availability of Member States

connected via e-CODEX and thus to speed up electronic exchanges on e-CODEX.

OFFICIAL USE Co-funded by,

the European6Union 6




4. Pilot exchange: European Investigation Order

ﬁ} European Investigation Orders exchange

Pilot project sponsored by the European Commission for the electronic exchange of European Investigation Orders.
First EU judicial cooperation instrument implemented in the eEDES Portal, which runs on top of e-CODEX.

April 2022 (beginning): Germany, Latvia, Poland, Portugal and Spain.
18 May 2022: first EIO exchanged (Spain = Germany).
14 July 14 2022: second EIO exchanged (Portugal = Spain).

September 2024: participating countries are Austria, Belgium, France,
Germany, Hungary, Latvia, Luxembourg, Poland, Portugal, Slovenia, Spain
and Sweden.

NI N NN

-9
‘ “ Relevant milestones

+10 courts / Competent
+30 Public Prosecutor’s Offices authorities

Provincial Prosecutor’s Offices (+20)

v Central Instruction Courts of the National High Court (6) v
Y Instruction Court no. 32 of Madrid v’ Special Anti-Drug Prosecutor's Office
i v
v v

Instruction Court no. 4 of Torremolinos (Malaga)
International Cooperation Unit of the Public Prosecutor's Office

Special Prosecutor's Office against Corruption and Organized Crime

OFFICIAL USE Co-funded by7
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5. The Spanish strategy

Alawyer submits a e e e e e e e e e e o o

/aWS.u't/ doc'f”.ﬂen.t & Phase 1. Working with national CMS and eEDES Portal
receives notifications

All documents reach

\
I I
| I
I I
LexNET the national CMS I Manual intervention :
ex e.g. Minerva / : / RPA automation :
L] L] I v
8 | eEDES Portal |
Atena I |
. | l
Electronic , l
Judicial Office e e e e e == - Competent &
(T - T T T T T T TS T T T T TS s T TS - authority from
A citizen submits a I another MS
lawsuit/document & I
receives notifications !
I
I
I No need for manual intervention; EU
: cases are part of the national CMS
I
| Phase 2. Working with national CMS only
\ e e e e e o e e o e e o e o o o — — — — — — — — — — — — — — — — o —
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6. Instruments supported by the eEDES Portal

Legal instruments

@!_ Legal acts of the European Union providing for communication between competent authorities, including Union
— agencies and bodies, and between competent authorities and natural and legal persons in civil and commercial
Portal matters.They should be complemented by establishing the conditions for conducting such communication

through digital means.

The eEDES Portal supports these instruments currently:
* EIO and ITN requests, according to the European Directive 2014/41/EU

*  MLA request, according to Council Act of 29 May 2000

@
\_/O
g The eEDES Portal will support more instruments:

» Service of documents (SoD) - digital exchange will be mandatory by May 2025: Regulation (EU) 2020/1784

» Taking of evidence (ToE) - digital exchange will be mandatory by May 2025: Regulation (EU) 2020/1783

* Electronic evidences (e-Evidence): Regulation (EU) 2023/1543

» Digital information exchange in terrorism cases: Regulation - EU - 2023/2131 - EN - EUR-Lex (europa.eu)

* 24 legal acts listed in Annexes | and |l of the Regulation on the digitalisation of judicial cooperation and access to justice in
cross-border civil, commercial and criminal matters: Regulation - 2023/2844 - EN - EUR-Lex (europa.eu)

The eEDES Portal only implements the common aspects defined in the European Union legal acts:
OFFICIAL US

* National transpositions/aspects/functionalities particular to the Member States are not covered by the eEDES Portal.
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32014L0041&qid=1664870491242
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32000F0712(02)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32020R1784
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32020R1783
https://eur-lex.europa.eu/eli/reg/2023/1543
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202302131
https://eur-lex.europa.eu/eli/reg/2023/2844

6. Instruments supported by the eEDES Portal

Regulation on the digitalisation of judicial cooperation and access to
@!_ justice in cross-border civil, comercial and criminal matters

Portal Commitology committee

This committee chaired by the European Commission is defining, among others, the digital procedural standards
as defined in Article 3(9) of Regulation (EU) 2022/850:

‘digital procedural standard’” means the technical specifications for business process models and data
schemas which set out the electronic structure of the data exchanged through the e-CODEX system based

on the EU e-Justice Core Vocabulary.
Deadline for the adoption

of the implementing act

Small Claims, European Order for Payment, European Investigation Order, European Arrest 17 2026
1st batch Warrant and Freezing and Confiscation Order. 2dl

Legal Aid, Protection measures in civil matters, European Account Preservation Orders,

Insolvency, Custodial sentences and deprivation of liberty, European Protection Order. 17 Jan 2027

Succession, Matrimonial property regimes, Property consequences of registered partnerships,
Freezing Orders, Confiscation Orders, Financial penalties, Conflict of jurisdiction. 17 Jan 2028

European Enforcement Order, Maintenance obligations, Brussels | Regulation, Brussels Il b
Regulation, Probation Measures, Supervision Measures.

17 Jan 2029

OFFICIAL USE
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7. How the eEDES Portal looks like

My Dashboard

General overview of the eEDES Portal after the user login.

jmgonzalez s1es1 (=)

m European
Commission
= o &

My Dashboard

=m ©-Evidence Digital Exchange System

®m  Dashboard . F
Last edited ca
<> Issued requests My tasks
©  Received requests Issued requests n Received requests n Drafts JE] .
B Draft DEMO signed read... "
rafts
) ) EIO 04/11/2023 19:22
EIQ-PL-CZ-2023-11-04- DEMO just received -
e 04/11/ ’ I Issued
4 Downloads Re/e0as 0002-1 ACK pending B CZ El0 &+ .
P EI0-PL-CZ-2023-11-04- DEMO just received, ACK . _ " N
04/11/2023 i Se heCZ  EIO & Deleted
-PL - -2023-11-04-
04/11/2023 E'UO:I: s DEMO signed request hm CZ IO & Issued
EIQ-PL-CZ-2023-11-03- DEMO_Case fora
03/11/2023 = i g El :
e 0003-1 complete overview B CZ g — @
P EI0-PL-CZ-2023-11-03 DEMO_new request
03/11/2 .
03/11/2023 =il e Bm CZ  EIO & @
03/11/2023 E'Uci,l'fl1"‘? 20231103 pei6 10 be withdrawn B CZ  EIO I w
. EIQ-PL-CZ-2023-11-03- EJN/DEMO_Overview of =
03/11/2023 il sk hmCZ  EIO & Deleted
03/11/2023 E:%’E'CZ'EGH (F FL MGO_flujosimple_2023 I C7 EID & @

*@example.com
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7. How the eEDES Portal looks like

Issued Requests
(issuing authority)

n European
Commission

List of the requests issued from my judicial authority.

. L jmgonzalez s1es1 @ &
= ©-Evidence Digital Exchange System

v

= 13
= e A
@ Start new request |Ssued Requests
Dashboard
i Deadli
e e My issued requests eadlines
Received requests Title, reference number or National Case Number Request type
Drafts Q search TGRS EIO MLA ITN SoD A
Show only urgent cases
Downloads SoD B ToE A ToE L
& Download selected (0) [| @ Delete Case (0) + Show search filters X Clear all filters
L Issued date * Ref 2 ‘ National Case No. * To ¢ Type ¢ Status =
04/11/2023 EI0-PL-CZ-2023-11-04-0002-1 DEMO just received - ACK pending b CZ El0 & @
04/11/2023 EIO-PL-CZ-2023-11-04-0003-1 DEMO signed request b= CZ ElO o @
03/11/2023 EI0-PL-CZ-2023-11-03-0003-1 DEMO_Case for a complete B CZ EIO & @
overview
03/11/2023 EIO-PL-CZ-2023-11-03-0005-1 DEMO_new request process b CZ ElO o+ @
03/11/2023 EIO-PL-CZ-2023-11-03-0004-1 DEMO_to be withdrawn b= CZ ElO F-S w
03/11/2023 EI0-PL-CZ-2023-11-03-0001-1 MGO_flujosimple_202311030924 b CZ EIO o @

*@example.com
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7. How the eEDES Portal looks like

Sample Request

W S i Tabs of a request (overview and events are common to all instruments).
(issuing authority)

jmgonzalez s1es1 &

m European
Commission

o 13

= e A

@ Start new request

®m  Dashboard

= ©-Evidence Digital Exchange System

DEMO_Case for a complete overview National Case No. L)

2> Issued requests

EIO-PL-CZ-2023-11-03-0003-1 Copy Case & D @ nm Ve
Received requests
Drafts
Overview  Annex A Annex B Outcome Event & Message Timeline

Downloads

& Get PDF / Print

Request Data Request Data 0

SECTION A

EUROPEAN INVESTIGATION ORDER (EIO) Attachments
SECTIONB
I This EIO has been issued by a competent authority. The issuing authority certifies that the issuing of this EIO is necessary and Document.pdf
b proportionate for the purpose of the proc within it taking into account rights of the suspected or accused person
and that the investigative measures requested d have been ordered under the same conditions in a similar domestic case. | 03/11/2023 17:58
SECTION C requested that the investigative measure or me d specified below be carried out taking due account of the confidentiality of
vestigative measure(s) to be carried out the investigation and that the evidence obtained as a result of the execution of the EIO be transferred Document.xmi
03/11/2023 17:58
EIO
SECTION E
t n concerne
SECTION F
s for v ued
SECTION G
Grounds for issuing the EI(
*@example.com
e-Evide IV-0.4.0 SECTIONH
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7. How the eEDES Portal looks like

Sucessful Submission

W P ) Once the request has been signed (not covered by eEDES), it can be sent.
(issuing authority)

E a : . jmgonzalez s1es1 @ @
Bl o, | am e-Evidence Digital Exchange System

v

= 13
= e A
Start ne est
Issued Requests
Dashboard
i I
Issued&equesls My issued requests Deadlines
Received requests Title, reference number or National Case Number Request type
Drafts Q e Al £10 MLA ITN SoD A
Show only urgent cases
Downloads SobD B ToE A ToE L
£ Download selected (0) || Wl Delete Case (0) + Show searchfilters X Clear all filters
! ¢ Issueddate ¢ Ref ¢ Title ¢ } To Type * Status ¢
03/11/2023 El0-PL-CZ-2023-11-03-0005-1 DEMO_new request process b CZ El0 & @
04/11/2023 EI0-PL-CZ-2023-11-04-0003-1 DEMO signed request b= CZ EIO -t @
03/11/2023 EI0-PL-CZ-2023-11-03-0004-1 DEMO_to be withdrawn s CZ EIO o @
03/11/2023 EI0-PL-CZ-2023-11-03-0003-1 DEMO. Oae for 8 compless heCZ  EIO &
overview
03/11/2023 EIO-PL-CZ-2023-11-03-0001-1 MGO_flujosimple_202311030924 s CZ ElO F-% @
04/11/2023 EIO-PL-CZ-2023-11-04-0002-1 DEMO just received - ACK pending b= CZ EIO &
04/11/2023 EI0-PL-CZ-2023-11-04-0004-1 DEMO signed ready TO BE SENT b CZ EIO &+ @
(- o .
*@example.com

The request has been sent
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7. How the eEDES Portal looks like

Received Request

ol . The recipient authority can find the received request in the list.
(recipient authority)

m European | . . jmgonzalez s2es1 @ &
commission | m €-Evidence Digital Exchange System S
- 12
= @ A
@® Start new request i
Received Requests
Dashboard
M ived t Deadli
T y received requests eadlines
Received requests Title, reference number or National Case Number Request type
Drafts Q ® Al ElO MLA ITN SoD A
Show only urgent cases
Downloads SoDB ToE A ToEL
X Download selected (0) W@ Delete Case (0) + Show searchfilters X Clear all filters
Received date
1 s = Ref = Title # National Case No. * From = Type = Status *
03/11/2023 EIO-PL-CZ-2023-11-03-0001-1 MGO_flujosimple_202311030924 mm PL ElO pm
03/11/2023 EIO-PL-CZ-2023-11-03-0004-1 DEMO_to be withdrawn = PL ElO &
03/11/2023 EIO-PL-C2-2023-11-03-0005-1 DEMO_new request process = Pl ElO f.
03/11/2023 EIO-PL-CZ-2023-11-03-0003-1 DEMO_Case for a complete overview mm PL EIO - @
04/11/2023 EIO-PL-CZ-2023-11-04-00021 DEMO just received - ACK pending mm PL EIO -
04/11/2023 EIO-PL-CZ-2023-11-04-0003-1 DEMO signed request = PL EIO &
04/11/2023 EIO-PL-CZ-2023-11-04-0004-1 DEMO signed ready TO BE SENT mm PL EIO -
*@example.com
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Questions & Answers
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Thank you for
your attention

Oscar Palomo Diaz

oscar.palomo@miju.es




i

Presenting evidence In court;
e-files, videoconferences and
remote trials.

Andrea CRUCIANI
Judge at Military Tribunal of Naples




Online remote trials

- 1) 9 march 2020 - 31 July 2020 (pandemic 1):

~ Parties consent not needed.

- 2)up to 31 december 2021 (pandemic 2):

- Parties consent needed.

- 3) up to 31 december 2022 (pandemic 3) and present:

- No remote trials, except for detainees.



Attending remote trials

Creating a Microsoft Teams Channel for each single proceeding; Inviting
by e-maiIS a” the pal‘ties W|th gueSt'IinkS (“Join Microsoft Teams Meeting”).

Checking the quality of the connection (utwps:mww.youtube.compmatchzv=icoorzoyisy @and
giving specific instructions on the functioning of remote trials.

Defence lawyers certifies the identity of the defendant (when not a
detainee).

In public hearings members of the public may attend a virtual hearing
(microphones and cameras turned off) with e-mail invitation-link by the
registar. Media coverage.


https://www.youtube.com/watch?v=lGOofzZOyl8

Presenting evidence.
Physical evidence.

= Documents:

- Most documents are now e-files (police criminal reports; witness statements;
defensive investigations). In remote trials e-files are uploaded in the documents
file of the Microsoft Teams channel;

- When documents are not generated in an electronic format they must be first
scanned in pdf and then uploaded in the system;

s Other physical evidence (DNA samples; finger prints; drugs; weapons
or ammunitions...) are presented by uploading photographs
and examining expert witnesses;

= Challenges on physical evidence may require the
parties to be present in-person;



E-evidence.
Admissiblility.

m Before and after 2021 (cieu, Grand Chamber, 2 March
2021, H. K. c. /Prokuratuur, C-746/18).

m Documents (pictures or office documents stored in the memory of
pc or smartphone); Police ’

N M_all (e-mails; whatsapp messages); Public prosecutor;

= Telephone and e-communications services
m(GPS positioning); Judge;

= Interception of communications  (telephone
interception; active chats); Judge (stricter conditions);




E-evidence
Presentation.

= Defence lawyers challenging e-evidence;

= The role of the computer forensic expert
as an expert witness.



Withess
videoconferencing

Detainees and protected witnesses: security reasons and time/cost effective
measure;

Sanitary reasons during Covid-19 pandemic;
More efficient (less costs; limits geographical or health impediments);

Transparent and repeatable evidence (for both lawyers and judges, appeal
courts); reasoning and demeanour; change of panel judge;

Interaction with remote trials and Al tools.



«5 How does it §
WOrk?

- Setting up the courtroom with proper technical equipments.

- Witness failure to appear by videoconference.
- Witness identification.

- Instructions to the witness.

- Presentation of authorized documents.

- Consequences of unclear guidelines:
- The case Avsenew v. State of Florida (6) SC18-1629 Peter Avsenew v. State of Florida - YouTube



https://www.youtube.com/watch?v=FmUR2zSBL6k

" m E Evaluating witnesses
o and Al
!

N>
m Credibility (reliability; trustworthiness: truthful or untruthful?):
from polygraphs to Al tools: eyes and demeanour tracking;
blood pressure measurement (transdermal optical imaging and
the Pinocchio Effect); brain imaging;

= Accuracy (right or wrong?); perception, memory, deposition;
ADVOKATE; nInEEE technology; Virtual
theater/simulation/reconstruction; ChatGPT Image Generator;
Metaverse and avatars;

= From demeanour to consistency: algorithms checking witness
declarations for gaps/incoherences/contradictions; Virtual
practitioner;



: I\
I : 1]

" Closing statements In
remote trials

B TeChnica”y feasible (members of the panel take the decision in

a videoconference-chamber; screen-sharing functionality for judgement
reading);

= In-presence and humanity in sensitive

criminal trials (Capital punishment virdicts on Zoom in some
countries have been heavily criticised).



AN

i <l Takeaways.

= Pros:

= Efficiency (time, costs, security, accuracy), neutrality,
predictability and uniformity;

= m Cons:
l‘ = AI algorithms transparancy and intellectual property; cyber

attacks; data leaks; deep fakes; judicial overconfidence;
standardization of the justice system;

The irreplaceable role of judges in ensuring «under user
control» and fairness of criminal proceedings.



AUTOMATED GENERATED
EVIDENCE?
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ERA, Lisbon — 26-27.9.2024
Serena Quattrocolo, Professor of Italian and European Criminal Procedure, Universits diTorino
. . . = ipartimento di Giurisprudenza
University of Turin
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IS THERE SUCH A THING?

Legal Studies In International, European and Comparative Criminal Law 4
Serena Quattrocolo
Artificial Intelligence, Computational Modelling and Criminal

Proceedings
& Framework for A European Legal Discussion

This book discusses issues relating to the application of Al and computational modelling
in criminal proceedings from a European perspective. Part one provides a definition
of the topics. Rather than focusing on policing or prevention of crime - largely tackled
by recent literature - it explores ways in which Al can affect the investigation and
adjudication of crime. There are two main areas of application: the first is evidence
gathering, which is addressed in Part two. This section examines how traditional
evidentiary law is affected by both new ways of investigation - based on automated
processes (often using machine learning) - and new kinds of evidence, automatically
generated by Al instruments. Drawing on the comprehensive case law of the European
Court of Human Rights, it also presents reflections on the reliabllity and, ultimately,
the admissibility of such evidence. Part three investigates the second application area:
Judicial decision-making, providing an unbiased review of the meaning, benefits,
and possible long-term effects of ‘predictive justice in the criminal field. It highlights
the prediction of both violent behaviour, or recidivism, and future court decisions, based
on precedents. Touching on the foundations of common law and civil law traditions,
the book offers insights into the usefulness of ‘prediction’ in criminal proceedings.
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The law of evidence is the area of criminal
procedure with the lowest level of
harmonisation

In every legal order, the law of evidence is rich
of different and non-normative definitions

SEVERAL IMPORTANT CAVEAT:

Lawmakers are reluctant to rule on evidence
law: New technical solutions are seldom
regulated under the evidence point of view

New scientific/technical achievements often
Let’s try to understand cause complete caos in the application of the

each others law of evidence

We need to adapt our legal definitions




EVIDENCE & THE

DIGITAL TURN

Digital evidence/E-evidence

Budapest Convention on cyber crime (iunder
amendment process)

Procedural provisions

Protocols for gathering e-evidence

But what do these pieces of
evidence prove?

What does a conversation on a
digitial platform demonstrate?

Chain of custody

\

admissibility and evaluation of digital evidence
are based on specific conditions, pre-established by
law: reliabilty of a piece of evidence stems from a
pre-determined process applied for gathering it

SEE REG. 2023/1543/EU AND DIR.2023/1544/EU

> TELEGRAM CASE-STUDY
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Abstract:
The paper focuses on how computational models and methods impact on current legal systems, and in partic-
ular, on criminal justice. While the di don about the Ity of the exploitation of learning machines and

Artificial Intelligence {Al) either as surveillance means and human substitutes in the judicial decision-making
process is arising, the authors reflect upon the risk of using AT and algorithm-based evidence in criminal pro-
ceedings. The claim of the paper is twofold: on the one hand, we should reinterpret todays legal frameworks,
e. . the European Convention of Human Rights, shifting the attention from possible viclations of the right to
privacy to potential infringements on a basic fair trial feature, the Equality of Arms. On the other hand, we
should aknowledge that main legal issues, triggered by the breathtaking advancements in Al can properly be
addressed mainly through technical solutions {e. g methods for ing the compl and corr of
digital evidence related to mobile devices and conversations). Mo legal theary, which overlooks the crossover
of juridical and computational expertise, will survive the present time.

Keywords: algorithm, data protection law, evidence, fair trial, forensic analysis
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1 Introduction

Maoﬂllede:mmuﬂm'ﬂediglmlm,hmﬂmadymfmdmdMMpedpmplf s daily lives
and thelr mutual interactions, especially because computational systems are now used as decision tools in
many areas of the public and private domain, traditionally ruled by human decisions. Computational mod-
elling, along with Artificial Intelligence {"AI"), robotics, the internet of things, and more,” enacted a trend of
delegating decisions to both automated systems and autonomous artificial agents, that has ralsed a number of
critical issues. Weapons of Math Destruction, by, Cathy O'Meil, first tried to shake and walke-up the public opin-
ion, with regard to the risks of inequality and discrimination behind the uncontrolled use of big data

able to even threaten pillars of the rule of law and democracy.” In Al4People — An Ethical Framework: for a Good Al
Society: Opportunities, Risks, Principles and Reconmmendations, Luciano Floridi and his research group, Al4Feople,
extensively focus on the risks of developing a non-properly monitored Al soclety, setting forth principles and
recommendations to be followed either by policy makers and private stakeholders.? Thus, we must acknowl-
edge that the use of computational modelling is a matter of normative challenges, both because of possible
unfair outcomes — ending up with discrimination - andﬁurthemfamaﬂveeﬂ‘emitmayintpl}rh:q:mgmg
mmwh&md&dﬂmrumﬁngpmmdmlﬂwmmﬁtmm%w
mld\an&lemepmhﬂllyofrep]aﬂn& augmenting human decision-making with algorithms * In particular,
after the very famous Compass case,” more awareness grew up around the topic of allocating (even parthy) ju-
dicial dectsions to computational models. Being deeply entrenched into the foundational values of the .
criminal justice tends to be considered an “out-of-reach’ realm for technology, whose use in criminal trial is
submitted, in many jurisdictions, to the ‘Daubert test’, stipulated by the U.S. Supreme Court in the Nineties of
r.hepmm’ﬂm,ﬂmpmﬁju&dmnfﬁee—nf—ouatdigimldnmmﬂuiﬂmensﬂymlhlenysmuf
processing them is penetrating the domain of criminal justice in various ways.

‘Within this fra k, on December 2018 the CEPE]® released the European Ethical Charter on the Use of
Al in JTudicial Systemns.” The soft-law document, based on five principles,' sets the spotlight on some general
issues that affect any application of computational modelling and artificial intelligence to {continental) judicial
systems. Although being not binding, the Charter sets forth minimum standars to start a genuine legally-framed
discussion on the topic. In particular, the first principle recommends that the use of Al and other automated

Qua s th ding asthor.
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Digital devices incorportating Al tools tend to operate
without a specific (human) external input such as loT

loT objects may provide crucial infromation for
AUTOMATEDLY criminal investigations and evidence for trial

GENERATED
EVIDENCE This is not 'traditional ‘e-evidence’

loT is coded for commercial purposes and is not
designed for transparency







AN UNEXPECTED QUESTION...
WHAT IS EVIDENCE

Although few codes of criminal procedure define
'what evidence is’, we take it for granted that
EVIDENCE is a piece of information able to

DEMONSTRATE A FACT

The court admit evidence related to the fact to be
proved

e.g., in ltaly, such facts refer to the accusation, to the
defendant’s personal conditions, or impinge on the
application of procedural rules...

It can be direct or indirect demonstration, based
on the number of inferences necessary to get to
from the piece of evidence to the fact




THIS IS NOT A

THEORETICAL QUESTION

at all. ..

N
AUTOMATEDLY
GENERATED

EVIDENCE
ADMISSIBLE?

Are we able to assess what it
demonstrates!?

can a smart fridge turning on
to counterbalance the heath in
the room demonstrate a fact
such as a person was in the
room?

Are we able to assess how it
has been generated!?

Which is the process that
triggered a specific output in
the functioning of an loT tool?




AUTOMATEDLY GENERATED EVIDENCE IMPLY A
FULL PROCESS OF ADMISSIBILITY,
MOVING FROM THE VERY NATURE OF EVIDENCE,
THE CAPABILITY OF DEMONSTRATING FACTS




EU LEGISLATIVE ‘PACKAGEFE’
ON E-EVIDENCE, 27 JUNE 2023

REGULATION 2023/1543 DIRECTIVE 2023/1544

E-evidence refers to digital data, such as emails, text
messages and traffic data, that is used to investigate and
prosecute criminal offences.

European production order:judicial authorities will be
able to directly request electronic evidence from service
providers — such as telecom or social media companies
— based in another member state. The service providers
will be obliged to respond within 10 days, or 8 hours in
emergency cases.

Service providers that offer their services in the EU must
appoint a legal representative or designate an
establishment to which judicial authorities can send
their e-evidence orders.




E.L.I. PROPOSAL FOR A DIRECTIVE ON
ADMISSIBILITY OF DIGITAL EVIDENCE

Article 4: General Article 5: Absolute Article 6: Non-

inadmissibility of

rules on absolute
admissibility of : inadmissibility of
. evidence .
evidence evidence

Article 7: Article 8: Rules on
Admissibility of electronic evidence
electronic and forensic

evidence standards




To re-establish the
equality of arms, as

provided for by the
inner concept of
fair trial,




THANK YOU

ERA, Lisbon — 26-27.9.2024

Serena Quattrocolo, professor of Italian and European Criminal Procedure, Universita di Torino
. . . = Dipartimento di Giurisprudenza
University of Turin
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