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a.k.a Open Source Intelligence (OSINT)

Two aspects:

(a) Open source =

openly accessible (also by payment)

(b) Intelligence =

(“Information that has been analysed”) 

“Actionable information”

What is it?

Legal Rules & Requirements

Admissibility of evidence
Lawfully obtained!!!

Agency policy & ‘rules of engagement’
• Can you impersonate someone?
• Can you tell lies?
• Can you use an alias?

Recording actions
• Save links
• Screenshots
• Repeatable

Chain of custody

Important
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Opportunities

• General indiscriminate use of 
technology

• Persistence & longevity

• Chronicling of mundane experience

• Mass ‘surveillance capitalism’

• Complacency and convenience

What’s it 
good for?
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Any data can be a ‘pivot point’ …

Names
(Personal & Company)

Usernames 
(often reused)

Email 
(accounts/headers)

Phone numbers 
(adverts)

Domain namesPhotos – metadata/Geo-
Tags/Reverse 

search/Visual clues

Social media –
followers/posts/personal 

information

Quality and type of 
language used 

(spelling mistakes)

Other history exposed
(e.g. references to location 

or personal history)

Dates of Birth

Hyperlinks

Alleged American ‘assassin’

2019 Attempted murder of clothing store 
owner in Birmingham (Central UK)

• 2024 2 convicted ‘conspiracy to murder’ 
• 3rd Suspect, Aimee Betro (from Wisconsin 

USA), went on the run
• Review of her ‘Instagram selfies and 

sunset photos taken from the living room 
window’ 

• Traced to Yerevan, Armenia's capital
• Arrested July 2024 and extradited to UK 

January 2025
https://www.dailymail.co.uk/news/article-14293873/American-assassin-charged-conspiracy-murder-Birmingham-

man.html
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OpSec
Operational Security

Virtual Private Networks (VPNs)

• Change apparent location

• Provide access to geographically 
restricted websites

• Hide your true IP address

• Encrypt data from your device to the 
VPN Server 

‘Clean browsers’ 
(beware browser fingerprinting)

Clear Browser cache
Delete search history/cookies

No saved passwords

UserAgent Manager/switcher (more later)

Dedicated non-networked computer or
Virtual Machines (VirtualBox, VMware)

OpSec
Operational Security
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https://www.virtualbox.org/wiki/Downloads

https://www.vmware.com/products/desktop-hypervisor/workstation-and-fusion

“Virtualization”
Creates a fully functioning 
(virtual) computer inside 

your device 

Sock Puppets

OpSec
Operational Security

(If allowed under your laws)
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https://www.dictionary.com/browse/sock-puppet

sock puppet
[ sok-puhp-it ]

noun
1.a hand puppet made out of a sock.
2.a person or group whose actions are controlled by 

another; a puppet.
3.a) Also called sock. a false name or identity 

assumed by an internet user, often to 
communicate favorable or self-serving comments 
or used to create a mythical rival with whom that 
user can successfully argue online.

b) Also called sock, sock account. an online user 
account created for such purposes.

Why?Who?
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How?

First, find a face …
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thispersondoesnotexist.com

17

18



02/02/2025

10

Email/Facebook/X/Instagram/TikTok
help to validate a sock puppet

Many require mobile phone number

May require backup email for validation

May require SMS validation

Creating Online Presence
(online accounts):

Should ‘hide’ IP Address when creating 
BUT:

Most well known email providers block 
VPNs (and VPN providers may have logs)

Solution:

Use a public wifi (library, café, bar, 
train, airport)

Creating Online Presence
(online accounts):

19
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Public wifi access points risks:

Fake access point 
(Man-In-The-Middle)

Your MAC/IMEI address is logged by 
network

Depending on threat assessment: 
… Use MAC Changer app.

Browser fingerprinting

• Use ‘clean’ browser
• Remove add-ons/extensions
• Delete cookies/history
• Use a User-Agent Manager/Switcher

User-Agent Manager/Switcher
(Browser add-on)

21
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MAC Changer App.
https://technitium.com/tmac/

Many companies require mobile phone 
number for validation

Solution:

Get a ‘burner’ phone
(not as easy as it used to be)

Creating Online Presence
(online accounts):

23
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https://www.comparitech.com/blog/vpn-privacy/sim-card-registration-laws/

Some providers require backup email 
for validation

Solution:

Use an alternative email account 
(such as protonmail or tutanota)

Or an email alias service like 
simplelogin.io

Creating Online Presence
(online accounts):
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Some require SMS validation

Solution:

Try online SMS service

https://receive-smss.com/

.. but

Creating Online Presence
(online accounts):

Build character profile

Use your imagination or …
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fakenamegenerator.com
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https://www.behindthename.com/random/

33

34



02/02/2025

18

This Photo by Unknown Author is licensed under CC BY-SA

Documenting Research

Fireshot

https://addons.mozilla.org/en-US/firefox/addon/fireshot/

Also available for Chrome

35

36



02/02/2025

19

This configuration will 
save your screenshot 

with filename including 
number, day/date/time 

and URL
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https://getgreenshot.org/

Lots of OSINT tools 
available if you 

know where to look

https://osintframework.com/
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Lots of OSINT tools 
available if you 

know where to look

https://osintframework.com/

NB: tools 
often have 

short 
lifespan

Michael Bazzell

https://inteltechniques.com/
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https://www.inteltechniques.com/tools/index.html

NB Links don’t always work 
all the time
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https://start.me/p/DPYPMz/the-ultimate-osint-collection

The Ultimate OSINT Collection
Hatless1der (Griffin Glynn)

https://www.advisor-bm.com/osint-tools

https://github.com/topics/osint-tools
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group terms

exclude term(s)

Google Search Operators 
(dorks)

“ “

-

Warning: Google may get suspicious and ask 
you to confirm you are human

site:(DomainName)
Returns pages on the given domain

e.g. site:www.iaca.int
site:.gov

filetype:
pdf/ppt/pptx/doc/docx etc
Returns pages of specified file type

e.g. filetype:jpg

* 
Can replace a missing letter, word or 
phrase   e.g. * Doe
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OR
Returns pages containing either A OR
B (good for alternative spellings)

Steven OR Stephen AND Brown OR
Braun OR Browne

Steven Brown
Stephen Brown
Steven Browne
Stephen Browne
Steven Braun
Stephen Braun

This AND That
Returns pages with both keywords

Can combine operators…

site:iaca.int “Steven” filetype:pdf
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… and lots more
https://www.exploit-db.com/google-hacking-database

https://ahrefs.com/blog/google-advanced-search-operators/ 

Image Meta data

EXIF
(Exchangeable Image File Format)

54

53

54



02/02/2025

28

REDACTED

https://www.stolencamerafinder.com/howitworks.jsp
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Back from the Dead

 Vorotinov family, Moldovan migrants to 
USA.

 In 2011 Igor Vorontinov, the father, 
returns to visit Moldova.

 A body is found by side of road in 
Moldova with Igor’s documents and 
clothes.

 Wife, Irina, returns to Moldova and 
identifies corpse (No photos taken).

 Returns to USA and claims $2m life 
insurance.

https://www.washingtonpost.com/nation/2019/05/07/man-faked-his-death-his-ex-wife-faked-his-funeral-
then-their-son-found-him-alive/

 2013 Irina and son pay a visit to 
Moldova.

 On return to USA, their laptops seized 
at the airport (someone told the FBI!).

 Photographs of father found. 

 EXIF data shows recently taken.

 Camera used was Canon IOS Rebel T4i 
released in June 2012 (9 months after 
the ‘death’ of Igor).
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Reverse Image Search

Reverse Image Search

59

60



02/02/2025

31

https://in.linkedin.com/in/monicawin54

View in privacy browser

https://translate.yandex.com/translate?
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Mary John
#Blogger #SEO #Digital Marketing Expert

https://www.quora.com/profile/Mary-John-266

Nancy Hellen
@NancyHellen13

https://mobile.twitter.com/nancyhellen13

Maria Lena
Houston, United States

https://soundcloud.com/marialena6

Monica Baldwin
Electric Motor, Power Tool, and Related Repairer at Listenin

Listenin
Mumbai, Maharashtra, India

https://in.linkedin.com/in/monicawin54

Maria Burnham
TORANTO, CA

https://issuu.com/nortontechca

tineye.com
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https://www.thefamouspeople.com/profiles/sarah-ellen-42315.php
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Whose twit are you?

Other tools: Geofeedia; GramFeed; Banjo

67

Social media posts mapped

Other tools exist: Echosec; GramFeed; Banjo
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Internet Intelligence & Investigation
Some Takeaways

3Is is a core skillset for investigators

Maintain OpSec/Sanitised separation

Follow the breadcrumbs

Tools & tricks change

Premium tools make life easier

Corroboration advisable

A quick case study …

(Due to the sensitive nature of the study, these 
slides are not included in the handout)
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Links and References

Missing Person cold cases https://locate.international/
https://www.tracelabs.org/blog/the-worlds-first-osint-ctf-for-missing-persons

Operational Security
Virtual Machines
https://www.virtualbox.org/wiki/Downloads
https://www.vmware.com/products/workstation-player/workstation-player-
evaluation.html

Against browser fingerprinting
https://chrome.google.com/webstore/detail/user-agent-switcher-and-
m/bhchdcejhohfmigjafbampogmaanbfkg

https://geekflare.com/change-user-agent-in-browser/

https://www.ghacks.net/2017/07/17/canvas-defender-canvas-fingerprinting-
protection/

Technitium MAC Address Changer
https://technitium.com/tmac/

https://download.cnet.com/Smart-DNS-Changer/3001-2381_4-76158452.html

10 Best VPN Services (October 2022 – changes over time)
https://www.forbes.com/advisor/business/software/best-vpn/
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Online Alias 
thispersondoesnotexist.com
fakenamegenerator.com
www.behindthename.com

Google Dorks/Operators 
https://www.exploit-db.com/google-hacking-database

https://ahrefs.com/blog/google-advanced-search-operators/

WaybackMachine (Internet Archive)
http://web.archive.org

archive.today webpage capture
http://archive.ph

EXIF Data
Online readers (remember images/data may be kept by website)
https://exifdata.com/
https://onlineexifviewer.com/
https://www.stolencamerafinder.com/howitworks.jsp

Downloadable tool
www.exifdataviewer.com
https://download.cnet.com/EXIF-Viewer/3001-2193_4-75912951.html

McAfee case
https://nakedsecurity.sophos.com/2012/12/03/john-mcafee-location-exif/

Documenting Research
Fireshot (screenshot tool)
https://addons.mozilla.org/en-US/firefox/addon/fireshot/

Greenshot (screenshot tool)
https://getgreenshot.org/

OSINT TOOLS

OSINT Framework
www.osintframework.com

Michael Bazzell’s IntelTechniques
www.inteltechniques.com/tools/index.html

Neil Smith’s UK-OSINT
www.uk-osint.net

Grifin Glynn’s Ultimate OSINT Collection
https://start.me/p/DPYPMz/the-ultimate-osint-collection

https://www.advisor-bm.com/osint-tools
https://github.com/topics/osint-tools
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Reverse Image Search 
https://www.google.co.uk/imghp?hl=en&ogbl
https://tineye.com
https://chrome.google.com/webstore/detail/reveye-reverse-image-
sear/keaaclcjhehbbapnphnmpiklalfhelgf (browser extension for Chrome)
https://translate.yandex.com/translate?

Alleged American Assassin case
https://www.dailymail.co.uk/news/article-14293873/American-assassin-charged-
conspiracy-murder-Birmingham-man.html
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CONDUCTING FORENSIC ANALYSIS
AT THE CRIME SCENE

ERA Bucharest, February 2025



Petar Majić

Digital Forensics Consultant at INsig2

Advising, training and conducting investigations



About INsig2

Established in 2004, HQ in Zagreb

80+ highly educated employees

Educational & Training centre

Education & Training Centre in Zagreb, Croatia
- Accommodates up to 15 people per classroom
- Equipment, forensic tools & materials provided



INsig2

Three business units

„One-stop-shop” in the field of Digital Forensics

Consulting 
services

Investigations

Lab 
Management

Education

Support and 
maintenance

Digital 
Forensics

Integrated 
technical 
security

We teach what we do!

SPIS



E-learning platform

Customized courses

For legal entities, law enforcement, and private sectors

Courses on deeper aspects of digital forensics and forensic value of the evidence 
while collecting, processing, and presenting digital evidence in criminal and 
administrative proceedings

Website: https://insig2-and-zyberglobal.learnworlds.com/ 

https://insig2-and-zyberglobal.learnworlds.com/


Computer and mobile forensics



Computer forensics

Branch of digital forensic science, focused on evidence found and 
recovered from computers and digital storage media, in legally 
admissible manner

Importance of computer forensics today:

– Supporting legal processes

– Cybercrime and incident response

– Complex digital crimes



Mobile forensics

Branch of digital forensics focused on recovering and analyzing data 
from mobile devices, such as smartphones and tablets

Essential to investigations: 

• Mobile devices contain a wealth of evidence that can be used in any type of 
investigation

• This data can be used to track down a suspect, understand a crime

• Often the only source of evidence and most common one

Constantly evolving



Computer forensics 
Then - Now

Data storage 

– GB vs TB + Cloud

OS & File systems

– VM

Encryption

Anti-forensic tools

Tools & techniques



Mobile phone forensics 
Then - Now

Functions & data

OS

Data storage 

– GB vs TB + Cloud

Encryption

– Pa$$w0rd?

Tools & techniques 

Cryptocurrency

IoT + connected devices



Digital forensics

Digital crime Preparation Identification
Seizure and 
acquisition

Analysis Report

Triage



Procedures

Standardized procedures in digital forensics are crucial for maintaining 
evidence integrity and ensuring consistent, repeatable investigations

Chain of Custody 

Rules – ACPO rules

Best practices – SWGDE

Standard Operating Procedures (SOP)



Preparation

Equipment considerations

– Camera, notes, pens, extension cord, cables, Forensic preview and imaging tools, 
external hard drive, evidence bags, faraday bags, etc

Intelligence assessment

Crime scene

– Secure it, watch for potential threats

– Document everything 

– Look for additional source of evidence



Preparation

Prepare for interviewing the suspect, family members, victims and 
witness

– Passcode

– Any useful information – password dictionary ☺ 

Prepare questions before getting on crime scene 

– Be good negotiator





Triage at the crime scene



Triage 

The process of prioritizing or selecting objects, people, or 
information according to certain criteria

– applicable in various areas of digital forensics

– CO, corporate, Lab or Live scene

General procedure

– If the device is off, leave it off

– If the device is on, well... it depends… 



Computer Triage

When computer is on:

• Check attached devices and cables

• Document 

• Photo

• Pack it 

• Transfer to lab

When computer is off:

• Harmful process running or system is 
locked:
– Turn it off

– Document, document, document!

– Pack it and transfer to the lab

– Time!

• No destructive process observed:
– Time

– Document

– RAM dump

– Scanning and triage analysis

– Determining



Computer Triage

Encryption

Connectivity and rights

Tools:
– Magnet Outrider

– ADF Triage

– Cyacomb Examiner

– Belkasoft T

– FTK Imager

– Scripts

– Etc. 



Mobile phone triage

Mobile phones can be in 2 states

– ON (AFU and BFU)

– OFF
If device is

on

Check the mode

BFU,                       
brute force
password

AFU,                             
FFS, no password 

needed

If device is
off

Password 
known?

If YES
Enable Airplane

mode

If NO,
device is in BFU 

mode



How to identify AFU / BFU ?

Phone in BFU mode Phone in AFU mode



Mobile phone triage

When phone is unlocked:

– Airplane mode

– Power source

– Start triage process

– Lock and screen settings

– Additional isolation

– Document

– Pack it

– Transfer to the lab



Gathering digital evidence from live memory



RAM overview

Main memory contains best evidence!!



Why live data is important?

Some data can only be found in RAM memory

– Volatile data

– Fileless malware

– Portable apps

Real time insights



Imaging and analysis of RAM

Imaging

• Which tool to use?
– Dumpit, Belkasoft RAM capture, Magnet RC

• Footprint

• Dump entire memory
• External drive
• Fast imaging
• Unlocked PC and admin rights
• Easy to use 

Analysis

• Not easy to analyse
– steep learning curve

• Lack of forensic tools
– Tools: Volatility, Magnet Axiom, MemProcFS,…

• With analysis we can gather:
– Malware
– Passwords
– Open connections
– Unsaved files
– Safe Browsing
– Email and chat residue files
– Users and their personal files
– Pictures
– Documents



Scripts in digital forensic examinations



Scripts in digital forensics 

Most forensic tools are based on scripts

Why do we need scripting then?

Examples:

– Automating forensic processes – Magnet Automate

– Unsupported artifacts – Magnet Axiom 

– Malware detection

– OSINT



Script Demo



Digital forensic labs



Digital forensic labs

Facilities dedicated to the identification, acquisition, analysis, and reporting of 
digital evidence
– Strict access control 

 Key Components:
– Case Acceptance Area
– IT Infrastructure
– Evidence Storage

ISO 17025

Specialized divisions: computer forensics, mobile phone forensics, video and 
audio forensics 



Digital forensic labs

Equipment for digital forensic labs
– Forensic workstations
– Forensic duplicators
– Forensic software

• AI and automation

– Data recovery tools
– Evidence storage 
– Soldering station
– Microscope
– Power supply 
– Antistatic mat
– Camera
– …



Computer forensic lab



Mobile phone forensics lab



Conclusion

Digital forensic analysis is a race against time, where investigators must 
constantly adapt to the ever-accelerating pace of technological change.



Any questions?



Thank you!

petar.majic@insig2.com



Cross-border access to data and admissibility of evidence

#DIGITALISATION AND #ARTIFICIALINTELLIGENCE IN CRIMINAL JUSTICE 

Internet basics, e-evidence, videoconferencing and AI 

Bucharest, 20-21 February 2025 



Cyberdefense –

• introductie

Cyber Missie



Introduction

3

Studies:

- Computer Science

- Law School

Professional experience:

- Legal assistant, Lawyer at the Dutch Judiciary

- Legal advisor, Policy Officer cybercrime and digital 

investigations at the Dutch Police

Current Position, Additional Positions:

- CISO EQUANS Netherlands & Switzerland

- Judge at the criminal court of Zeeland West-Brabant

- Police volunteer Legal advisorcybercrime and digital 

investigations

9 mei 2021



EQUANS



A COMPANY OF ENGIE

Het leven van een CISO

5
https://www.youtube.com/watch?v=1RQ2sU5OGUg

https://www.youtube.com/watch?v=1RQ2sU5OGUg


Introduction

Today, I will be discussing a Dutch criminal case with you, highlighting various investigative 

powers of the police. Additionally, we will explore the topics of cross-border access to data and 

the admissibility of evidence.

19 February 2025 Cross-border access to data and admissibility of evidence

6

Investigation Phases

Phase 1: Investigation of a marketplace on the dark web conducted 

following a legal assistance request

Phase 2: Home search and laptop examination conducted at the 

suspect's residence. Seizure of two smartphones Occurred when the 

suspect was apprehended on a public road

Phase 3:Forensic examination of devices and the data on them



The Court

Cross-border access to data and admissibility of evidence
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19 February 2025
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Cross-border access to data and admissibility of evidence

10

19 February 2025



"the indictment" or "the charge." 

11

1. The acquisition of Bots, which are technical tools used to commit criminal offenses 
such as hacking.

2. Having login credentials in his possession that he knew or should have suspected 
were stolen.

3. That he hacked a system by logging into internet banking, by using login credentials 
that were unlawfully obtained.

4. That he had phishing kits on his computer, which are technical tools used to commit 
criminal offenses such as hacking.

Cross-border access to data and admissibility of evidence19 February 2025



12



The investigation started with a request from 

the FBI to examine a server in the Netherlands 

as part of a mutual legal assistance request, 

which contained information about a 

marketplace for buying bots.
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Cross-border access to data and admissibility of evidence19 February 2025



High Tech Crime Team Confirms FBI Intel: Dark Web 

Marketplace for Bots Uncovered

Investigation by High Tech Crime Team Netherlands

• Conducted thorough analysis of server/webshop on the 

internet

• Confirmed the accuracy of FBI intelligence findings

• Active marketplace discovered

• Bots available for purchase via the dark web

15

Phase 1

Cross-border access to data and admissibility of evidence19 February 2025



Spin-Off Investigation from FBI Legal Assistance Request

• Information obtained through FBI's legal assistance request

• Discovery of numerous individuals from the Netherlands purchasing bots

Operation Details

• Marketplace to be taken over for a few days

• Objective: Intercept live data

Outcome

• Identification of a buyer located in the Netherlands

16

Phase 1

Cross-border access to data and admissibility of evidence19 February 2025



Mutual Legal Assistance
European Convention on Mutual Assistance in Criminal Matters (ETS No. 30)

17

• Under this Convention, Parties agree to afford each other the widest 

measure of mutual assistance with a view to gathering evidence, hearing 

witnesses, experts and prosecuted persons etc.

• National procedures on judicial co-operation in the criminal field.

• Practitioners are urged to consult the lists of signatures and ratifications 

as well as the declarations and reservations of any convention.

• Treaties create binding obligations on states parties, but actual execution 

of a request for international cooperation also requires analysis and 

consideration of the domestic laws of the requesting and requested 

states

Cross-border access to data and admissibility of evidence 19 February 2025



General Principles International Cooperation in Criminal Matters

• Widest Cooperation Possible

• Dual Criminality

• Specialty Principle

• Proportionality

18

Cross-border access to data and admissibility of evidence 19 February 2025



Exceptions

19

Cross-border access to data and admissibility of evidence 

• Article 26 – Spontaneous information

• within the limits of its domestic law and without prior request, 

• forward information obtained within the framework of its own investigations 

• when it considers that the disclosure of such information might assist the receiving Party in initiating 

or carrying out investigations or proceedings concerning (cyber)criminal offences or might lead to a 

request for (cyber)co-operation.

• Article 32 – Trans-border access to stored computer data with consent or where publicly available

• without the authorization of another Party: 

• a access publicly available (open source) stored computer data, regardless of where the data 

is located geographically; or 

• b access or receive, through a computer system in its territory, stored computer data located in 

another Party, if the Party obtains the lawful and voluntary consent of the person who has the 

lawful authority to disclose the data to the Party through that computer system.

19 February 2025



International Cooperation: Dutch Police and FBI 

Collaboration Methods

• Mutual Legal Assistance Treaties (MLATs): Facilitate 

information exchange for criminal investigations.

• Joint Task Forces: Collaborative teams tackling organized 

crime and cybercrime.(Europol and INTERPOL: Support cross-

border investigations and operations.)

• Direct Bilateral Cooperation: Direct collaboration sharing 

expertise and resources.

20

Cross-border access to data and admissibility of evidence19 February 2025



Investigation Uncovers Bot Purchaser in the Netherlands

• User with a specific username purchased bots

• Phone number of the user was unregistered

• Bitcoin payments examined

• Wallet provided an address in the Netherlands

• Technical tool installed by the police on the marketplace identified a 

frequently used IP address

• Telecom provider request revealed an address

• Address linked to a young man in police records

• Prior conviction for fraud

21

Phase 1

Cross-border access to data and admissibility of evidence19 February 2025



Framework of Investigative Powers of the Dutch Police

22

General Investigation Power: Police officers can independently 

exercise certain powers, such as making arrests, conduct 

searches, seizure of items and gather evidence .

Authorized Powers: More extensive powers, like phone tapping, 

surveillance, forensic research and (home) searches, require 

authorization from a public prosecutor or an examining judge

Cross-border access to data and admissibility of evidence19 February 2025



Early Morning Raid Leads to Seizure of Electronics for Forensic Analysis

Early Morning Raid

• Conducted at the suspect's address

• Presence of the examining magistrate during the search

Seized Items

• Laptop (was on but could not be accessed)

• Phone (locked and could not be accessed)

Suspect's Absence

• Suspect was not at home during the search

Forensic Examination

• All items seized and taken for forensic analysis

23

Phase 2

Cross-border access to data and admissibility of evidence19 February 2025



Suspect Apprehension and Forensic Examination of Seized Smartphone

• Location Tracking: The suspect was located via his phone.

• Arrest and Seizure: Officers arrested the suspect and seized his 

phone.

• Phone Access: The phone was unlocked by holding it in front of the 

suspect's face.

• Evidence Found: A Telegram account was discovered on the phone, 

containing information about login credentials being shared.

24

Phase 2

Cross-border access to data and admissibility of evidence19 February 2025



Smartphone Seizure and Investigation in the Netherlands

Police Officer

• Limited intrusion into personal privacy.

• General authority of investigative officers is sufficient.

• Applies to consulting a small number of specific data.

Public Prosecutor

• Extensive investigation providing a nearly complete picture of personal life may be unlawful.

• Applies when all data on the device is examined using technical tools.

Investigation Judge

• Foreseeable severe breach of someone's privacy.

25

Cross-border access to data and admissibility of evidence19 February 2025



Impact of the Landeck Ruling on Smartphone Investigation 

in the Netherlands

Advocate General's Conclusion:

• Discusses the EU Court of Justice's Landeck ruling (CURIA - List of results).

• Relates to the Dutch Supreme Court's framework in the Smartphone-arresten

(e.g., ECLI:NL:HR:2017:584).

Key Question:

• Whether more cases require examining magistrate approval for police 

investigations of data on seized mobile phones.

• This requirement may be more extensive than previously assumed by the 

Supreme Court.

26
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https://curia.europa.eu/juris/liste.jsf?language=nl&jur=C,T,F&num=C-548/21&td=ALL


Innovation Law in the Netherlands
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• Collecting, saving and take notice of data stored on a device 

after seizure, 556 Sv;

• Investigating data that is stored elsewhere at the time of or 

after the seizure of a device (network search), 557 Sv

• The forced biometric unlocking of a seized device, 558 Sv.

Cross-border access to data and admissibility of evidence 19 February 2025



Collecting and investigation of data stored on a device after 

seizure, 556 Sv;

• In case of a red-handed felony or a felony that allows pre-trail 

custody;

• The public prosecutor can order;

• After authorization of the investigation Judge;

• That a police officer can investigate data that is received after 

seizure;

• If it is needed for the investigation.

• Period 3 days, 3 months of 6 months (severity of the crime and 

necessary for the investigation)

28

Synchronization?

Existing 

connection?

Cross-border access to data and admissibility of evidence 19 February 2025



Investigating data that is stored elsewhere at the time of or 

after the seizure of a device (network search), 557 Sv

29

• In case of a red-handed felony or a felony that allows pre-trail 

custody;

• The public prosecutor can order;

• After authorization of the investigation Judge;

• That a police officer can investigate data that is stores 

elsewhere during seizure;

• If it is needed for revealing the truth.

• Period 3 days, 3 months of 6 months (severity of the crime and 

necessary for the investigation)

Territoriality?

Existing 

connection?

Cross-border access to data and admissibility of evidence 19 February 2025



Rapid Investigation Uncovers Cybercrime Evidence

• Phone Examination: Suspect's phone was quickly examined.

• Password Manager: LastPass password manager found on the phone.

• Laptop Access: Laptop unlocked using credentials from the password 

manager.

• MFA Confirmation: Suspect compelled to use fingerprint for Multi-Factor 

Authentication (MFA).

Evidence on Laptop:

• Hacking tools like phishing kits discovered.

• Purchased bots and conversations with victims found.

• Evidence of bank account logins and money transfers.

• Access to various accounts provided additional evidence. (bitcoin wallets)
30
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The Police Officers Hacking in Criminal Investigations

• Effective Date: March 1, 2019 Computer Crime Act III (Wet CCIII)

• Hacking Authority: Allows law enforcement officers to covertly access a suspect's 

automated system under certain conditions for investigating serious crimes

• Permitted Actions After Access:
- Identify and record characteristics of the system or user (e.g., identity, location)

- Execute orders to intercept and record confidential communications

- Conduct systematic observation

- Record data stored in the system

- Make data inaccessible

• Specialized Team: Actions can only be performed by specially designated officers from 

the National Police's specialized unit

9 mei 2021
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Thanks!

Questions?

Contact:

https://www.linkedin.com/in/jordy-mullers-5583b829/

J.mullers@rechtspraak.nl



SÜDAMETUNNISTUSEGA ÕIGLUSE POOLESÜDAMETUNNISTUSEGA ÕIGLUSE POOLE

Electronic evidence and 
criminal procedure. 

Hunting in the dark.

E N E L I  L A U R I T S
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Electronic data in criminal
investigations

Electronic data for use as evidence in a criminal investigation can be obtained from 
the witness, the victim, the suspect, or any third party who, in most cases, is a 
service provider whose service refers to the creation, transmission, and/or storage 
of the data. 

Law enforcement can obtain the data through open or covert measures. 
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Requirement for admissibility - legitimacy

Digital evidence is considered legitimate and lawful when:

• It has been gathered without violating fundamental rights.

• It has been obtained and processed according to the procedure established by
law.
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Capturing trans-border evidence from the 
internet (dark net?)

Convention on Cybercrime

Article 32 –Trans-border access to stored computer data with consent or where publicly available

A Party may, without the authorization of another Party:

a) access publicly available (open source) stored computer data, regardless of where the data is located 
geographically; or

b) access or receive, through a computer system in its territory, stored computer data located in another Party, 
if the Party obtains the lawful and voluntary consent of the person who has the lawful authority to disclose the 
data to the Party through that computer system.
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Unilateral access?

Whether, and under what conditions, law enforcement 
authorities would be allowed to collect evidence outside their 

national territory?
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The dark web is a part of the 
internet that isn't indexed by search 

engines.

It forms a small part of the deep
web. 

Darknet websites are accessible 
only through networks such as Tor.
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Tor
Tor (originally, The Onion Router) is an underground distributed network of computers on the 
Internet that conceals the true IP addresses, and therefore the identities of the network’s users, 
by routing communications/transactions through multiple computers around the world and 
wrapping them in numerous layers of encryption. 

Tor makes it very difficult to physically locate computers hosting or accessing websites on the 
network. 

This difficulty can be exacerbated by use of additional tumblers or anonymisers on the Tor 
network. 

Tor is one of several underground distributed computer networks, often referred to as darknets, 
cypherspace, the Deep web, or anonymous networks, which individuals use to access content in a 
manner designed to obscure their identity and associated Internet activity.
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Unilateral access
Use of anonymizing software conceals the user’s location so that investigators cannot know where to begin 
their investigation. Unless the target slips up, a government’s best chance of identifying who is behind the 
crime and where he is requires tricking the target into downloading malicious code.

This code searches for location information on the target’s computer and sends it to the government. With 
the suspect’s location (and perhaps identity) revealed, the investigation can focus on that location and 
proceed in the usual way.

It has been argued that such actions may violate the sovereignty of other nations: because the government 
does not know where the computers to be searched are located, use of the technique might ultimately 
search computers located abroad.
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Opertaion PhishOFF
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LabHost
LabHost was a well-known phishing-as-a-service platform that was shut down recently.

LabHost was founded in 2021 and made it possible to create phishing websites with just a few clicks. The 
user base of more than 2,000 could choose from fake versions of legitimate websites or request new 
bespoke scam sites to be built. As is often the case, these pages mostly mimicked banks, health care 
agencies and postal services to extract sensitive data from victims.

These 2,000+ users paid a monthly subscription to access the service, earning LabHost about 1.1 million 
euros. The highest-tier “worldwide membership” cost between 230 and 350 euros per month, which threat 
actors could make use of by setting up phishing campaigns on an international level. The LabHost group 
created more than 40,000 fraudulent sites in just three years.
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Evidence collection
FIRST STAGE

Gather information about the platform "LabHost" hosted on the lab-host.ru domain, demonstrating its

infrastructure and functionality.

To achieve the objective, we created an account on the LabHost platform using an altered identity, rented a

virtual private server and registered a domain.

The distribution of the link was simulated by using the telephone number(s) available to the police and from

there sending a text message to the victim's number(s) of the simulated phishing link, which is also

controlled by the police.

At the same time all this is recorded.
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Evidence collection
SECOND STAGE

Collect SSH and root-logs from all the phishing servers to further collect

information about the users who administered them, to find out, among others,

if there are any users from Estonia who have used the LabHost service.

Block all currently LabHost-activated phishing websites and put up our own

website with the message that the website was criminal and that it had been

taken down by an international investigation team.
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So what we did:
§ 206.  Interference with computer data

Illegal alteration, deletion, damaging or blocking of data in computer systems

§ 207. Hindering of functioning of computer systems

Illegal interference with or hindering of the functioning of computer systems by way of uploading, 
transmitting, deleting, damaging, altering or blocking of data

An undercover agent is a person who uses a changed identity to collect information in criminal proceedings. 
Authorization for using an undercover agent is granted by the Prosecutor’s Office in writing up to six months 
and the time limit in question may be extended by up to six months at a time.
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Opertaion PhishOFF
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The EU AI strategy is not just about 
regulation

Competitive
EU

Excellence 
and 

innovation

Trustworthy
AI 

Regulation

- AI Act (+ AI Pact, Code of practice 
for general-purpose AI)

- Revision of sectoral safety
legislation (e.g. 2023 General 
product safety regulation (EU) 
2023/988)

- [2022 AI liability directive proposal
 withdrawn in the latest work
program]

Investments/research
(Digital Europe, 
Horizon Europe, 
research, AI in 
science, HPC…)

Innovation

AI innovation 
package for SMEs
and startups, AI 
factories, GenAI4EU, 
development of data 
spaces



The EU AI Act : an important 
milestone regulation on AI

 EU Council’s conclusions to promote trustworthy AI in 2017 

 High-level expert group in 2018

 Political commitment by President-to-be von der Leyen in 2019

 Commission’s white paper on a European approach to excellence and trust in 2020

 European Parliament’s recommendation on a framework of ethical aspects of AI, robotics, and related 
technologies (2020/2012(INL))

 Commission’s legislative proposal on AI (AI Act) in April 2021

 Proposals for 2 directives on adapting non-contractual civil liability rules to AI (AI liability directive) + on 
defective products (repealing the 1985 product liability directive) in 2022

 Entry into force of the AI Act in August 2024

 AI Act rules on prohibited systems applicable on 2 February 2025

 Commission’s guidelines on AI Act’s prohibited AI practices released on 4 February 2025

 Commission’s guidelines on AI Act’s definition of AI systems released on 6 February 2025



The AI Act negotiation process

Proposal for 
a 

Regulation
by the EU 

Commission
April 2021

Council’s
General 
Approach by 
27 Member
States 
December
2022

Beginning
of trilogues 

with the 
EU 

Parliament
June 2023

End of political
trilogues with
the EU 
Parliament
Dec. 9, 2023
« We have a 
deal! »

 Technical work to 
finalize the text : 

Dec. 2023- Feb.2024 
 Translation work
 Council’s final green 

light: May 21, 2024

July-August 
2024:
Officially
published in 
the EUOJ –
entry into
force

2024 2027

Applicable by:

 2026 as a general rule, except for, inter 
alia :

 Prohibitions – Feburary 2025

 Chapter III section 4, Chapters V, 
VII, XII, article 78, except article 101 
– August 2025



The EU AI Act : what’s next?



The AI Act in a nutshell: what you need to know

PRODUCT REGULATION (not about data) 
= REGULATING « AI SYSTEM PLACED ON THE MARKER/USED »

AS A PRODUCT (or models)

HORIZONTAL APPROACH – not sectoral
 same, generic rules for all (public and private sectors)

COMPLEMENTARY TO EXISTING EU LEGISLATION, inter alia EU 
LAW ON FUNDAMENTAL RIGHTS AND DATA PROTECTION 

= not replacing GDPR

RISK-BASED APPROACH
= not all AI systems are equally regulated/not equally « risky » 

when in use 

TECHNOLOGY NEUTRAL/ FUTURE-PROOF
 Flexible in terms of technical definitions, to be revised



The [initially-intended] risk-based
approach of the AI Act



Some of the « hot topics » discussed:

 How to prohibit/regulate AI used for biometric identification, in particular in publicly accessible spaces by law
enforcement (prohibitions in Article 5)

 How to regulate general-purpose AI systems on generative AI models ?  (rules for GPAI systems added under
the FR presidency of the Council, reshuffled during trilogues to end up with measures for GPAI models)

 How to strengthen support to innovation not to impair innovation in the EU (specific measures for SMEs and 
startups, sandboxes)

 How to better share responsibilities among the value chain (including with AI models providers vs. AI 
systems)

 Consistent governance at EU and national level:

 governance at national level -

 governance at eu level –AI board + AI office + EU Commission’s guidelines, delegated/implementing acts



The AI Act and the criminal justice system

 HORIZONTAL REGULATION :  applies to the public sector too, including the justice sector

 RISK-BASED APPROACH : high-risk AI systems developed or used by the law enforcement and courts will be
subject to most of the AI Act (technical and product-related) rules. It may include:

 Systems developped to assist the judicial authority

 “AI systems intended to be used by a judicial authority or on their behalf to assist a judicial authority in 
researching and interpreting facts and the law and in applying the law to a concrete set of facts, or to be used 
in a similar way in alternative dispute resolution”

 Systems developed for risk assesmment, reliability of evidence, risk of reoffending, profiling

 Systems used for migration and border control

 Providing essential public services and benefits

 Court management (HR, recruitment, promotion, assessment, education…)

 Use for biometrics in public spaces by law enforcement may be banned or strictly regulated



Additional food for thought

The new Council of Europe’s international, binding Framework Convention on AI and human
rights, democracy and the rule of law was signed by the EU Commission on behalf of
Member States.

Member States and the EU Commission actively participated in the negotiation process to
ensure consistency with the AI Act. Other participants include non-CoE members, such as the
US, UK, Japan, Canada, Israel, or Mexico.

Will the EU manage to promote the development of safe and trustworthy AI through
regulation and to stimulate innovation in Europe, whereas the US announced they will start
« deregulating »?

To be continued...
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Boutique law firm with the tagline 
Not another brick in the law

Strong focus on 
Cybercrime & Blockchain technology



The big picture



Evolution of cybercrime

AI – the good and the ugly



AI – the good and the ugly



AI – the good and the ugly

The Internet: the best invention of humankind?
• Online frauds & cyber attacks
• Online stalking
• Online child pornography & grooming

Artificial intelligence can improve our life
• Used by perpetrators to create deepfakes
• Used by perpetrators to create AI bots for scams
• Used by perpetrators to create perfect scam messages
• Used by perpetrators to write malwares
• Used by perpetrators for scraping data



QR CODES
(no AI)







Dangers of scanning QR codes

Connecting to the wi-fi under the control of the 
perpetrator
• Often used in Airbnb & hotels
• The perpetrator can intercept your data

Redirecting the victim
• Phishing websites
• Fraudulent payment portals
• Malware download
• Download fake apps





SCAM MESSAGES
(v2.0 with AI)



























Dangers of content created by AI

No more red flags
• You can use AI to identify text written by AI

• It becomes customary to write texts with 
AI (false positives)

• Can mimic communication patterns

Easier to use in scams







AI in dark OSINT





https://haveibeenpwned.com/







Dangers of dark OSINT (traditional)

You can search for data breaches
• Identifying credentials for email accounts
• Identifying social media accounts associated with 

specific email accounts

Compromising social media accounts
• Identity theft
• Scaming victims
• Collecting private data
• Blackmailing the victim



Dangers of dark OSINT + AI

Scraping data from data breaches using AI bots
• Using AI to scrape and corelate the data automatically

Exploiting the data
• Using AI bots to approach victims via Telegram, 

Whatsapp, etc.



Back to AI – the good and the ugly

AI can be used for crime prevention
• False positives & biases
• Mass surveillance

AI can be used in investigations
• Automatic OSINT
• Blockchain on-chain analysis
• Data carving
• Big data analysis
• AI bots for interracting with suspects

• Issue of self-incrimination



DOMAIN NAME ANALYSER
(do you know the red flags?)



The live presentation included 
a video. You cannot have access 
to the script used in the presentation



EMAIL HEADER ANALYSER



Scenario

The accused worked for an NGO & used the email 
office@ngo.com
After he got fired from the NGO, several partners informed 
the NGO representatives that they received emails from 
office@ngo.com signed by the accused
The email service provider could not provide any logs that 
could prove that the accused sent those emails or that 
there was an access to that email account
The suspect was sent to trial for illegal access to a 
computer/information system



The expression 'the email was sent using the email 
address office@ngo.com' is incorrect, and the correct 
expression is 'an email was sent in which the 
sender appeared as office@ngo.com’

Court-appointed expert in the criminal trial





The live presentation included 
a video. You cannot have access 
to the script used in the presentation



Dangers of email spoofing

Any email can be spoofed
• You can find red flags in the header of the email

Never base your case only on printed 
emails
• Always download the original file
• Always ask for the original file
• You cannot analyse the metadata of a piece of 

paper



LOGS ANALYSER







What do you do?

Use forensic tools
• Costly + the need of expertise

Use AI to write scripts

Use AI to analyse the data















SEARCHING WITH AI AGENTS



What is an AI agent?

A bot that can run on the victim's device and 
perform tasks just like a human
• Search & collect data
• Analyse data
• Adapt it’s behaviour depending on the context



Clara était une exploratrice courageuse. Un jour, elle décida de partir à la recherche d'un 
island mystérieux dont elle avait entendu parler dans de vieux livres. L'ocean était agité, mais 
Clara ne reculerait pas. Avec sa boussole en main et son petit sac rempli d'objets essentiels, 
comme une apple pour la route, elle se dirigea vers l’inconnu.
Sur cette île, elle découvrit des paysages enchanteurs. Un tiger majestueux traversa son 
chemin alors qu'elle longeait une rivière sous la lumière de la moon. La forêt était dense et 
elle trouvait souvent des flowers cachées dans les fourrés. Le bruit constant du river la 
guidait vers une grotte dissimulée derrière de grands rochers.
En entrant, Clara trouva un vieux livre. Elle alluma sa light pour mieux voir, et en feuilletant, 
elle découvrit des secrets anciens. Il y était question d'un objet mystérieux, une stone sacrée, 
cachée quelque part sur l'île. Mais avant de partir, elle devait résoudre une énigme : dans le 
livre, il était écrit que la solution se trouvait dans les pages du book.
Avec son esprit aiguisé, Clara trouva une clé cachée dans les mots du livre. Elle comprit que 
tout cela la menait à une wallet oubliée depuis des siècles, un coin de trésor perdu. Elle prit le 
train de pensées nécessaire pour déchiffrer le mystère, sachant que la key était de se fier à 
son intuition et aux indices laissés sur son chemin.
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Evolution of cybercrime



Evolution of cybercrime

• Smart contract manipulation (complex)
• Malicious smart contract drainers (complex)
• Phishing for seed phrases (phishing v2.0)
• Counterfeiting crypto tokens (easy as $%#%$)
• Business email compromise (moderate)
• Investment frauds using caller-id spoofing (moderate)
• Remote access & bank loan misappropriation

(moderate)



AI for scam 
messages

Spoofing 
(caller ID, email, DNS)

AI chat 
bots

AI 
agents

Deepfake Dark 
OSINT



Malware



Traditional approach

• Create a malware (programming skills + 
cybersecurity expertise)

• Find or buy malware online (risky)
• The market can be compromised (honeypot)
• You need to pay for the malware (fiat or 

crypto)



AI approach

• Use AI to create malware
• No programming skills needed
• You can run the AI model (open source) offline



Poaching the victim



Traditional poaching

• Contacting the victim via social media, 
telegram, etc.

• Scamming the victim
• Sending malicious links



AI poaching

• Using dark OSINT to gather intelligence about 
the victim

• Using AI bots to contact the victim
• Adapting the messages based on the dark 

OSINT results



AI bots for selling data



Selling data using AI bots

• Running bots on Telegram
• Even if the owner is arrested, the AI bot 

continues to make money



Fake influencers



Traditional scams by influencers

• Real people pretending to be guru’s
• They can scam into buying services, goods or 

products



AI generated influencers

• AI influencer that promotes health products
• Using an AI generated human body to 

promote a „healthy” life style
• Using an AI „cancer free” influencer to 

promote „alternative” medicine



Investment frauds



Request for an 
initial investment 

by the „broker” 
(payment in BTC)

Fictitious 
crediting of the 
client-account
(fictitious ROI)

Request for fees in 
order to withdraw 

the profit

Counterfeitin
g of virtual 
currencies

(USDT, USDC)

Fake data Additional fraud



Any number can be spoofed

Telecom service provider cannot 
filter spoofed calls (legacy 
infrastructure)

You cannot spoof a call from 
whatsapp, signal or telegram



Deepfake

This is an audio file



Business email compromise 



Sending an invoice

Sending a fake invoice

Payment
Manipulation



Sending the 
spoofed email with 

the fake invoice
Caller ID spoofing Live deepfake



Remote access & bank loan 
misappropriation



Anydesk
Teamviewer
RAT

Remote 
access

Bank loan



AI chat bots AI agents
No need for call 

centers



Last chapter



Dark times ahead

• Perpetrators have an advantage
• We need to work more on prevention



The authorities will strike back

• Using AI bots against the perpetrators
• Scam the scammers



Good AI vs Bad AI

• We can use AI to fight AI
• Email header analysis
• Domain name analysis
• AI generated content analysis





bmj.gv.atCo-Funded by the 

     European Union.

SimpliVi [sɪmplɪfʌɪ]
Simplifying Cross-Border Judicial Videoconferencing in Europe

ERA seminar: #DIGITALISATION AND #ARTIFICIALINTELLIGENCE IN CRIMINAL JUSTICE

20/21 February 2025, Bucharest



bmj.gv.atFunded by the 

European Union.

Needs

• Pandemic has shown the increased need for digitalisation, including VC

• Pandemic has significantly increased the knowledge and experience about VC

• Pandemic has led to new solutions from technical, organisational and legal aspects

• Art 5 & 6 Digitalisation Regulation 2023/2844 establish a new legal basis for cross-border VC 

• Setting up cross-border, judicial VCs is perceived as a cumbersome process

o Technical: different standards, new technical solutions

o Organisational: setup of a VC, support before and during a VC, lack of experience, 
language barrier

o Legal: different legal constraints per country and per legal domain
2



bmj.gv.atFunded by the 

European Union.

Project Objectives
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1. Providing hands-on recommendations and best practises 

2. Drafting a standard workflow for the setup of a cross-border videoconference, 
including standardised forms

3. Supporting this workflow with an e-CODEX implementation 

4. Drafting recommendations for the European Court Database(s) for additional 
attributes for cross-border videoconferences

5. Promotion of project results to increase their adoption in national judicial 
administration organisations
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European Union.

Project Partners
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Austrian Federal Ministry of Justice Austria

Aristotle University of Thessaloniki Greece

Court of Appeal Wrocław Poland

Ministry of Justice of North Rhine-
Westphalia

Germany

Ministerio de Justicia Spain

Portuguese Judicial High Council Portugal
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Timeline
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2023 2025

End:

30/09/25
Start:

01/04/23

2024

WP1: Project Management & Coordination

WP2: Analysis and Design

WP3: Preparation for piloting the e-CODEX use case
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1. Judicial authorities

2. Parties, witnesses and other 

participants, including legal 

representatives
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• Desk research, esp. results of previous 
projects & existing guidelines

• Questionnaires

• Interviews by VC or in person

• Study visits



bmj.gv.atFunded by the 

European Union.

State of Play (2/2025)
• 30/08/2023 – Stockholm, Sweden: Study Visit

• 31/08/2023 – Jönköping, Sweden: Study Visit

• 18/10/2023 – Brazil: Interview

• 07/11/2023 – Croatia: Interview

• 15/11/2023 – Athens, Greece: Study Visit

• 23/11/2023 – Italy: Interview

• 29/11/2023 – Netherlands: Interview

• 14/12/2023 – Hungary: Interview

• 12/02/2024 – Bulgaria: Questionnaire

• 21/03/2024 – Düsseldorf, Germany: Study Visit

• 10/04/2024 – Wrocław, Poland: Study Visit

• 30/04/2024 – Norway: Interview

• 23/05/2024 – Lisbon, Portugal: Study Visit

• 07/08/2024 – Canada: Interview

• 11/09/2024 – Madrid, Spain: Study Visit

• 11/10/2024 – France: Questionnaire

• 25/10/2024 – Slovenia: Interview

• 2025 – Additional interviews with EJN contact points

• Tbc – Vienna, Austria: Study Visit

8
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• Broad difference in prerequisites (technical, 
organisational and legal)

• Positive impact of the pandemic on mindset / 
attitude of practitioners – more experience

• National legal basis is currently adapted to the 
situation after the pandemic → mainly expansion 
of videoconferencing options (but more 
expansive rules for the pandemic have lapsed)

• Clear focus on national VCs; cross-border VC is a 
low-priority use case

• Differences of national procedural law obstacle in 
cross-border cases - admissibility of evidence –
unknown might discourage

• Issue of sovereignty for direct VC

• Practical issues: do not know who to contact, 
language barrier, scheduling

• Low-threshold solutions (e.g. usability, tech 
support) motivate users

• Few technical issues – interoperability is though 
crucial for cross-border videoconferencing
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Contacts

Dr. Thomas Gottwald

thomas.gottwald@bmj.gv.at 

Mathias Maurer 

mathias.maurer@brz.gv.at  

Sebastian Leitner

sebastian.Leitner@brz.gv.at 

www.simplivi.eu  

mailto:thomas.gottwald@bmj.gv.at
mailto:mathias.maurer@brz.gv.at
mailto:sebastian.Leitner@brz.gv.at
http://www.simplivi.eu/
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